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igh Performance Computers (HPCs) are important for many
military applications and essential for some. Although thereis
limited information on how the PRC is usng HPCs for military
applications, HPCs could facilitate many of the PRC's military
modernization objectives.

PRC organizations involved in the research and development of missiles,
spacecr aft, submarines, aircraft, military syssem components, command and
control, communications, and microwave and laser sensorshave obtained HPCs
from the United States. Given thelack of aproven and effective verification regime,
it is possible that these HPCs have been diverted for unauthorized uses, which could
include the following:

* Upgrading and maintaining nuclear and chemical
weapons

e Equipping mobile forces with high-technology weapons

*  Building amodern fleet of combat and combat-support
aircraft and submarines

e Conducting anti-submarinewarfare

*  Deveopingardiable, accurateballistic and cruise missile
force

* Equalizing a battlefield with eectronic or information
warfare

*  Improving command, control, communications, and
intelligence capabilities

To realize the full potential of the acquired HPCs, the PRC must be able to
perform system integration, develop or procure application software, obtain weapon
systems test data, and institute quality-controlled production processes. The contri-
bution of HPCs to military modernization is also dependent on related technologies
such as telecommunications and microel ectronics.
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The Sdect Committee judges that the PRC has been using high perfor-
mance computers for nuclear weapons applications. The computer workstations
recently acquired from the U.S. represent a mgor increase in the PRC’'s computing
power. Although not necessary to design nuclear warheads, HPCs of 2,000 million
theoretica operations per second (MTOPS) or more can be used for such applica-
tions. In addition to nuclear weapons design, another mgjor concern is how the PRC
can use U.S. HPCs to improve and maintain its nuclear weapons.

If the PRC complieswith the Comprehensive Test Ban Treaty, then itsneed
for HPCs to design, weaponize, deploy, and maintain nuclear weapons will be
greater than that of any other nation, according to the U.S. Department of
Energy. The exact extent to which HPCs can assst the PRC dependsin part on the
goas of the PRC nuclear weapons program and the degree of uncertainty it iswilling
to accept in warhead performance.

HPCsare useful to thetwo- and critical to the three-dimensonal computer
modeling that is necessary for the PRC to develop, modify, and maintain its
nuclear weapons in the absence of testing. The utility of such modeling depends
on the amount of data available from tests, the computing capacity that is available,
and programmer expertise. Complete three-dimensional models, critical to stockpile
maintenance and assessment of the effect of mgor warhead modifications in the
absence of testing, require HPCs of one million MTOPS or more. Assessing the
effects of a new warhead without testing would require three-dimensiona modeling.
In the absence of physicd testing, two dimensiona models are important for estimat-
ing the effects of less substantial changes to warhead designs, although the utility of
such modeling decreases as the designs become more sophisticated. However, the
fiddity of any two-dimensiona modd isinherently limited, and some level of uncer-
tainty will dways remain. Should the PRC resume physica (rather than virtud)
nuclear testing, the resulting datawould permit more accurate two-dimensiona mod-
eling of subsequent design changes. Although HPCsin the 2,000 to 10,000 MTOPS
range are useful for such modeling, their precise utility for such applications is
unclear. These HPCs may be powerful enough to help the PRC make use of design
information that it stole from the United States, including design information for the
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W-70 neutron bomb and the W-88 Trident D-5 thermonucl ear warhead — without fur-
ther physical testing.

The U.S. Government, citing rapid advances in computer technology, has
steadily relaxed export controls on HPCs. A Stanford University sudy commis-
sioned by the U.S. Government was akey eement in the relaxation of export controls
on HPCsin 1996. The study concluded that U.S.-manufactured computer technolo-
gy between 4,000 to 5,000 M TOPS was uncontrol | able worl dwide and would become
available worldwide a 7,000 MTOPS by 1997. The study aso concluded that many
HPC applications used in U.S. nationa security programs occur at about 7,000
MTOPS and at or above 10,000 MTOPS. Criticisms of this and other studies that
were used to justify the 1996 HPC export control policy changesfocuson flavsinthe
methodol ogy of the studies and the lack of empirical evidence and analysisto support
their conclusons. These critics dso clam that the U.S. Government revised the
export controls on HPCs without having adequate information on how countries of
concern would use HPCs for military and proliferation activities.

Until June 1998, the U.S. Gover nment’sability to verify thelocation and use
of HPCsin the PRC was blocked by the PRC's res stance to post-shipment, on-sSite
verification vidts. A new agreement affords the U.S. Government the right to request
access to some American HPCs, but includes substantia limitations on such requests
and any vidts. Moreover, the post-shipment visitsthat are dlowed can verify theloca
tion of an HPC, but not how it is used.

Rapid advancesin computer technology have altered traditional concepts
of what congtitutes an HPC. Observers in the computer industry and academia
state that HPC-level performance can be obtained by linking together inexpensive
commodity processors. For some applications the efficiency and effectiveness of the
linked commaodity processors depends on the application, skill of the programmer,
and interconnection software. The resources and time needed to effectively modify
and operate significant defense applications for such linked systems have not yet
been demonstrated. Nonetheless, the U.S. is pursuing research and development on
the use of linked systemsfor three-dimensiona modeling for nuclear stockpile main-
tenance.
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Whileit isdifficult to ascertain the full measure of HPC resourcesthat have
been made available to the PRC from all sources, available data indicates that
U.S. HPCsdominatethe market in the PRC and therereally isno domestic PRC
HPC industry. While the PRC has a large market for workstations and high-end
savers, thereisasmaller market for parallel computersthat is entirely dominated by
non-PRC companies such as IBM, Silicon Graphics/Cray, and the Japanese NEC.
However, there continues to be significant market resistance to Japanese HPC prod-
uctsinAda, especidly asU.S. products are beginning to have significant market pen-
etration. The PRC has assembled severad HPCs in recent years, using U.S.-origin
microprocessing chips. The latest such HPC may perform a 10,000 MTOPS.
However, the PRC's HPC application software lags farther behind world levels than
its HPC systems.

Since the 1996 relaxation of U.S. export controls on HPCs, U.S. sales of
HPCs between 2,000 and 7,000 MTOPS to the PRC have burgeoned. Of com-
puters not requiring licenses under the 1996 regulations, 23 HPCsin this performance
range were exported in 1996 and 123 in 1997. An additiona 434 HPCs were to be
exported in the first three quarters of 1998. Between 1994 and 1998, the U.S.
Government gpproved licenses for 23 HPCs greater than 2,000 MTOPS.

Thus, the PRC may have received a total of 603 U.S. HPCs since 1996. In
1998, the United States approved licensesfor two HPCsin excess of 10,000 MTOPS.
Approximately 77 percent of the U.S. HPCsthat have been exported to the PRC were
under 4,000 MTOPS.

The aggregate of these computational resources is complemented by mil-
lions of non-export controlled low-end machines — about 4.5 million desktops,
portable personal computers, personal computer servers, and workgations in
1998 alone. Ninety percent of these machines are being used by the PRC
Government, industry, and educationa ingtitutions. About 60 percent of these
machines are being produced by PRC companies.
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igh Performance Computers (HPCs) are useful in a broad range of

applications. These include pharmaceutical development, automobile

crash modeling, aerospace engineering, petrochemical research, finan-

cia market and credit analys's, weather prediction, academic research,
and national security applications.

A recent report by the Defense Department defines high performance computers as

the mid-range of the speed scale. These computers are used for
Internet servers, Local Area Network (LAN) servers, affordable
number crunchers, Computer Aided Design (CAD)/Computer
Aided Manufacturing (CAM), publishing, billing, databases,
data mining, banking, and much more. Presently these
computers are in the speed range of 1500 — 40,000

Millions of Theoretical Operations Per Second (MTOPS).

Current U.S. export controls define HPCs by establishing the threshold for license
consderation at 2,000 or more MTOPS,

In the realm of nationa security, HPCs are vauable in the design, development,
manufacturing, performance, and testing of weapons and weapons platforms. These
systemsinclude:

*  Nuclear, chemical, and biological weapons
e  Tactical aircraft

e Cruiseand ballistic missiles

Submarines

e Anti-submarinewarfare

¢ Command, control, and communications
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HPCs are aso useful in the collection, processing, analyss, and dissemination
of intelligence and in the encryption or decryption of communications?

In addition, military gpplications such astarget tracking and recognition, radar map-
ping, amor and anti-armor design, protective structures, aerodynamics, redl-time modd-
Ing, and tectica wesather prediction are substantidly facilitated by the use of HPCs?

While a broad array of potentid applications for HPCs is known, the specific
waysin which potential adversaries of the United States are using them is much hard-
er to determine. For example, a 1998 study of the viability of U.S. export controlson
HPCs Stated:

It is difficult to acquire good information on the use of HPC[ 5
for national security-related applications by countries of
national security concern. Thisis true whether one assumes
foreign practiceis the same as U.S practice, or foreign practice
involves different or more clever ways that might not have the
same computing requirements.*

In short, there is limited information about how specific countries of national securi-
ty concern, including the PRC, use HPCs?

Another complicating factor in determining whether and how HPCs are being
used by the PRC and others for nationa security applications is ambiguity as to the
HPC performance minimally required for specific applications. Researchers are usu-
aly interested in improving their applicationsif they have access to more computing
power. Therefore, the “bigger and faster” computers are, the better. Speed helps
make optimum use of aresearcher’stime® Many computer programs can be execut-
ed on less capable computer hardware, athough there may be penaltiesin level of
detail and turnaround time.”

The requirement to use the most powerful computers available may aso be
closaly related to program economics® The use of less powerful computers leads to
longer processing runs. This Stuation leaves expensive people and facilities idle,
making the purchase of an expensve HPC necessary to employ dl the resources
available efficiently.’
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here are many potential national security applications for which the PRC

could use HPCs. The fallowing figure® shows that the U.S. defense community
uses HPCs for nationd security gpplications over a full range of MTOPS performance
levels. Although nearly 44 percent of the applications currently being runinthe U.S.
defense community are being run a performance levels below 7,000 MTOPS, many
critical applications require processing power in excess of that threshold. Therdative
Importance of the national security applications cannot be ascertained based on the
MTOPS requirement.* As newer computer sysems with increased performance
become available to the market, an increasing number of applications will gppear in
the higher MTOPS range (that is, above 30,000 MTOPS).”? These gpplications will
be smilar to current applications, but will require greater resolution or ability to
address larger-szed problems than is possible on current systems.™

Millions of Theoretical Operations Number of Current U.S. Department
Per Second (MTOPS) Range of Defense HPC Applications

Less than 2,000 61

2,000 to 7,000 24

7,000 to 10,000 8

10,000 to 20,000 30

20,000 to 30,000 47

Above 30,000 22

U.S. HPCsrecently sold to PRC organizations are useful for a number of mili-

tary purposes including:

* Information warfare

«  Cryptography

*  Military command and control

* Inteligence collection

* Inteligenceinstrument research and development

*  Deveopment of high technology

« Balligicand cruise missles

« Balligic missle defense
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*  Mobileforce development
e Desgning submarinenuclear reactors
¢ Combat smulation
These PRC organizations are engaged in governmenta, military, academic,
and commercia work. In the absence of an end-use verification regime, the United

States has no means of determining to what use a particular HPC is applied by such
PRC organizations.

Military Objectives Contribute to the PRC'’s
Interest in High Performance Computers

PRC military objectives require superior battlefield management, including:
* Intdligence
e Survellance
*  Reconnaissance
e Guidanceand contral
¢ Communications

They aso require superior weapons and platform design, testing, and maintenance.
Satisfying these requirements can be facilitated by HPC capabilities™

The PRC is seeking HPC software for:

o  Satdlite launch and missile guidance smulation

*  Computer asssted design and manufacturing syssems

e Sysem smulators

*  Applications of artificial intelligence”
The PRC is convinced that the United States has the most advanced HPC technolo-
gy. Thus, it seeksto acquire as much of it asit can without jeopardizing PRC nation-

a security interests by, for example, becoming susceptible to computer viruses and
information attacks.*®
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The specific ways the PRC isusing HPCs for military applicationsis difficult to
determine.”” During this investigation, reports regarding the PRC's military objec-
tives, information concerning the application of HPCs in support of national security
objectives, and data concerning HPC sdles to the PRC were analyzed.

The results of thisanadysis provide a basis for ng therisk to U.S. nation-
a security and regiona security interests that accrues from the PRC's acquisition of
HPCs. Thisassessment is summarized in the following paragraphs.

U.S. High Performance Computers
Have the Greatest Potential Impact
On the PRC'’s Nuclear Weapons Capabilities

The Department of Energy judges that the PRC's acquisition and application of
HPCs to nuclear weapons development have the greatest potential impact on the
PRC’snuclear program. Thisis particularly true since the PRC has agreed to the ban
on nuclear testing.*®

Existing PRC Nuclear Weapons

The computing power required to s mulate the performance of a specific nuclear
wegpon depends on the sophistication of the design, and the availability of nuclear
and non-nuclear test data for the new and aging materias the weapon contains.®

For existing wegpons with supporting test data, more powerful computing
resources alow smulations that include more physical processes and more funda
mental representations.®

One means of enhancing mode fiddity — the extent to which the model accu-
rately represents the real phenomena— is to represent al dimensions of the process
being modeed.

The explosion of anuclear weapon isathree-dimensiona process that cannot be
accurately represented in one or two dimensions. Augmenting mode fiddlity by shift-
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ing from two to three dimensions requires an increase in computer performance
capacity to one million MTOPS~

Results from higher-fidelity modes adlow scientists and decison-makers to
develop a better estimation and understanding of the rdiability and performance of
the wegpon.?

Another factor bearing on modd fiddlity and confidence in modd resultsis the
extent to which the model has been vaidated. Vaidation consgsts of running a smu-
lation of aprevioudy conducted test, and verifying that the computed results are close
to the test results. The more the smulated Situation differs from the actual test, the
less confidence can be placed in the computed results.®

The fewer the tests that have been conducted, the more gaps there are in the
understanding of nuclear wegpons science®

PCsmay help scientistsgain ingght and under standing by allowing many

smulation runsto be conducted, changing onevariablevaueat atimeto cre-
ate arange of solutionsfor comparison to test data. HPCs alow those calculationsto
be completed in an acceptable length of time®

Thefollowing tableillustrates HPC performance demand as afunction of model
complexity, test data, and weapons maturity. Row 1 of the table focuses on a full
exploration of the weapons design category with data from tests of pristine and aged
wegpons. Row 2 of the table assumes the number of tests dedicated to each warhead
class is between one and six. Row 3 assumes few proof-of-concept tests or zero
nuclear tests conducted of the design after components have aged for ten years.
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High Performance Computer Requirements for Various

Levels of Testing and Nuclear Weapons Program Maturity®

Rudimentary Intermediate Advanced and Aging

Nuclear Weapons Nuclear Weapons Nuclear Weapons
With Test 200-400 MTOPS 200-400 MTOPS 400-10,000 MTOPS
Data US, UK, France, US, UK, France, US, UK, France,

Russia, PRC Russia Russia, PRC*
With Some  400-1,000 MTOPS 1,000-4,000 MTOPS 4,000-1,000,000 MTOPS
Test Data No country PRC, India, PRCT

Pakistan

Without 400-4,000 MTOPS 4,000-10,000 MTOPS >1,000,000 MTOPS
Test Data North Korea Israel PRC'

* |If PRC has obtained U.S. or Russian nuclear test codes.

T The PRC is known to possess some test data for certain advanced nuclear weapons, but may be
without test data for others.

Asthetableindicates, the PRC's demand for HPCs covers abroad range of com-
puting capability, and it isunclear wherethe PRC' srequirementsfal within that broad
range.

To date, the most powerful HPCs exported to the PRC from the U.S. — two in
1998 — have been at the 10,000 MTOPS levd.

Even HPCsin the 2,000 to 10,000 MTOPS range are useful for nuclear weapons
applications, dthough their precise utility is dependent on the amount of test datathe
PRC possesses.

New PRC Nuclear Weapons

The PRC's nuclear weapons program has advanced rapidly, largely through the
theft of U.S. nuclear wegpons design information.

Origindly, the PRC huilt large, heavy nuclear weapons for air or missile ddliv-
ery. The PRC is how moving to new generation nuclear weapons, and has been sig-
nificantly asssted by the theft of U.S. design data. These new nuclear weapons are
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smndler, lighter, and have higher yidd-to-weight ratios” The Sdect Committee
judges that the PRC has the infrastructure and ability to use the stolen U.S. design
information to emulate dements of U.S. thermonuclear warheads for its next genera-
tion of thermonuclear warheads.

PCs could be valuable to the PRC in connection with the production of

these next generation nuclear weapons based on dements of U.S. design
information, because they would enable scientists to examine many vaues for many
uncertainties quickly.”

Similarly, HPCs could be useful in connection with maintaining the current PRC
nuclear weapons stockpile for which test data exi<t, although the exact MTOPS range
needed is uncertain. HPCs would permit analysis of any uncertainty with respect to
the performance of these weapons®

In addition, as military missions evolve and ddivery platforms develop, the PRC
may be forced to make modifications in tested designs to accommodate new size and
weight goas. For example, a PRC focus on small-scale regiona conflict would sug-
gest the development of compact, low-yield nuclear devices. Evauating the effects
of these design changes would require sophisticated computer models run on HPCs.
If the changes to the PLA's nuclear weapons are significant, the need for modeing
accuracy would require three-dimensiona testing, possible only with computers that
have a performance capability of a million MTOPS or more. For less extensive
changes, including any changes required to weaponize new nuclear warhead designs
that the PRC has dready successfully tested, two-dimensional modeling may be suf-
ficient. HPCs as low as 2,000 to 7,000 MTOPS are hepful in such agpplications,
athough the optima MTOPS level required for such modeling is unclear.

Nuclear Weapons Stockpile Stewardship

Assuming compliance with the Comprehensive Test Ban Treaty, the designers of
new or modified PRC nuclear devices will have to certify the performance of aging
weapons by using acombination of treaty compliant experiments and computer Smu-
lations.®
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|dentifying, predicting and mitigating the effects of aging on nuclear weaponsis
computationdly intensve, requiring three-dimensond modding and smulation
involving many uncertainties. For the PRC, the computing demands are even greater
because of the limited amount of nuclear test data to support the modding.

Thus, HPCs a high MTOPS levels would be particularly useful in helping
explore many vauesfor many variables quickly.®* Asthe United Statesisfinding with
its Stockpile Stewardship Program, maximum HPC performance in the range of mil-
lionsof MTOPS s necessary for three-dimensiona modeling of the aging of nuclear

Wespons.

For this reason, the Select Committee judges that the PRC is dmost certain to
use U.S. HPCs to perform nuclear weapons applications. Moreover, the PRC con-
tinues to seek HPCs and the related computer programs (known as codes) for these
gpplications.

he U.S. national weapons laboratories are currently modernizing their test
data or “legacy codes’ based on data from the large number of U.S. teds.
The Sdect Committee judges that if the PRC were to acquire nuclear test codes and
data from the United States, then the PRC could access empirica data from the large
number of U.S. tests that were conducted before the Comprehensive Test Ban Tregty.

The possession of stolen U.S. test datawould grestly reducethelevel of HPC per-
formance required.

Itisasolikely that the PRC seeks accessto the LosAlamos National Laboratory-
based Dua Axis Radiographic Hydrodynamic Test Fecility, for the reason that it uses
powerful X-raysto analyze the effects of implosions during non-nuclear tests.

The PRC is d=0 likely to seek information regarding the use of lasers for high
energy dendty studies.
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Transfer of HPC Technology Can Benefit PRC
Intelligence Capabilities

The PRC isimproving its capabilities in intelligence collection and unmanned
aerid vehicles. The PRC isaso auser of encryption technology in its government
networks.® HPCsare useful in the design and operation of intelligence collection plat-
forms, including unmanned aerid vehicles, and are essentia to running the computer
codes that process intelligence data and perform encryption tasks.

Sensors for Surveillance, Target Detection, and Target Recognition

Radars, acoustic and non-acoustic sensors, and signal and image processing
appear to be continuing targets for acquisition by the PRC.=

Based on U.S. experience, HPCs can be used to facilitate research and devel op-
ment of sensorsfor surveillance, target detection, and target recognition. Use of HPCs
in this manner results in sensor systems that are more capable of detecting stedthy
platforms, such as aircraft, missiles, and submarines

In the design phase, these applications can be computationally intensive,
depending upon the level of redlism required. For example, U.S. computationd
requirements range from 500 to over 40,000 MTOPS®

Also, many of the resultant systems require HPCs and advanced software for
their operation. For example, adeployed X-band phased-array radar for balistic mis-
sle search, fire control, and kill assessment requires an HPC to control the radar,
detect, identify, and track targets, and compute fire control solutions of multiple high-

Speed targets.®

In generd, timely detection of targets using radar requires homogeneous, tightly
coupled systems. Theradar system functions by creating images of remote objectsand
processing the resulting images for review by humans or input into automated guid-
ance or decison support systems.  This operation is computationally intensve since
large volumes of data must be filtered, enhanced, and interpreted, oftenin red time®
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In the United States, some radar processing applications— for example, the pro-
cessing of datafrom synthetic gperture radars— require 32,000 to 115,000 MTOPS®
Although less capable computers may be useful for these applications, they are not
auitable for operationa environments that require real-time detection of targets with
weak radar sdgnatures, or target discrimination in high target-dendity environments.
Further, radar system performance requires high-quality target templates and empiri-
cal validation, in addition to HPC processing speed.®

Sensor Platforms for Aerial and Space-Based Reconnaissance

The PRC is interested in acquiring unmanned aerid vehicles (UAVS) that are
used for day/night aerid reconnaissance, battlefield surveillance, target positioning,
artillery spotting, border patrol, nuclear radiation sampling, and aeria photography.®

The HPC chalenge is to provide a sufficient on-board-sensor data processing
capability to alow wide-area searches a high resolution, while minimizing commu-
nications requirements.*

Satisfying such sensor data processing requirements could a so be of valueto the
PRC's efforts to improve space-based information gathering capabilities.”?

Cryptology

Another potentid application of HPCs by the PRC is cryptology — the design
and breaking of encoded communications. This application demandsfast processing,
and the ability to handle large amounts of data. As a point of reference, the U.S.
National Security Agency uses some of the highest performance computers avail-
able. However, sgnificant cryptologic capabilities can be achieved through the use
of widely available computer equipment, such as networked workstations or pardlel
processors.”
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Transfer of High Performance Computer Technology
To the PRC Could Contribute to the Manufacture of
Weapons of Mass Destruction, Missiles, and

Other Weapons

Whilethereislittleinformation regarding the specific waysthat HPCsare being
used in the PRC to achieve military objectives,* open source reporting and stated
PRC military modernization goals tend to support the belief that the PRC could be
using HPCs in the design, development, and operation of missiles, anti-armor
wegpons, chemica and biologica weapons, and information warfare technologies.®

Missiles

The PRC is developing advanced cruise missiles, anti-ship missiles, and con-
ventional short-range balistic missles (SRBMS).

While the PRC could design, for example, a stealthy cruise missile without
using HPCs, HPCs facilitate the design of such weapons, particularly in exploring
guidance and stealth concepts.® For instance, the Beljing Simulation Center isusing
hardware-in-the-loop testing in the development of homing guided missiles. Given
that such testing involves near red-time processing, HPCs are particularly useful .

The PRC isa so developing new tanks, and new multiple-launch rocket systems.
HPCs are useful for executing the detailed, physics-based smulations of weagpons
effects. Such smulations are useful in ng the effectiveness and vulnerabilities
of these new systems. The cdculations are complex, and HPCs are required for effi-
cient processing.®

Chemical and Biological Weapons

The PRC has mature chemical and biologica wegpons programs that have pro-
duced a variety of chemica and biologica agents since the 1960s. Such weapons
could serve deterrent, retaiatory, or offensive purposes.®

Computer-aided design and computer-aided manufacturing (CAD/CAM), a
classc use of HPCs, would be useful in planning and designing the integration of
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chemicd warfare agent development processes with chemical industries® This pos-
shility iscons stent with papers published by PRC scientists concerning chemical and
manufacturing processes.™

The PRC can ddliver chemical and biologica agents with a variety of weapons
systems, including missiles and artillery. Since the PRC can employ a variety of
delivery means for such agents, key operationa considerations for the PRC include
how dispersion patterns vary as afunction of delivery method and weether. Thisisa
computationaly demanding areain which HPCs are extremely useful.

The Sdlect Committee concludes from evidence it has received that the PRC is
interested in HPC modeling of disperson patterns of chemica and biological
weapons based on different weapons ddivery systems and varying westher condi-
tions* In addition, the PRC could be employing HPCsto mode the negétive effects
on the opponent of casudties, and of cumbersome protective gear for a given disper-
sion pattern of chemica and biologica weagpons*

Findly, the PRC may aso be usng HPCs to design chemical agent detection
sensors and protective measures. Such applications can require computational power
ranging from 2,000 to 30,000 MTOPS >

Information Warfare

Severa PRC scholars and leading military strategists indicate that the PRC has
an ambitious, albeit nascent, offensve information warfare program. Currently, the
PRC's primary focus for information warfare is military conflict. Concluding that
information is becoming a key determinant of military power and victory in war, the
PRC hasidentified the development of information warfare capabilities as akey mod-
ernization goa of the PLA.

The PRC should . . . fully bring into play the guiding role of
information warfare research in building the military and seek
measures by which to launch vital strikes in future warfare, so
as to damage the enemy's intelligence gathering and transmis-
sion ahilities, and weaken the enemy’s information warfare

capacity.®
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HPCs could prove valuableto the PRC in the evolution of thisstrategy by explor-
ing U.S. information networks and their vulnerabilities, and the technologies that are
associated with information warfare such as jammers, microwave weapons, and anti-
satellite weapons.®

Transfer of High Performance Computer Technology
To the PRC Could Support Attainment

Of Other PRC Military Objectives

The effectiveness of military operations depends heavily on support functions
that include:
¢ Command, control, and communications
*  Weather prediction
e Cartography
*  Combat forcestraining™

HPCs can be used to enhance dl of these functions.

In military operations, size, weight, and power consumption limitations are all
stressing requirements that may necesstate the use of customized or embedded
HPCs, rather than commercidly available systems.®

Command, Control, and Communications

Leading PRC military strategists and political/military scholarsin the PRC have
publicly recommended that the PLA give high priority to the development of
improved automated command, control, and communications networks.*

The recommendations include:

¢ That thecommand, control, and communications system
at and abovethebattalion level of various servicearmsbe
turned into an integrated mutually linked network

e That thetraditional vertical and tiered command system
be converted into a networ k command structure, in order

16 to meet the demands of time and flexibility in command
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 That the centralized type command system should be
developed into a disper sed command®

Another PRC writer has stated that multi-dimensiond interconnected networks
on the ground, in the air (and outer pace), and underwater — as well as terminds,
modems, and software — are not only instruments, but also wegpons.®

The PLA has begun research on the technologies necessary to develop an
| ntegrated Battlefield Area Communications System.®? [n addition, research is under-
way on related subjects such as red-time intelligent decision-making for fighter air-
craft maneuver smulation systems.®

Full implementation of these goas will require exceptionad computationa
power. However, this power can be efficiently provided by distributed computer sys-
tems.® Battle management functions are a so readily scalable, making them suitable
for initid implementation on commercialy available computer equipment.

Meteorology for Military Operations

Wesather modeling and prediction is essential in military operations in that it
effects force deployments, protection against chemical, biological, and nuclear envi-
ronments, weapons effectiveness, and logistics.®

While atypical globd weather modd with 75-mile resolution can be executed
on aworkgtation with performance in the 200 MTOPS range, typical tactica weath-
er models with 30-mile resolution require computers rated in excess of 10,000
MTOPS. Calculation of wegther forecasts in littoral areas to resolve complex air-
ocean interactions is even more demanding.®

Cartography for Military Operations

Depending on the perceived requirements of military commanders, cartography
requires high computational levels. For instance, processing topographic data in a
timely manner to support military operations may require up to 24,000 MTOPS. For
military planning purposesin which timeisnot afactor, cartographic applications can
be accomplished at lower MTOPS levels— lessthan 4,600 M TOPS — and computer
hardware can be selected based on cost rather than speed and memory capacity.
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Military Training Systems

Research underway at the PRC's Harbin Institute of Technology indicates the
PRC is focused on large-scde training sysems® The computer performance
requirements in this regard depend on the level of fiddity that is needed, the com-
plexity of thetraining objectives, and thetimethat isavailable. For training objectives
that require realism and representation of large-scale forces, HPC performance may
exceed 10,000 MTOPS.®

National Security Implications of
High Performance Computer Use by the PRC Military

The Sdlect Committee judges that the PRC is attempting to achieve parity with
U.S. systems and capabilities through its military modernization efforts. The PRC
intends by this effort to increase its regiona power projection capabilities and aug-
ment its ability to hold the neighboring countries of Taiwan, India, and Japan at risk.

The PRC’suse of HPCsfor its military modernization posesrisksto U.S. nation-
a security.  Significant improvementsin PRC information warfare and military oper-
ations may increase the threat to U.S. military systems and personnel in away that
cannot be easily countered.” HPCs of varying capability could assst the PRC inthis
endeavor.™

Further, the PRC is likely to modernize its nuclear arsend, with the help of
HPCs. Inthisregard, it is bdieved that, if the PRC maintainsits current path, it will
still be asecond-class nuclear power compared to the United States and Russiafor the
next severd decades. However, if Washington and Moscow were to reduce their
nuclear forces to about 1,000 warheads, as Presdent Yeltan has suggested, the PRC
could concelvably expand its nuclear forces in an attempt to reach numerica parity.

The PRC's continuing chemical and biologica weapons programs, and
Improvement of weapons delivery platforms such as cruise missiles, may aso be the
beneficiaries of increased HPC capability. Continued development or use of chemi-
ca or biologica weagpons by the PRC could have serious strategic and tactical impli-
cations for the United States.”
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If itistofully exploit HPC hardware capabilitiesfor military gpplications, the PRC
requiresimproved system integration, quality production processes, and development of
doctrine and tactics™ The PRC dso requires technologies that are interdependent with
HPCsin military gpplications, such as telecommunications and microdectronics.

Control or monitoring of these HPC-related services and technologies may pro-
vide additional opportunitiesto influence the pace of the PRC’s attainment of its mil-
itary modernization objectives.

U.S. Export Policy Has Gradually Relaxed
Controls on High Performance Computers

In 1988, exporters of HPCs were required to obtain a Department of Commerce
license to export computers with a performance levd — cdled a Composite
Theoretica Performance (CTP) — of 12.5 MTOPS or more to most destinations. A
supercomputer was defined as any computer with aperformance level of 195 MTOPS
or gregter.™

Foreign policy controls were imposed on supercomputers performing at 195
MTOPS and higher in May 1992, based on a bilatera arrangement with Japan, the
other major supercomputer-exporting country.™

As required by the Export Enhancement Act of 1992, the Trade Promotion
Coordinating Committee submitted to Congress a report entitled “ Toward a National
Strategy” in September 1993.% That report presented a strategic plan that included as
one key dement changing the standard for a supercomputer from 195 MTOPS to
2,000 MTOPS.”

In February 1994, the Department of Commerce raised the licensing threshold
for the export of supercomputers to most destinations from 195 MTOPS to 1,500
MTOPS or higher. At the sametime, the United States announced that it had reached
agreement with Japan, the other partner in the “ supercomputer regime,” regarding the
new supercomputer definition of 1,500 MTOPS. The United States also announced
that it would continue to seek Japan’s agreement to further increase the supercom-
puter threshold to 2,000 MTOPS.™
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InApril 1994, the Department of Commerce established anew Genera License
“GLX,” which would alow certain shipments of any items, including computers up
to 1,000 MTORPS that formerly required an individual validated license, to civil end
users and nonproliferation end usesin formerly proscribed destinations, including the
PRC. The purpose of the new general license was to reduce paperwork and licensing
delays for exporters, while focusing controls on exports of “direct strategic concern.”
The Department of Commerce stated that it established the “GLX” desgnation to
bridge the trandtion between the termination of COCOM in March 1994 and the
establishment of a successor regime.™

I n January 1995, the Department of Commerce again revised certain super-
computer requirements. Specifically, Commerce noted that it would conduct
annua reviews of the supercomputer definition, threshold levels, safeguards, super-
computer country groupings, and supercomputer licensng requirements. The
reviews would examine HPC controls in light of national security and proliferation
concerns, technical advancements, and changesin market conditions, and would con-
Sder recommendationsto revise the controls. The regulationsincluded the following
country requirements.

* A “general licensg’ — meaning no license required —
was available for al supercomputer exports to supplier coun-
tries, which then included only Japan

« A validated license or re-export authorization was
required to export, re-export, or transfer within the coun-
try for: Austrdia, Belgium, Denmark, France, Germany, Itay,
the Netherlands, Norway, Spain, and the United Kingdom

* In addition to a validated license or re-export authoriza-
tion, a safeguard plan signed by the ultimate consignee,
and a certification from the government of the importing
country (for supercomputers equa to or greater than 1,950
MTOPS) was required for several countries. These included
Audtria, Finland, Iceland, Mexico, Singapore, the Republic of
Korea, Sweden, Switzerland, and Venezuela
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« A validated license or re-export authorization was
required to export or re-export supercomputers to the
PRC, and applicationswere generally to bedenied. Inthe
event alicensewasissued, it would include among thelicens-
Ing conditions certain safeguards selected from the security
conditions listed in the Export Administration Regulations®

Some Reviews That Contributed to High Performance Computer
Policy Changes in 1996 Have Been Criticized

On January 25, 1996, after the first periodic review, the Department of
Commerce published revised controls for computers in the Export Adminigtration
Regulations and identified four computer country groups for export purposes. In
announcing the January 1996 revision, the Executive branch stated that one goal of
the changes was to permit the government to calibrate control levels and licensng
conditionsto the national security or proliferation risk posed at aspecific destination.®

The Stanford Study

A key dement of the 1995 Executive branch review of HPC export controlswas a
Stanford University study that was commissioned jointly by the Commerce and Defense
Depatments® Among other things, the sudy was tasked to assess the availability of
HPCsin sdected countries, and the capabilities of those countries to use HPCs for mili-
tary and other defense gpplications® The study, rleased in November 1995, concluded:

*  U.S-manufactured computer technology between 4,000
and 5,000 M TOPS was widdly available and uncontrollable
worldwide

* U.S-manufactured computer technology up to 7,000
MTOPS would become widdy available worldwide and
uncontrollable by 1997

« Many HPC applications used in U.S. national security
programs occur a about 7,000 MTOPS and a or above
10,000 MTOPS”
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The study aso concluded that it would be too expensve for the U.S.
Government and industry to maintain the effective control of computing systemswith
performance levels below 7,000 MTOPS. Further, the study stated that attempts to
control computer exports below this level would become increasingly ineffectud,
would harm the credibility of export controls, and would unreasonably burden avital
sector of the computer industry. The study aso raised concerns about the ability of
the U.S. Government to control HPC exports in the future, in light of advances in
computing technology and its dispersal worldwide®

owever, the Stanford study had several methodological limitations. It

lacked empirical evidence or andysisto support its conclusion that HPCs were
“uncontrollable’ given both worldwide availability and insufficient resources to con-
trol them. Nether the study nor the U.S. Government made estimates of these
resources. Also, the study did not assessthe capabilities of countries of concernto use
HPCs for designated military and proliferation applications, even though that was
required by the tasking.®

Seymour Goodman, one of the authors of the 1995 Stanford study, acknowl-
edged that U.S. Government data were inadequate to make this assessment, and the
study recommended that better data be gathered.®” Furthermore, the study noted that
data used from the High Performance Computing Modernization Office were not
optima for the study’s purposes, although it stated that the data were sufficient to
“conjecture’ that the mgority of nationa security applications were dready possble
a uncontrollable levels. Also, the study stated that time constraints did not dlow a
comprehensive review of defense gpplications.®

In addition to the Stanford study, Executive branch officid shave said thet they dso
relied on other andytica products as part of the HPC review process® Theseincluded:

* A Defense Department review of military applications®

*  AnAugus 1995 Ingtitute for Defense Analyses (IDA)
technical assessment of clustering computers*

*  Defense-developed criteria for weapons of mass destruc-
tion proliferation behavior”

195 * Internet information related to the computer mar ket*
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Some officids dso referred to two 1995 Commerce Department studies on the
worldwide “supercomputer” market and technology trends. These documents sup-
ported the conclusion that foreign availability of HPCs, especidly in countries of pro-
liferation concern, was limited in 1995, but that technology trends would make HPC
technology more readily available throughout the world in the future® Asaresult, it
appeared that denying HPC accessto proliferating countriesin the next century would
become increasingly difficult, and perhaps impossible.

Another factor that may havefigured in the decision to relax HPC export
controls is that the National Security Agency (NSA) — which had been
quite active in the past in HPC controls, including reviewing Commerce license
applications to the Commerce Department for exports of HPCs — changed its
approach. Around 1993, the NSA began to ease its involvement in computer
export controls. By 1995, NSA had moved away from its activities in the super-
computer area, and had backed out of the high performance computer export con-
trol debate entirely.

The gtated judtification for this change in policy was concern for the health of
the U.S. computer industry and the industry’s need for exports.

Defense Department Review of Military Applicationsfor HPCs

Pentagon officials advised the Generd Accounting Office that there was no doc-
ument that summarized the results of the Department of Defense review of military
gpplications for HPCs* One Defense Department officid stated that these results
wereincorporated into the Stanford study.® AnAugust 24, 1995 Defense Technology
Security Adminigration (DTSA) memorandum summarized some genera points of
aDefense Department “ Supercomputing Study” that reviewed military applications.”
The DTSA memorandum concluded:

*  The maximum practical computing performance leve
available to Defense Department research laboratories at
the time was the Cray C90 vector computer at 21,000
MTOPS (for afull 16-processor configuration)
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*  Massvdy paralld processor s provide higher composite the-
oretical performance, but not dl of it is usable processng

e High performance computing would play a critical rolein
the Defense Department’s future plans to maintain tech-
nological superiority, and the Cray vector computer was the
primary computer used for the most computing-intensive
goplications

*  Researchersneed high performance computing to resolve
sgnificant problems in a reasonable time, and to reach effec-
tive conclusions rapidly regarding next steps to be taken

* Massvey paralld processors (such asthe IBM SP2 and
Cray T3D) had limited applicability to most of the Defense
Department’s then-current research efforts. Software did not
exist to permit massively pardld processors to smultaneous-
ly be used on those applications

*  Workdgationsarecritical to Defense Department programs.
They are used to prepare programs and data for HPC runs and
to andyze HPC data runs. However, they were not replacing
HPCs, e@ther in networked or dustered configurations

Symmetric multi-processors (such as the SGI Power
Challenge and the DEC Alpha) would be major factorsin
future Defense Department research in spite of the higher
performance of the Cray vector computers, because the lower
overall costs of symmetric multi-processors make them
affordable in a constrained defense budget environment

*  Symmetrical multi-processors were not being run effec-
tively at Defense Department labor atorieswith morethan
12 sngle processor workstation levels of between 200 and
500 MTOPS. Other symmetrica multi-processors were
being run at levels between 1,000 and 5,000 MTOPS; vector
computers were being run at levels between 10,000 and
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20,000 MTOPS; and massvely pardle processors were
being run at levels over 5,000 MTOPS because of their scal-
ability in parallel sgnd processing applications

*  There was no sgnificant relationship between the maxi-
mum composite theoretical performance of the vector
computers and the massively parallel processors.
Therefore, export control levels should not be set onthe basis
of the maximum number of processors that can be included
Inamassively paralel processor®

| nstitute of Defense Analyses Technical Assessment

An IDA technical assessment reported that a consensus of computing experts,
supported by available data, believed that supercomputing restrictions for systems
above 10,000 MTOPS, but below about 20,000 MTOPS, could be circumvented to
some extent by aggregating lower performance processors. However, the IDA assess-
ment stated that it was difficult to go beyond this level as of 1996, except for a smdl
set of “embarrassingly parald problems’ — that is, problems that could easily be
broken up into parts that could be solved smultaneoudy.®

The assessment predicted that, by 1996, users should be ableto interconnect sys-
tems with a total of 40,000 to 80,000 MTOPS. Such a configuration could be pro-
grammed, according to IDA, “to yield computational capabilities approximating that
of asngle 20,000 CTP computer for agiven problem or condtrained st of problems” A
user may achieve this by investing from six months to a year's worth of effort,
athough the resulting system would be neither user-friendly nor economically com-
petitive in the world market.*®

The IDA assessment aso sated that the security risk would depend on whether
there are militarily critica problems that demand high performance computing capa-
bility between 10,000 and 20,000 MTOPS, and that cannot be attacked for sometech-
nical reason by aggregation. If such problems exist, IDA advised, the issue would
become how much benefit to U.S. national security it isto delay or degrade aforeign
entity’s ability to achieve certain resultsfor agiven class of problems. The IDA study
concluded that a user faced with limited computing power would smply run the pro-

125

]

SELECT COMMITTEE OF THE UNITED STATES HOUSE OF REPRESENTATIVES



Chapter 3

gram for alonger period of time or run it with coarser granularity.* (Granularity of
an application refers to the amount of computation relative to the amount of move-
ment of data between processors.’® \When this relationship becomes a processing bot-
tleneck in the interconnect between processors, problemsthat are more easily broken
up into parts— that is, “coarsaly grained” — are those that can be run effectively.*®)

The IDA assessment and its sponsors, Dr. Joseph Golden, Director of
Multinational Technology Programs in the Office of the Deputy Undersecretary of
Defense for International and Commercia Programs, and Norman Jorstad, Director
of IDA's Technology Identification and Anayss Center, provided only minimal sup-
port and documentation (four articles) for the sudy’s conclusions.*

AsIDA officials subsequently explained to Genera Accounting Office, IDA had
assembled a group of specialists from the U.S. Government and the computer indus-
try who discussed the issues and produced the report following a series of meetings.
Whilethe specidists might have assembled documentation, | DA retained none of it.'®

A Defense Technology Security Administration official commented in July 1998
that the agency had concerns about the study.®

Defense Department Proliferation Criteria

In the 1995 effort to develop the country tier system, Defense Department offi-
cids assessed countries for the HPC export control review process on the basis of six
criteriaand assigned each country to a particular HPC country tier.* Part of theinfor-
mation used in this process was aranking of each country in theworld by the leve of
risk associated with that country’s proliferation record. The PRC was ranked at the
highest level of risk.

Former Deputy Assstant Secretary of Defense for Counterproliferation Policy
Mitchd Wadlersein explained to the Genera Accounting Office that the Defense
Department did not conduct a threat assessment regarding HPCs because it was not
tasked do s0.'® Walergein later said that he had consulted with a counterpart on the
Joint Staff about the risk associated with the levels of HPC being consdered for export,
and that, while the Joint Staff had concerns, the risk was considered reasonable.’®

The six assessment criteriaused by the Defense Department to create HPC coun-
try tierswere:
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*  Evidence of ongoing programs of U.S. national security
concern, including proliferation of weapons of mass
destruction with associated delivery systems and regiona
stability and conventiona threats

*  Membership in or adherence to nonproliferation and
export control regimes

*  An effective export control system including enforcement
and compliance programs and an associated assessment of
diverson risks

*  Oveall rdationswith the United States
*  Whether United Nations sanctions had been imposed
e Prior licenang higtory*°

Details of the 1996 High Performance Computer

Export Control Policy Changes

The export control policy announced in October 1995 and implemented in
January 1996 removed license requirements for most HPC exports with performance
levels up to 2,000 MTOPS ™

The policy aso organized countriesinto four “computer tiers” Tier 1 represents
the lowest level of concern to U.S. security interests, and each subsequent tier repre-
sents ahigher level 2

The revised HPC policy was applied as follows:

 Tier 1 (28 countries): Western Europe, Japan, Canada,
Mexico, Australia, New Zealand. No prior government
review or license for any computer exports, but U.S. compa
nies must keep records regarding higher performance ship-
ments (that is, over 2,000 MTOPS) and these records will be
provided to the U.S. Government as directed.
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* Tier 2 (106 countries): Latin America, the Republic of
Korea, Association of Southeast Asan Nations, Hungary,
Poland, Czech Republic, the Sovak Republic, Sovenia,
South Africa. No prior government review or license for
computer exports up to 10,000 MTOPS, with record-keeping
and reporting by U.S. companies as directed by the U.S.
Government. Prior government review and an individua
license are required for HPCs above 10,000 MTOPS. Above
20,000 MTOPS, the U.S. Government may require safe-
guards at the end-user location.

e Tier 3(50countries): thePRC, India, Pakistan, theMiddle
East/Maghreb, the former Soviet Union, Vietham, and
therest of Eastern Europe. No prior government review or
licenseisrequired for computer exports up to 2,000 MTOPS.
Prior government review and a license are required for HPC
exportsfor military and proliferation-related end usesand end
users. No government review or license is required for civil
end users of computers between 2,000 MTOPS and 7,000
MTOPS, with record-keeping and reporting by U.S. compa
nies as directed by the U.S. Government. Prior government
review and a license are required for HPC exports above
7,000 MTOPSto dl end users. Above 10,000 MTOPS, addi-
tiona safeguards may be required at the end-user location.

 Tier 4 (7 countries): Iraq, Iran, Libya, North Korea,
Cuba, Sudan, and Syria. Thereisavirtua embargo on
al computer exports.*®

The U.S. Government continues to implement the Enhanced Proliferation
Contral Initiative, which seeks to block exports of computers of any level in cases
involving exports to end uses or end users of proliferation concern, or risks of diver-
sion to proliferation activities™ Crimina aswell as civil pendties apply to violators
of the Initiative.
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Export Administration Act Provisions and Export Administration
Regulations Currently Applicable to High Performance Computers

Specific provisons of the Export Administration Act of 1979, as amended, and
the Export Administration Regulations apply to HPCs. In addition, Export
Adminigtration Regulations that regulate dual-use exports generdly apply to HPCs.

The Commerce Department’s Bureau of Export Administration maintains the
Commerce Contral Ligt that includes items (commodities, software, and technol ogy)
subject to the authority of the Bureau. HPC technology isincluded on the Commerce
Control List under Category 4, “Computers” HPCs specificaly fal under 4A003
(which includes “Digita computers,” “eectronic assemblies” and “related equip-
ment, and specialy designed components’) and D001 (* Software specidly designed
or modified for the ‘development’, ‘production’ or ‘use’ of equipment or ‘software
controlled by” various other export control categories).™

The Export Administration Regulations identify six bases for controlling HPC
technology, in order of restrictiveness. Those requiring licenses for alarger number
of countries or items are listed firdt:

*  National security

*  Missletechnology

*  Crimecontrol

* Anti-terrorism

*  Nuclear nonpraliferation
Computers?

The Export Adminigtration Regulations state the terms of the Composite
Theoretical Performance license exception and the country tier structure. They aso
detall the new requirements on notification, post-shipment verifications for Tier 3

countries mandated by the Fiscal 1998 National Defense Authorization Act, and other
restrictions and reporting requirements.™
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he Export Administration Regulations contain special provisons for

exports, re-exports, and certain intra-country transfers of HPCs, including
softwareand technology. Licenserequirementsreflected in thissection arebased on
particular destinations, end users, and end uses. These license requirements supple-
ment those that apply for other control reasons, such as nuclear nonproliferation.*®

License applications for HPC technology covered by this section are adso to be
reviewed for nuclear nonproliferation licenang policy. The Commerce Department
may aso require end-use certifications issued by the government of the importing
country and safeguard conditions on the license.®

The Export Administration Regulations state security conditions and safeguard
plans for the export, re-export, or in-country transfer of HPCs that the Bureau of
Export Administration may impose to certain destinations. Up to 36 safeguard con-
ditions are available.* These include the following:

*  Applicant’sresponshbility for providing adequate security
againg physica diverson of the computer during shipment
 Noreexport or intra-country transfer of the computer

without prior written authorization of the Bureau of Export
Administration

*  Inspection of usage logs daily to ensure conformity with
conditions of the license and retention of records of these
logsfor at least ayear

*  Independent auditing of the end user quarterly by an
independent consultant, including auditing of computer
usage and implementation of safeguards®

The Export Adminigration Regulations contain prohibitions against exports, re-
exports, and selected transfers to certain end users and end uses. They state that the
exporter may not export or re-export any item without a license to any destination,
other than those specified in the regulations, if at the time of the export, the exporter
knows the item will be used directly or indirectly in proscribed activities.=

These activities include nuclear, missile, chemical, and biological end uses.**
The Export Administration Regulations define “knowledge’ of a circumstance not
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only as positive knowledge that the circumstance exists or is substantially certain to
occur, but aso an awareness of a high probability of its existence or future occur-
rence.’”® Such awareness is inferred from evidence of the conscious disregard of
facts known to a person, and is also inferred from a person’s willful avoidance of
fa:ts.:LZG

The Export Adminigtration Act providesthat the Secretary of Commerce and his
designees may conduct, outside the United States, pre-license investigations and post-
shipment verifications of items licensed for export.”

The Second Stanford Study

Two of the three authors of the 1995 Stanford study were again engaged and
funded by the Departments of Commerce and Defense to prepare a second paper as
acontribution to the periodic review of HPC export controls.*

This paper, released in April 1998, concluded that rapid advances in computer
technology were continuing. However, it dso suggested that a proposed change in
licensing procedure — to review each HPC &t its highest attainable level, rather than
its configuration at the time of the export — would remove the concern that HPCs
were being upgraded without the knowledge of exporters or the U.S. Government.*®

As of the date of thisreport, no further Executive branch action has been report-
ed or notified to Congress concerning further revisions to export controls on HPCs.

Arms Export Control Act Provisions and International Traffic In Arms
Regulations Currently Applicable to Computers

TheArms Export Control Act and Internationd Traffic In Arms Regulationstrest
certain computers differently than the dua-use computers that are regulated by the
Export Adminigtration Act and Export Administration Regulations.*®

The United States Munitions List, which isincluded in the Internationa Traffic
in Arms Regulations, controls computers that have been modified for rugged condi-
tions and “ Tempested” — made ready for secure use — specificaly for military sys-
tems.* [t also controls software specificaly designed for military uses and technica
data, which is often paper converted to software.**
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The State Department, which has license authority over Munitions List items,
restricts the export of computers designed for military uses and does not distinguish
among computers based on MTOPS or other performance measures.*=

Concerns Over High Performance Computer
Exporters’ Ability to Review End-Users in the PRC
Prompted the Requirement for Prior Notification

The January 1996 revisions to the Export Administration Regulations governing
HPCs made severd other important changes. Most importantly, they made exporters
responsible for determining whether an export license is required, based on the
MTOPS level of the computer, and for screening end users and end uses for military
or proliferation concerns.*

Thus, U.S. companies that wish to export HPCs are now authorized to determine
their own digibility for alicense exception.**

Prior to this change, only U.S. HPC exports to Japan were allowed without an
individual license. At that time, aviolation of the Export Adminigtration Regulations
could be identified by an export of an HPC that occurred without a license.

Since the change, in order to prove aviolation of the regulations, the Commerce
Department must demondirate that an exporter improperly used the Composite
Theoretical Performance license exception and knew or had reason to know that the
intended end user would be engaged in military or proliferation activities.*

Also, therevised Export Administration Regulationsrequired that exporters keep
records and report to the Commerce Department on exports of computers with per-
formance levels a or above 2,000 MTOPS. In addition to existing record-keeping
requirements, the regulations added requirements for the date of the shipment, the
name and address of the end user and of each intermediate consgnee, and the end use
of each exported computer. Although these records have been reported to the
Commerce Department on a quarterly basis for the past two years, some companies
have reported inconsstent and incomplete data for resdlers or distributors as end
u£-3‘137
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Since U.S. HPCs obtained by countries of proliferation concern could be usedin
weapons-related activities, the Congress enacted a provison in the Fisca Year 1998
Nationa Defense Authorization Act™ that required exportersto notify the Commerce
Department of al proposed HPC sdles over 2,000 MTOPS to Tier 3 countries. The
Act givesthe U.S. Government an opportunity to assess these exports within 10 days
and determine the need for alicense. Following such natification, the Departments
of Commerce, State, Defense, and Energy, and the U.S. Arms Control and
Disarmament Agency, can review a proposed HPC sdle and object to its proceeding
without an export license. The Commerce Department announced regulationsimple-
menting the law on February 3, 1998.*

November 1998 Defense Department study, however, identified potential
Aproblems with the 10-day notification procedure. The study noted that the
Defense Department provides comments on export noticesreferred to it regarding those
end usersfor which the Defense Department hasinformation. The study also noted thet:

The operating assumption is that, if there is no information on
the end-user, then the end-user is assumed to be |egitimate.
Thisis probably true in most cases, however, there is no means
to verify that high performance computers are not making their
way to end-users of concern to the United Sates.'®

Furthermore, the Defense Department study expressed concern that foreign buy-
ers might circumvent current Export Administration Regulations provisons requiring
attestation to the buyer’s knowledge that the export will have no military or prolifera-
tion end user or end use** By designating acompany in the United Statesto act on its
behdf, the foreign company could haveits U.S. designee submit the HPC notification
to the Commerce Department; the U.S. designee and not the foreign buyer would then
be responsible for dl compliance with natification procedures*® The U.S. desgnee
would be respongible only for shipping the item and would not take title of the item.**

Under the Export Administration Regulations, the U.S. designee could com-
plete the notification to its knowledge, which might be usalessif the U.S. designeeis
in fact ignorant of the actua end use. The Defense Department study noted the obvi-
ous problems with this system.
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The study aso observed that the 10-day notification period was insufficient to
ensure that U.S. designees and foreign buyers are providing accurate and complete
information.**

Findly, the Defense Department study warned that foreign buyers of U.S. com-
puter technology might circumvent the notification procedure by notifying the
Commerce Department that they are purchasing a system that is not above the 7,000
MTOPS threshold, but later upgrading the system with processors that are below the
2,000 MTOPS levd. There would be no requirement to notify the Commerce
Department of the acquisition of the lower than 2,000 M TOPS upgrades to the previ-
oudly-notified system.**

The U.S. Government Has Conducted Only One End-Use Check for
High Performance Computers in the PRC

The Fiscal 1998 Nationa Defense Authorization Act now requires the
Commerce Department to perform post-shipment verifications on al HPC exports of
HPCsto Tier 3 countries with performance levels over 2,000 MTOPS ¢

Post-shipment verifications are important for detecting and deterring physical
diversions of HPCs, but they do not dways verify the end use of HPCs.**

The PRC traditionally has not alowed the United States to conduct post-ship-
ment verifications, based on claims of national sovereignty, despite U.S. Government
effortssincethe early 1980s.** Thisobduracy has had little consequencefor the PRC,
since HPC exports have continued to be gpproved and, in fact, have increased in
recent years.

In June 1998, the PRC agreed with the United States to cooperate and alow
post-shipment verificationsfor all exports, including HPCs.* PRC conditions on the
implementation of post-shipment verifications for HPCs, however, render the agree-
ment useless™ Specificaly:

* The PRC consders requests from the U.S. Commerce
Department to verify the actual end-use of a U.S. HPC to
be non-binding
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ThePRC inggsthat any end-use verification, if it agrees
to one, be conducted by one of its own minigries, not by
U.S. representatives

ThePRC takestheview that U.S. Embassy and Consulate
commercial service personnel may not attend an end-use
verification, unlessthey areinvited by the PRC

*  ThePRC arguesscheduling of any end-useverification —
or indeed, whether to permit it at all — isat the PRC’s
discretion

*  ThePRC will not permit any end-useverification of aU.S.
HPC at any time after the first ax months of the comput-
er’'sarrival in the PRC

The Sdect Committee has reviewed the terms of the U.S.-PRC agreement and
found them wholly inadequate. The Clinton administration has, however, advised the
Sdlect Committee that the PRC would object to making the terms of the agreement
public. Asaresult, the Clinton administration has determined that no further descrip-
tion of the agreement may be included in this report.

According to lain S. Baird, Deputy Assstant Secretary of Commerce for Export
Adminigtration within the Bureau of Export Adminidration, post-shipment verifications
are conducted by the PRC’'s Ministry of Foreign Trade and Economic Cooperation for
U.S. computers having over 2,000 MTOPS that are exported to the PRC. He sayssuch
verifications are done in the presence of the U.S. commercid attaché™

Commerce reported on November 17, 1998, that no post-shipment verifications
would be performed on HPCs that were exported to the PRC from November 18,
1997 through June 25, 1998 because the PRC/U.S. agreement applies only prospec-
tively from June 26.

S ince June 26, the Commer ce Department reported, only one post-shipment
verification has been completed and one was pending as of November 12,
1998. Commerce aso stated that “ Post shipment verifications were not done on most
of the others[HPCs] because the transactions do not conform to our arrangement with
the PRC for end use checks.” 2
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Thus, post-shipment verifications will not be done on any HPCs exported to
the PRC prior to the agreement, nor on any HPCs shipped that are exported in the
future under the Composite Theoretical Performance license exception (that is, those
between 2,000 and 7,000 MTOPS) to civilian end users.

According to Commerce Department Under Secretary for Export Enforcement
William Reinsch, a pending regulatory change will instruct HPC exporters to seek
end-use certificates from the PRC Government. Where PRC end-use certificates are
obtained, this regulation purportedly would allow more post-shipment verificationsto
be requested cons stent with the PRC-U.S. agreement.™

Reinsch gtated that the PRC hasindicated that it would be willing to issue end-use
certificates. However, the PRC office in question reportedly has a staff of five, which
would severely limit the number of pogt-shipment verificationsit could implement.™

According to a September 1998 report from the Genera Accounting Office,U.S.
Government officias agreed that the manner in which post-shipment verifications for
computers traditionally have been conducted has limited their value because they
establish only the physicd presence of an HPC, not its actud use. In any event,
according to nationa weapons laboratory officias within the Energy Department, it
Is easy to conceal how a computer is being used.™

Even when U.S. Government officials perform the post-shipment verification,
the verifying officids have received no specific computer training and are capable of
doing little more than verifying the computer’s location. It is possible to verify an
HPC's use by reviewing internal computer data, but this is costly and intrusive, and
requires sophisticated computer analysis.*

The Generd Accounting Office report dso noted that the U.S. Government
makes limited efforts to monitor exporter and end-user compliance with explicit con-
ditionsthat are often attached to HPC export licensesfor senstiveend users. TheU.S.
Government relies largely on the HPC exporters to monitor end use, and may require
them or the end users to safeguard the exports by limiting access to the computers or
Inspecting computer logs and outputs.™

The end user may aso be required to agree to on-site ingpections, even on short
notice, by the U.S. Government or exporter. These ingpections would include review
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of the programs and software that are being used on the computer, or remote elec-
tronic monitoring of the computer.*

Commerce officials stated to GAO that they may have reviewed computer logs
in the past, but do not do so anymore, and that they have not conducted any short-
notice visits. They aso acknowledged that they currently do not do any remote mon-
itoring of HPC use anywhere and that, ultimately, monitoring compliance with safe-
guards plans and their conditions is the HPC exporter’s respongbility.”

Some U.S. High Performance Computer Exports to the PRC Have
Violated U.S. Restrictions

During the 1990s, there have been severa cases of export control violations
involving computer technology shipments to the PRC. One ongoing case concerns
the diverson of a Sun Microsystems HPC from Hong Kong to the PRC.*®

On December 26, 1996, a Hong Kong resdler for Sun Microsystems,
Automated Systems Ltd., sold an HPC to the PRC Scientific Ingtitute, a technical
Ingtitute under the Chinese Academy of Sciences— a State laboratory specidizingin
paralld and distributed processing. At some point after the sale but before ddivery,
the computer was sold to Changsha Science and Technology Ingtitute in Changsha,
Hunan Province. The machine was delivered directly to that Ingtitute in March
19971

Automated Systems of Hong Kong claimed to Sun officialsin June 1997 that it
had understood that the Changsha Ingtitute was “an educationd ingtitute in WWuhan
Province providing technologica studies under the Ministry of Education.” Theend
use there, according to Automated Systems, was to be for “education and research
studies in the college and sometimes for application development for outside pro-
jects” Sun was recommended to contact the end user, the Changsha Ingtitute, for
more specific end-use information.*®

The HPC sale cameto the attention of the Deputy Assistant Secretary for Export
Enforcement, Frank Ddiberti. He queried the U.S. Embassy in Beijing about the
Changshalndtitute. Ddliberti gavetheinformation he obtained to Sun Microsystems,
which then initiated efforts to have its computer returned.’s
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During the same period, the Foreign Commercia Officer at the U.S. Embassy in
Beijing consulted his contacts at the PRC’'s Ministry of Foreign Trade and Economic
Cooperation. The Ministry denied that the Changsha Ingtitute was affiliated with the
PRC military.*®

ubsequently, the Ministry called the FCO to inform him that the actual

buyer of the computer was an entity called the Yuanwang Cor por ation, and
that Sun Microsystems had been awar e of this corporation’s PRC military ties.
Reportedly, Yuanwang is an entity of the Commission on Science, Technology, and
Industry for National Defense (COSTIND). So far asthe PRC’'s Ministry of Foreign
Trade and Economic Cooperation reportedly could determine, the end-use statements
that had been provided to Sun through Automated Systems of Hong Kong were total-
ly fictitious. The Changsha Science and Technology Ingtitute, according to the
Ministry, did not exist.’®

The officid postion of the Ministry of Foreign Trade and Economic
Cooperation was that the PRC Government would not help to obtain the return of the
computer. Therole of the PRC Government, the Ministry asserted, had been merely
to help two private partiesrectify amisunderstanding. 1n any event, the computer was
returned to the United States on November 6, 1997.%% The Commerce Department
Investigation reportedly is continuing.

A number of other violations of U.S. laws and regulations concerning comput-
ers exported to the PRC have been investigated by the Commerce Department:

New World Transtechnology

On December 20, 1996, New World Transtechnology of
Galveston, Texas, pled guilty to chargesthat it violated the export
control laws and engaged in false statements by illegally export-
ing controlled computers to a nuclear equipment factory in the
PRC in August 1992. The company was aso charged with
attempting to illegaly export an additional computer to the PRC
through Hong Kong in October 1992. The company was sen-
tenced to pay a $10,000 crimina fine and a $600 specia assess-
ment fee.’®
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Compag Computer Corporation

On April 18, 1997, the Commerce Department imposed a
$55,000 civil pendty on Compaq Computer Corporation of
Houston, Texas, for aleged violations of the Export
Administration Regulations. The Commerce Department
aleged that, on three separate occasions between September 17,
1992 and June 11, 1993, Compaq exported computer equipment
from the United States to severd countries, including the PRC,
without obtaining required export licenses. Compaq agreed to
pay the civil pendty to settle the alegations.®

Digital Creations

OnJune 12, 1997, Digitd Cresations Corporation of Closter, New
Jersay, was sentenced to pay an $800,000 crimind fine for vio-
lating the Export Administration Act and Regulations in connec-
tion with exports of computers to the PRC. Digita had previ-
oudly pled guilty in December 1994 to charges that it had violat-
ed the Export Administration Regulations by illegally exporting
a Digitd Equipment Corporation computer to the PRC without
obtaining the required export license™

L ansing Technologies Corporation

On June 17, 1997, Lansng Technologies Corporation, of
Flushing, New York, pled guilty to charges that it violated the
Export Administration Regulations in 1992 by exporting a
Digital Equipment Corporation computer vector processor and a
data acquisition control system to the PRC without obtaining the
required export licenses from the Commerce Department.™™

Other serious violations of HPC export control laws and regulations have
occurred in recent years, but these concerned Russia. On July 31, 1998, for example,
the Department of Justice announced that IBM East Europe/AsialLtd. entered aguilty
plea. IBM received the maximum alowable fine of $8.5 million for 17 counts of vio-
lating U.S. export laws through the sale of HPCs to a Russian nuclear weapons |abo-
ratory known as Arzamus-16. In another example, an ongoing U.S. Government
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investigation of Silicon Graphics Incorporated/Convex is examining whether aviola
tion of law occurred in a sdle of HPCs to another Russian nuclear wegpons laborato-
ry, Chelyabinsk-70.

High Performance Computers at U.S. National
Weapons Laboratories Are Targets for PRC Espionage

No other place in the world exceeds the computationa power found within the
U.S. nationa wegpons laboratories. For this reason, both the computationa power
and the data it can generate have been the focus of the PRC's and other countries
intelligence collection efforts.

The desirefor accessto this computing power and data, in turn, isone of therea-
sons so many foreign nationals want to vidit the laboratories.

According to David Nokes, the network administrator at Los Alamos Nationd
Laboratory, al operating systems have vulnerabilities that can be exploited by a
knowledgeable, vaid user.*® Nokes aso says that there are afew solutions to issues
of HPC network security. These include:

* Allowing only U.S. studentsto use the networks

e Limiting physical access to high performance computer
networks at univergties

*  Enhancing physcal security and security education at
univer gties™

U.S. National Weapons Laboratories Have Failed to Obtain Required
Export Licenses for Foreign High Performance Computer Use

When foreign nationds use the U.S. national weapons laboratories HPCs, their
activities should generaly be consdered “deemed exports” The “deemed export”
rule[15 CFR 734.2 (b) (ii)] coversthose Situationsin which an export-controlled tech-
nology or software-source code information is released to a viditing foreign nationd,
for which a license would have been required. In such dtuations, an “export” is

“deemed” to have occurred.
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The Sdect Committee is concerned that HPC system managers in the U.S.
nationa weapons laboratories lack an essentia understanding of the deemed export
rule. Thislack of understanding was substantiated by interviews with representatives
from the Department of Commerce who had no recollection of ever having seen an
gpplication for a deemed export from any of the U.S. national weapons laboratories.

When PRC nationas visit and usethe HPCs at a U.S. national weapons labora-
tory, their access should be limited to the same computing capabilities to which the
PRC itsdlf isredtricted, especially for military uses*® The Select Committee discov-
ered, however, that the laboratories do not even measure the computationa power of
their HPCs in MTOPS. Moreover, many of the laboratories have difficulty in con-
verting to MTOPS from the units they use to measure the power of an HPC.,

he Department of Commerce could not recall a laboratory ever having

sought guidance on how to computean HPC’'sM TOPSrating. Significantly,
the Select Committee discovered that arather modest HPC (by Department of Energy
standards) inaU.S. National Laboratory used by foreign nationals had a substantia-
ly higher MTOPS rating than the controlled threshold. No licenses, however, had ever
been obtained.

The“deemed export” rulead so gppliesin thoseinstancesin which aPRC nation-
a or entity accesses an HPC remotely viathe Internet.

In the absence of an effective audit system, which monitors the codes being run
by the PRC user, the U.S. nationa weapons laboratories cannot verify that they arein
compliance with the law, or that PLA or PRC intdligence is not using the HPCs for
the design or testing of nuclear or other wegpons.

PRC Students Have U.S. Citizen-Like Access To High Performance
Computers at the National Weapons Laboratories

The U.S. nationa weapons laboratories rely upon nuclear weapons test smula-
tion software and computers provided by the Acceerated Strategic Computer
Initiative (ASCI). Five mgor U.S. universities support ASCI through the Academic
Strategic Alliances Program (ASAP).
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As a result, hundreds of research students and steff at these universities have
access to the HPCs used by the national wespons laboratories for U.S. nuclear
weapons research and testing. As many as 50 percent of these research students and
gaff are foreign nationals, some of whom may have foreign intelligence affiliations.

Holders of Immigration and Naturdization Service “green cards’ — PRC
nationals who have declared ther intent to remain permanently in the U.S. — are
treated as U.S. citizensfor export control purposes. They are then given U.S. citizen-
like HPC access, free to return to the PRC once their objectives are fulfilled.

In November 1998, the Secretary of Energy issued an Action Plan that includes
a task force to review HPC usage by foreign nationals and provide a report to the
Secretary within Sx months. The Department of Energy is currently preparing an
implementation plan to address counterintelligence issues identified in a July 1998
report, entitted “Mapping the Future of the Department of Energy’s
Counterintelligence Program,” including HPC usage by foreign nationals.

Many Types of Computer Technology
Have Been Made Available to the PRC
That Could Facilitate Running Programs
Of National Security Importance

One of the basesfor the 1996 increase in export control thresholds was that indi-
vidua PCswerewidely available on the open market in the United States, but not able
to be exported to the potentially huge PRC market.** What was an HPC in 1993
(those capable of 195 or more MTOPS) was no longer even considered necessary to
control for weapons proliferation concerns.*”

By 1997, PCs and workstations assembled in the PRC captured approximately
60 percent of the PRC's domestic market.*® All of these locally-assembled comput-
ersused imported parts— over 70 percent contained United States-produced Pentium
MIi Croprocessors.t™

Three of the largest manufacturers in the PRC were affiliates of IBM, Hewlett
Packard, and Compaq, with a combined market share of approximately 21 percent.*®
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A large share (but probably not more than 20 percent) of the PC assembly in the PRC
was done by small, independent assembly shops.™

The largest individua producer of PCs and workgations in the PRC is the
Legend enterprise, a spin-off of the Chinese Academy of Sciences® This domestic
computer assembly industry dovetails well with Beijing's overal plans for economic
modernization. Beijing reportedly desires an independent PRC source of most high-
technology items to avoid reliance on foreign providers for these goods.

To participate more fully in the PRC market, United States firms have been
pressured by the PRC government to relinquish technological advantage
for short-term market opportunities. The PRC requiresthat foreign firmsbe grant-
ed accessto the PRC market only in exchange for transferring technology that would
enable the state-run enterprises to eventualy capture the home market and begin to
compete internationaly.

However, the PRC's strategy of coercing technology from foreign firms has not
enabled state-run industries to close the technology gap with more developed nations.
In the context of establishing domestic production of computers for sale in the PRC,
this PRC “technology coercion” policy appearsto have worked.”* The PRC now has
agrowing industrial base of small computer assemblers. For the most part, these com-
panies are not State-run.  The technology that was “coerced” from U.S. computer
manufacturers as a cost of entering the PRC market apparently better serves the
expansion needs of small, relatively independent enterprises and not the intended
needs of centra plannersin Beijing.

90 percent of PRC consumers of PCs and workstations are business, govern-
ment, and educationa entities, with individua purchases accounting for only 10 per-
cent of the PRC's PC market.”® To illustrate the size of the individual purchaser seg-
ment of the PRC’'s market, it is estimated that only 5 million individuas out of the
PRC’s 1.2 hillion have the expendable funds required to purchase alow-end PC in
the PRC.**

Despite the limited number of individual purchasers, the actua size of the PRC
PC and workstation market was 2.18 million units in 1996; 3 million unitsin 1997:

and 4.5 million unitsin 1998. It is anticipated the PRC PC and workstation market
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will grow at the rate of 1.5 million to 2 million units per year through the year 2000.
According to figures provided by the Asia Technology Information Project, an inde-
pendent research foundation, non-PRC manufacturers of PCs and workstations,
including U.S. manufacturers, could expect to partake of aportion of theamost 2 mil-
lion units expected to be imported for salein the PRC in 1998.%

The PRC Has a Limited Capability to Produce High
Performance Computers

The PRC has demondtrated the capability to produce an HPC using U.S.-origin
microprocessors over the current threshold of 7,000 MTOPS. The PRC “unvelled” a
10,000 MTOPS HPC — the Gdaxy 111 — in 1997 based on Western microprocessors.

But PRC HPC application software lagsfarther behind world levelsthanitsHPC
systems. Also, despite the existence of afew PRC-produced HPCs based on Western
components, the PRC cannot cost-effectively mass-produce HPCs currently. There
redly is no domestic HPC industry in the PRC today.

Whileitisdifficult to ascertain the full measure of HPC resourcesthat have been
made available to the PRC from all sources, available data indicates that U.S. HPCs
dominate the market in the PRC.*¥"

Although the PRC hasalarge market for workstationsand high-end servers, there
Isa smdler market for pardlel computers which is entirdly dominated by non-PRC
companies such as IBM, Silicon Graphics/Cray, and the Japanese NEC. However,
there continues to be sgnificant market resstance to Japanese HPC productsin Asa,
especiadly as U.S. products are beginning to have significant market penetration.*®

U.S. High Performance Computer Exports
To the PRC Are Increasing Dramatically

A review of Commerce Department information regarding the total of HPC
license applications that were received for the time frame January 1, 1992 to
September 23, 1997, reveded the following:
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*  Only oneHPC export licenseto Hong Kong (with avalue
of $300,000) was rgjected

¢ 100HPC export licensesto the PRC (with atotal value of
$11,831,140) were rgected by Commerce

e 37HPC export licensesto Hong Kong (with atotal value
of $55,879,177) were approved

23 HPC export licenses to the PRC for HPCs within the
2,000 to 7,000 MTOPS range (with a total value of
$28,067,626) were approved

*  Two of the 23 HPC export licenses to the PRC for HPCs
within the 11,000 to 12,800 MTOPS range (with a total
value of $2,550,000) were approved in 1998

The gpproximate tota value of the HPCs exported, of whatever description, to both
Hong Kong and the PRC, for the six-year period ending September 23, 1997, was
only $86 million.*®

The nine-month period between January 1998 and September 1998, however,
saw U.S. exporters notify the Commerce Department of their intention to export 434
HPCs (in the 2,000 to 7,000 MTOPS range) to the PRC (total vaue $96,882,799).1*
Nine times the number of HPCs were exported in one-ninth the time.**

During approximately the same time frame (calendar year 1998) it is estimated
that 9,680,000 individua PCs and workstations were sold in the PRC. The market
sharethat U.S. exporters could reasonably expect to benefit from was approximately
3,872,000 units, worth gpproximately $1.8 billion.*s

Apparently, the proximate cause of U.S. computer manufacturers aggressively
lobbying for the raising and maintaining of export thresholds above the PC level was
to capture this $1.8 billion per year market share.

The United States dominates the PRC's HPC market, but U.S. exportsclearly do
not dominate the PRC’s personal computer and workstation market.** The difference
between the 460-unit, $100 million HPC market described above, stretched over a
sx-year period, and the yearly 3.8 million-unit PC and workstation market, with a

value of $1.8 hillion, isdramatic.
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The performance levels of U.S. HPCs reported to be exported to the PRC over
the past year continued to be predominantly in lower-end machines, as shown in the
followingtable. For example, 77 percent of U.S. HPCs (atota of 388 machines) have
performance levels below 4,000 MTOPS.

Number of U.S. HPCs Reported to Be Exported to the PRC Under

License Exception, by MTOPS'  September 1997 - September 1998

MTOPS Total
2,000 to 2,999 302
3,000 to 3,999 86
4,000 to 4,999 71
5,000 to 5,999 28
6,000 to 6,999 15
> 7,000 0
Total 502

The PRC Is Obtaining Software
From U.S. and Domestic Sources

In June 1997, it was estimated that 96 percent of software programs sold in the
PRC were pirated versons of commerciadly available U.S. programs. These pro-
grams were designed for use on PCs and workstations, and are not considered useful
for the very sophisticated programming done on HPCs.

Some mgor U.S. software producers have begun contracting with PRC pro-
gramming firms. These PRC software firms are comprised of recently-graduated
PRC university students. They are attempting to write programs in Chinese to capi-
talize on a huge domestic market.**

Two factors mitigate against the success of the PRC devel oping its domestic pro-
gramming industry.
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Thefirst factor isthat Street-levd “ software pirates’ sal dozens of U.S. comput-
er programs at a time on one CD-ROM for a smal fee (reportedly $20). In other
words, one can meet most or all of one's programming needsin the PRC for a nom-
inal fee. Itisanticipated that it will be difficult, if not impossible, for adomestic soft-
ware industry to recoup the start up costs associated with just one software program,
let alone the dozens needed to compete with the street level deders.

The second factor is that these pirated U.S.-produced, English language pro-
grams are more mature, widespread, and robust than PRC programs.** It is axiomat-
ic that any new product will have “bugsin the system.” It is consdered unlikely that
new, unproven, and possibly wesk software programs will effectively compete with
cheap, proven, and robust software that iswiddly available at such nomind fees. Itis
conceivable that the PRC will abandon indtituting a domestic programming industry
atogether.®

Potential Methods of Improving End-Use Verification

According to a 1996 RAND gudy, there are non-intrusve and intrusive
gpproaches to assessing the manner in which a buyer is actualy applying dud-use
technologies. Among the non-intrusive methods are:

*  Memoranda of under standing and agreements
*  National technical means of verification
* Limitations desgned into thetransferred technologies
e Trangparency measures
Among the intrusve methods are;
*  Ingpections

*  Tagging™
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Tagging

Tagging isachieved by attaching an active system to the item that isto be export-
ed, rather than just a passive tag for identification during an inspection. The active
system would both monitor the object tagged and communicate that information back
to the United States. The RAND study noted that in practice, this means the objects
to be tagged must be physically large systems, such as a machine-tool cell, or amgor
component of some larger system, such as a turbine engine in a helicopter.®

According to the RAND study, the tag should be capable of at least communi-
cating information about the item’s physical location. Some sensors may provide
other kinds of information, as well. The information could be communicated to a
satelliteor over adatalink. Early versonsof such deviceswereaready inusein 1996
to monitor nuclear materials and technologies.*

These“smart” tags exploit the potential of severa technologies, according to the
RAND study. They combine encryption, the Global Postioning System, and emerg-
ing globa wirdess communications systems, such as Iridium or Orbcomm. These
technologies would alow the tags to report back on the status and location of the
tagged object. In principle, such tags could report the position of an object at any
giventimein order to verify limitations on their location. Such tags could also report
on the activities of a “smart” system to which they are attached. For example, a
machine-tool cell could report whether the machine had been used to make parts
resembling aircraft components.?

Such tags could have many applicationsin a cooperative regime. Their applica-
tion and use in a prohibited environment would be more difficult and consequential

The RAND study cautioned thet al sdllers of a particular technology must par-
ticipate in the tagging and that this would probably aso require cooperation of the
buyers. Otherwise, buyers would gravitate to untagged items, if they were available.
Attempts to conced system location or deviate from a pattern of cooperation would
be considered evidence of a potentia failure of performance by the buyer. The study
concluded that tagging may become an important oversight method for controlling
technology transfers, but that it should never become the sole means of oversight.®*
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Technical Safeguards

In 1994 severd types of technica safeguards were in advanced development in
the United States. The technologies required for these safeguards were expected to
enter testing within the next two years. They included:

e Controlled-execution UNIX — a modified computer oper-
ating system that could run only certain pre-gpproved pro-
grams, likely to be most useful for computers sold to facilities
such as weather-forecasting centers, oil companies, automo-
bile manufacturers, and banks

¢ “Black box” monitoring hardware — inexpensive, secure,
long-term audit recording devices, possibly based on write-
once optical storage units that could be embedded in mass-
produced workstations; anal ogousto the black box flight-data
recorders that are ingtdled in aircraft and used for post-crash
accident anaysis

“Mdtdown” software — modified operating system pro-
grams designed to require updating by the manufacturer at
fixed times; if not updated, the computer refuses to run

e Automated auditing tools — pattern-recognition or rule-
based software; would assst monitoring agencies to more
effectively inspect huge collections of datafrom system activi-
ty logs and detect the (presumably few) incidents worth
detailed andysis

Although these technical safeguards seem feasible, none had been proved to be
Inexpensive, sendtive enough to detect most illega activity, and difficult to circum-
vent by determined adversaries. The auditing tools under development showed great
promise, however. Authorities were pessmistic about the likelihood that technical
high-performance computer safeguards would be widely adopted and able to succeed
in the near future,
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Chapter 3

Other Possibilities

Officids of the Mitre Corporation made severa suggestions to strengthen U.S.
national security in the context of HPC export controls. These included:

*  Improving and enforcing end-use and end-user
verification

*  Contralling embedded HPC systems that are useful in
military applications

* Monitoring or precluding the expanson capability of
computer hardware

Marketing aggressively all generic computing capabili-
ties, such as scanning, to the PRC to maximize profits and
to keep the PRC market-dependent on the United States

*  Focusing on control of any hardware, software, tools, and
servicesthat uniquely support PRC military applications
that are Strategic in nature or could facilitate the tactical turn-
Ing point in a conflict®
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