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EMERGING THREATS: ASSESSING NUCLEAR
WEAPONS COMPLEX FACILITY SECURITY

TUESDAY, JUNE 24, 2003

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON NATIONAL SECURITY, EMERGING
THREATS AND INTERNATIONAL RELATIONS,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 9:07 a.m., in room
2247, Rayburn House Office Building, Hon. Christopher Shays
(chairman of the subcommittee) presiding.

Present: Representatives Shays, Turner, Lewis, Platts, Duncan,
Ruppersberger, and Tierney.

Staff present: Lawrence Halloran, staff director and counsel; J.
Vincent Chase, chief investiator; Kristine McElroy, professional
staff member; Michael Yeager, minority deputy chief counsel; and
Jean Gosa, minority assistant clerk.

Mr. SHAYS. A quorum being present, the Subcommittee on Na-
tional Security, Emerging Threats and International Relations
hearing, entitled, “Emerging Threats: Assessing Nuclear Weapons
Complex Facility Security,” is called to order.

From its humble beginnings as the Manhattan Project in the dis-
tant New Mexico desert, the Nation’s nuclear weapons program has
always posed daunting security challenges. Today, the far-flung
complex of warhead production plants, research laboratories, test
facilities, and former weapons sites stands as an undeniably attrac-
tive target for spies and terrorists bent on using their own tech-
nologies against us.

Even before the attacks of September 11, 2001 forced a reevalua-
tion of physical security standards and procedures, serious ques-
tions arose concerning lax management and a stubborn cultural an-
tipathy to protective measures at sites housing plutonium and
highly enriched uranium. In response, Congress established the
National Nuclear Security Administration [NNSA], as a semi-au-
tonomous agency within the Department of Energy [DOE], to focus
Eesources and high-level management attention on security man-

ates.

However, creation of the NNSA failed to stem persistent reports
of security lapses and inattentiveness to lingering vulnerabilities
throughout the weapons complex. So the subcommittee asked the
General Accounting Office [GAO], to evaluate DOE and NNSA
management of material safeguards and facility security programs.
Of particular interest was how DOE assures contractor adherence
to security policies.
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The GAO findings released today lead to this sobering conclu-
sion: The stern new realities of the post-September 11 world have
been far too slow to penetrate the hardened bureaucratic maze of
DOE offices, contractors and sites. It took 2 years for DOE to up-
date the fundamental assessment governing nuclear weapons secu-
rity. The design basis threat [DBT], formally adopted in May, the
new, more stringent DBT will not be fully reflected in budget plans
until 2005. More of concern, security enhancements demanded by
the new DBT will not be completed before 2009, if then.

Even the process of completing the GAO study under discussion
today was needlessly delayed by DOE refusal to provide access to
drafts of the DBT, drafts openly relied upon to justify earlier budg-
et submissions. DOE eventually provided the documents to Con-
gress’ audit agency, and we hope that level of cooperation will con-
tinue as we pursue our investigation.

GAO has found a lack of clear roles and responsibilities among
NNSA security offices, inconsistent assessments of contractor per-
formance, potentially critical staff shortfalls and a failure to ad-
dress the root causes of security lapses. As a result, neither the De-
partment of Energy nor the NNSA can yet provide reasonable as-
surance weapons grade material is protected against a determined,
well-trained adversarial force willing to die in a nuclear detonation
or radiological dispersion of their own making.

This morning, we will hear testimony on the process of updating
and administering security standards at the Nation’s nuclear weap-
ons complex. Classified elements of the security and safeguards
program will be discussed at a closed session this afternoon.

Our witnesses today all bring impressive experience and impor-
tant expertise to our continuing oversight of nuclear security. They
also share a dedication to improve national security and public
safety, and we look forward to a constructive dialog on these impor-
tant issues.

Before recognizing Mr. Turner, let me just apologize for being a
1itt1}$ late. I got in to Andrews Air Force Base at about 2:30 last
night.

[The prepared statement of Hon. Christopher Shays follows:]
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Statement of Rep. Christopher Shays
June 24, 2003

From its humble beginnings as the Manhattan Project in the distant
New Mexico desert, the nation’s nuclear weapons program has always posed
daunting security challenges. Today, the far-flung complex of warhead
production plants, research laboratories, test facilities, and former weapons
sites stands as an undeniably attractive target for spies and terrorists bent on
using our own technologies against us.

Even before the attacks of September 11, 2001 forced a reevaluation
of physical security standards and procedures, serious questions arose
concerning lax management and a stubborn cultural antipathy to protective
measures at sites housing plutonium and highly enriched uranium. In
response, Congress established the National Nuclear Security
Administration (NNSA) as a semi-autonomous agency within the
Department of Energy (DOE) to focus resources and high-level management
attention on security mandates.

But creation of the NNSA failed to stem persistent reports of security
lapses and inattentiveness to lingering vulnerabilities throughout the
weapons complex. So the Subcommittee asked the General Accounting
Office (GAO) to evaluate DOE and NNSA management of material
safeguards and facility security programs. Of particular interest was how
DOE assures contractor adherence to security policies.
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The GAO findings released today lead to this sobering conclusion:
The stern new realities of the post-9/11 world have been far too slow to
penetrate the hardened bureaucratic maze of DOE offices, contractors and
sites. It took two years for DOE to update the fundamental assessment
governing nuclear weapons security — the Design Basis Threat or DBT.
Formally adopted in May, the new, more stringent DBT will not be fully
reflected in budget plans until 2005. Security enhancements demanded by
the new DBT will not be completed before 2009, if then.

Even the process of completing the GAO study under discussion
today was needlessly delayed by DOE refusal to provide access to drafts of
the DBT; drafts openly relied upon to justify earlier budget submissions.
DOE eventually provided the documents to Congress” audit agency, and we
hope that level of cooperation will continue.

GAO also found a lack of clear roles and responsibilities among
NNSA security offices, inconsistent assessments of contractor performance,
potentially critical staff shortfalls and a failure to address the root causes of
security lapses. As a result, neither the Department of Energy nor the NNSA
can yet provide reasonable assurance weapons grade material is protected
against a determined, well trained adversary force willing fo die in a nuclear
detonation or radiological dispersion of their own making.

This morning we will hear testimony on the process of updating and
administering security standards at the nation’s nuclear weapons complex.
Classified elements of the security and safeguards program will be discussed
at a closed session this afternoon.

Our witnesses today all bring impressive experience and important
expertise to our continuing oversight of nuclear security. They also share a
dedication to improved national security and public safety, and we look
forward to a constructive dialogue on these important issues.
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Mr. TURNER. Thank you, Mr. Chairman. I want to thank you
again for your efforts and leadership in addressing the issue of our
national security and the threats that are posed by issues of pos-
sible targets of terrorist attacks.

Our national labs and nuclear production facilities are appealing
targets for terrorists. These sites are challenges to secure, spread
over large parcels of land and containing some of the most deadly
materials known to man. Terrorists now use once unimaginable
tactics to cause death and destruction, and we must now account
for the possibility that terrorists will sacrifice their own lives to
carry out their missions. And the thought of terrorists attempting
to steal plutonium or highly enriched uranium is no longer related
to Tom Clancy novels, but is a real-life threat.

I am particularly interested in hearing how we can make the
NNSA more responsive and flexible to the threats facing our weap-
ons complexes, and it should not take months and years to develop
security procedures. The real world does not work this way, terror-
ists do not work this way, and the ground-level security personnel
do not think this way.

I look forward to hearing our witnesses’ testimony.

Mr. SHAYS. I thank the gentleman, and recognize Mr. Duncan.

Mr. DuNcCAN. Well, thank you very much, Mr. Chairman, for call-
ing this very important hearing.

I don’t have a formal written statement or opening statement,
but I do want to say that I don’t represent the facility at Oak
Ridge, TN, but slightly over half of the people who work there live
in my district, and so this is a subject of great concern to me and
my constituents; and I am particularly interested to know if there
are any problems or shortcomings at the facility at Oak Ridge.

But I will just—I have come here mainly to try to learn about
this, what the problem is and what the extent of it is; and I thank
you for calling this hearing.

Mr. SHAYS. I thank the gentleman for participating and both
gentlemen’s good work on this committee.

Just a few housekeeping before recognizing our panel. I ask
unanimous consent that all members of the subcommittee be per-
mitted to place an opening statement in the record and that the
record remain open for 3 days for that purpose. Without objection,
so ordered.

I ask further unanimous consent that all witnesses be permitted
to include their written statements in the record, and without ob-
jection, so ordered.

I ask unanimous consent that the subcommittee meet in closed
session at 2 p.m. today to hear testimony on classified aspects of
the issues under discussion today. Without objection so ordered. We
will do that at 2 today.

I am going to call on the first panel, recognize them, and then
have Mr. Turner take over and conduct this hearing.

Our first panel is comprised of Ms. Robin M. Nazzaro, Director,
National Resources and Environment, the U.S. General Accounting
Office, accompanied from the same division by James Noel, Assist-
ant Director, and also Jonathan M. Gill, Evaluator.
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The second testimony from this panel will be from Glenn
Podonsky, Director of Office of Oversight and Performance Assur-
ance, referred to as “OA,” from the Department of Energy.

If you would please rise, we will swear you in and we will start
the testimony.

[Witnesses sworn.]

Mr. SHAYS. Note for the record, our witnesses have responded in
the affirmative. And we will start with Ms. Nazzaro.

Ms. NAzzARO. Thank you, Mr. Chairman.

Mr. SHAYS. Let me just say, we have 5 minutes, but we roll over
for another 5 minutes, so you will have, technically, 10 minutes,
but we prefer you stop somewhere between the 5 and the 10. It is
important that we put your document on the record, so if you need
the full 10, feel free to use it.

Ms. NAzzaro. OK. Thank you.

Mr. SHAYS. Thank you.

STATEMENTS OF ROBIN M. NAZZARO, DIRECTOR, NATURAL
RESOURCES AND ENVIRONMENT, U.S. GENERAL ACCOUNT-
ING OFFICE, ACCOMPANIED BY JAMES NOEL, ASSISTANT DI-
RECTOR, AND JONATHAN M. GILL, EVALUATOR, NATURAL
RESOURCES AND ENVIRONMENT; AND GLENN S. PODONSKY,
DIRECTOR, OFFICE OF OVERSIGHT AND PERFORMANCE AS-
SURANCE, U.S. DEPARTMENT OF ENERGY

Ms. NAzZZARO. Thank you, Mr. Chairman and members of the
subcommittee. I am pleased to be here today to discuss physical se-
curity of the nuclear weapons complex at the Department of En-
ergy and the National Nuclear Security Administration within
DOE.

Currently, the nuclear complex includes four production sites,
three national laboratories that design nuclear weapons and a
number of former nuclear weapons sites that contain nuclear weap-
ons materials. To ensure the physical security of the complex, DOE
and NNSA rely on their safeguards and security program.

A key component of the DOE’s protective strategy is the design
basis threat, which identifies the characteristics of the potential
threats to DOE. To implement their safeguards and security pro-
gram, DOE and NNSA rely on contractors to conduct day-to-day se-
curity activities subject to DOE and NNSA oversight.

Over the past decade, we and others have raised concern about
the adequacy of security at nuclear weapons facilities within the
Department and NNSA. In addition, the terrorist attacks of Sep-
tember 11, 2001, highlighted the importance of effective physical
security in response to a challenging and well-organized terrorist
threat.

In this context, my testimony today focuses on two issues: first,
how NNSA manages its safeguards and security program; and sec-
ond, DOE’s response to the terrorist attacks of September 11, 2001.

In summary, Mr. Chairman, we found that NNSA has not been
fully effective in managing its safeguards and security program in
the following four key areas.

First, NNSA had not fully defined clear roles and responsibilities
for its headquarters and site operations. Since its creation in
March 2000, NNSA’s management structure has been in a state of
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flux. As a result, NNSA site office officials said that each office is
carrying out oversight activities as it deems appropriate.

Second, as a result of the lack of clarity in NNSA’s management
structure, NNSA site offices have not been consistent in how they
assess contractor safeguards and security activities. Consequently,
NNSA cannot be assured that all facilities are subject to the com-
prehensive annual assessment that DOE policy requires.

Third, once problems are identified, NNSA contractors do not
consistently conduct the analysis DOE policy requires in preparing
corrective action plans. The corrective actions are developed with-
out fully considering the problems’ root causes, the risks posed, or
the cost versus benefit of taking corrective action. Thus, potential
opportunities to improve physical security at the sites are not
maximized.

And last, NNSA site offices have shortfalls in the total number
of staff and in the expertise for effectively overseeing contractors.
This could make it more difficult for site offices to effectively over-
see security activities.

Site officials said that they will fill some vacancies through a vir-
tual organization. However, it will take time to work through some
of thehdifﬁculties associated with making the transition to this ap-
proach.

As a result, NNSA cannot be assured that its contractors are
working to a maximum advantage to protect critical facilities and
materials from adversaries seeking to inflict damage.

In our May report, we made four recommendations to address
these problems, that are designed to improve NNSA’s security
management and oversight. Since the issuance of our report, NNSA
has made progress in addressing the problems we identified, in-
cluding publishing a Safeguards and Security Functions, Respon-
sibilities, and Authorities Manual and developing and issuing guid-
ance for corrective action plans. Beyond these changes sound safe-
guards and security management will have to play a key role in
helping DOE and NNSA adjust to the post-September 11 security
environment.

Before I take the second issue on, do you want me to break?
Then, here would be a good place.

Mr. TURNER [presiding]. No. Please continue.

Ms. NAzzARO. Continue? OK.

I would now like to discuss DOE and NNSA response to the ter-
rorist attacks of September 11, 2001. In this regard, we examined
three issues: DOE’s and NNSA’s immediate response to the at-
tacks, DOE’s efforts to develop the design basis threat document,
and the challenges DOE and NNSA face in meeting the require-
ments of the new DBT.

DOE and NNSA took immediate steps to improve security in the
aftermath of the September 11 terrorist attacks. For example, DOE
and NNSA moved to a higher level of security that required, among
other things, more vehicle inspections and security patrols. DOE
and NNSA also conducted a number of security-related reviews,
studies and analysis and increased communication with Federal,
State and local officials. While these steps are believed to have im-
proved DOE’s and NNSA’s security posture, they have been expen-
sive. These steps have required extensive overtime, which has had
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a considerable negative effect on DOE’s and NNSA’s protective
force through fatigue, reduced readiness, retention, and reduced
training. Furthermore, until fully evaluated, the effectiveness of
these measures is uncertain.

Based on the number and capabilities of the terrorists involved
in the September 11 attacks, DOE and NNSA officials realized that
the then-current DBT, which was issued in 1999 and based on a
1998 Intelligence Community assessment, was obsolete. However,
formally recognizing these new threats by updating the DBT has
been difficult. DOE’s effort to develop and issue a new DBT took
almost 2 years; it was issued just last month. The effort to develop
a new DBT was slowed by, among other things, disagreements over
the size of the potential terrorist group that might attack a DOE
or NNSA facility and how much it would cost to meet the new
threat.

Implementation of the new DBT will be challenging. Successfully
addressing the increased threats will take time and resources as
well as sound management, leadership, and new ways of doing
business. Currently, DOE does not have a reliable estimate of the
cost to fully protect DOE and NNSA facilities against the new
DBT. Further, once funds become available, most sites estimate
that it will take from 2 to 5 years to fully implement, test, validate,
and refine strategies for meeting the new DBT requirements. Meet-
ing these challenges will require DOE and NNSA to provide sus-
tained sound management for their safeguards and security pro-
gram. Given the materials DOE and NNSA possess, physical secu-
rity at DOE and NNSA facilities cannot fail.

Mr. Chairman, that concludes my statement. I would be happy
to respond to any questions you or the Members may have.

Mr. TURNER. Thank you.

[NOTE.—The GAO report entitled, “Nuclear Security, NNSA
Needs to Better Manage Its Safeguards and Security Program,”
may be found in subcommittee files.]

[The prepared statement of Ms. Nazarro follows:]
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NUCLEAR SECURITY

DOE Faces Security Challenges in the
Post September 11, 2001, Environment

What GAO Found

NNSA has not been fully effective in managing its safeguards and security
program. For example, NNSA has not fully defined clear roles and
responsibilities for its headquarters and site operations. Without a
functional management structure and with ongoing confusion about roles
and responsibilities, inconsistencies have emerged among NNSA sites on
how they assess contractors’ security activities. Consequently, NNSA cannot
be assured that all facilities are subject to the comprehensive annual
assessments that DOE policy requires. To compound the problems in
conducting security assessments, NNSA contractors do not consistently
conduct required analyses in preparing corrective action plans. As a result,
potential opportunities to improve physical security at the sites are not
maximized because corrective actions are developed without fully
considering the problems’ root causes, risks posed, or cost versus the benefit
of taking corrective action. Finally, NNSA has shortfalls at its site offices in
the total number of staff and in expertise, which could make it more difficult
for site offices to effectively oversee security activities. GAO made
recommendations to improve the mar of NNSA’s safi ds and \
security program. NNSA has begun to respond to these recommendations.

With respect to DOE and NNSA’s response to September 11, the agencies
took immediate steps to improve security in the aftermath of the terrorist
attacks. For example, DOE and NNSA moved to a higher level of security,
which required, among other things, more vehicle inspections and security
patrols. While these steps are believed to have improved DOE and NNSA’s
security posture, they have been expensive and, until fully evaluated, their
effectiveness is uncertain.

The number and capabilities of the terrorists involved in the September 11
attacks rendered obsolete DOE’s design basis threat, last issued in 1999.
However, DOE'’s effort to develop and issue a new design basis threat took
almost 2 years; it was issued in May 2003. This effort was slowed by, among
other things, disagreements over the size of the potential terrorist group that
might attack a DOE or NNSA facility.

Successfully addressing the increased threats will take time and resources,
as well as new ways of doing business, sound management, and leadership.
Currently, DOE does not have a reliable estimate of the cost to fully protect
DOE and NNSA facilities. The fiscal year 2006 budget will probably be the
first to show the full budgetary impact of the new design basts threat. Once
funds become available, most sites estimate that it will take from 2 to 5 years
to fully implement, test, validate, and refine strategies for meeting the
requirements of the new design basis threat.

United States General Accounting Office
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Mr. Chairman and Members of the Subcommittee:

Tam pleased to be here today to discuss our work for this Subcommittee
on physical security at the Department of Energy (DOE) and the National
Nuclear Security Administration (NNSA)-—a separately organized agency
within DOE.! DOE and NNSA recognize that a successful terrorist attack
on a facility that contains nuclear weapons or nuclear weapons materials
could have devastating consequences for the facility and its surrounding
communities.

DOE and NNSA rely on their safeguards and security programs to ensure
the physical security of NNSA’s nuclear weapons complex. Currently, the
complex has four production sites—in Missouri, South Carolina,
Tennessee and Texas—and three national laboratories that design nuclear
weapons in California and New Mexico. DOE’s Office of Environmental
Management is responsible for cleaning up former nuclear weapons sites
that contain some nuclear weapons materials, including sites in Colorado
and Washington State. T impl it their safé ds and security
programs, NNSA and the Office of Environmental Management rely on
contractors that are responsible for conducting day-to-day security
activities and adhering to DOE policies, The contractors’ activities are
subject to DOE/NNSA oversight, NNSA and the Office of Environmental
M have offices—site offices—co-located with each site,

Over the past decade, we and others have raised concerns about the
adequacy of security at nuclear weapons facilities within the department
and NNSA. For example, we reported to you last month that NNSA needs
to betier manage its safeguards and security program.? Concern over
security within the nuclear weapons coruplex was brought into sharper
focus by the September 11, 2001, terrorist attacks. These attacks
highlighted the importance of effective physical security in response to a
challenging and well-organized terrorist threat.

Following the September 11 tetrorist attacks, you asked us to review
physical security at DOE and NNSA's most sensitive facilities—those

"Physical security is the bination of 3 and security equi ], and
& used to protect facilities, i fon, d or material against theft,
sabotage, diversion, or other criminal acts.

2.8, General Accounting Office, Nuclear Security: NNSA Needs to Better Manage Its
Safeguards and Security Program, GAO-03-471 (Washington, D.C.: May 30, 2002).
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facilities that contain specified quantities of plutonium and highly enriched
uranium, which require the Category I level of protection—the highest
protection requirement.’ As agreed with your office, we examined two
issues. First, we reviewed how NNSA manages its safeguards and security
program. Second, we examined DOE'’s response to the terrorist attacks of
September 11, 2001. In this regard, we examined (1) DOE's and NNSA’s
immediate response to the attacks; (2) DOE'’s efforts to develop the design
basis threat (DBT), a classified document that identifies the potential size
and capabilities of the terrorist forces that DOE and NNSA sites must be
prepared to defend against; and (3) the challenges DOE and NNSA face in
meeting the requirements of the new DBT.

To carry out our objectives, we reviewed DOE policy and planning
documents, including orders, implementation guidance, and reports. We
met with officials from DOE and NNSA headquarters and NNSA site
offices. We obtained information primarily from DOE'’s Office of Security,
Office of Independent Oversight and Performance Assurance, and Office
of Enviror tal M: ; and NNSA's Office of Defense Nuclear
Security and NNSA's Nuclear Safeguards and Security Program.* We
visited NNSA'’s four production plants and the three design laboratories as
well as NNSA’s Office of Transportation Safeguards. We also visited four
Office of Environmental Management sites that contain Category I special
nuclear materials. At each location we met with both federal and
contractor officials, observed their physical security operations and
obtained and reviewed pertinent supporting documentation, including
corrective action plans.

We performed our review from December 2001 through May 2003 in
accordance with generally accepted government auditing standards.

Gategory 1 special nuclear material that requires Category I level of protection inciudes
plutonium and highly enriched uranium in the form of (1) assembled nuclear weapons and

test devices; (2) specified ities of prods higher

plutomum or ura.mu.m, such as major nuclear components, and recastable metal; and [€)]
of high-grade ials, such as i oxides, i and

nitrates.

*We did not include naval reactors in our review because that office is a semiautonomous
entity within NNSA with a unique security structure and program.
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In surmmary, we found NNSA has not been fully effective in managing its
safeguards and security program in four key areas. As a result, NNSA
cannot be assured that its contractors are working to maximum advantage
to protect critical facilities and materials from adversaries seeking to
inflict damage. Specifically, we found the following:

NNSA has not fully defined clear roles and responsibilities for its
headguarters and site operations.

Without a stable and effective management structure and with ongoing
confusion about roles and responsibilities, inconsistencies have emerged
among NNSA site offices on how they assess contractors' security
activities. Consequently, NNSA cannot be assured that all facilities are
subject to the comprehensive annual that DOE policy
requires.

To compound the problems in conducting security assessments, NNSA
contractors do not consi ly conduct required analyses in preparing
corrective action plans. As a result, potential opporiunities to improve
physical security at the sites are not maximized because corrective actions
are developed without fully considering the problems’ root causes, risks
posed, or the cost versus benefit of taking corrective action.

NNSA has shortfalls at its site offices in the total number of staff and in
expertise, which could make it more difficult for site offices to effectively
aversee security activities.

We made four recc dations d d to improve NNSA's security
management and oversight. NNSA concurred with two of our four
recommendations and has made progress in addressing the issues we
identified, including publishing a Safeguards and Security Functions,
Responsibilities, and Authorities Manual and developing and issuing
guidance for corrective action plans. Beyond these changes, sustained
attention and ¢ i it to sound safi ds and security management
will be needed as DOE and NNSA adjust to the post-September 11 security
environment.

With respect to DOE's and NNSA’s response to the September 11 terrorist
attacks, we found that the department has taken a number of important
steps to respond to the terrorist threat; however, DOE's response has been
slow in some vital respects, and DOE and NNSA will need at least several
years and an as yet undetermined amount of resources before their sites

Page 3 GAO-03-896TNI DOE/NNSA Physical Security



14

are fully prepared to meet the projected threat. Specifically, we found the
following:

DOE and NNSA took immediate steps to iraprove security in the aftermath
of the September 11 terrorist attacks. For example, DOE and NNSA moved
to a higher level of security that required, among other things, more
vehicle inspections and security patrols. While these steps are believed to
have improved DOE and NNSA's security posture, they have been
expensive and, until fully eval d, their effectd isamcertain.

The number and capabilities of the terrorists involved in September 11
attacks rendered obsolete DOE's DBT, last issued in 1999. However,
DOF's effort to develop and issue a new DBT took almost 2 years; it issued
the new DBT in May 2003. The effort to develop a new DBT was slowed
by, among other things, disagreements over the size of the potential
terrorist group that might attack a DOE or NNSA facility.

Suec iy addressing the i d threats contained in the new DBT
will take time and resources, as well as new ways of doing business, sound

it, and leadership. Currently, DOE does not have a reliable
estimate of the cost to fully protect DOE and NNSA facilities against the
new DBT. DOE and NNSA are developing preliminary cost estimates that
could be included in the fiscal year 2005 budget, which is now being
formulated. However, the fiscal year 2006 budget will probably be the first
to show the full budgetary impact of the new DBT. Once funds become
available, most sites estimate that it will take from 2 to 5 years to fully
implement, test, validate, and refine strategies for meeting the new DBT
requirements, Finally, DOE and NNSA will have to change how they
perform physical security through such actions as employing new
technologies, consolidating special nuclear materials, and closing
unneeded facilities. .

Background

From the beginning of the Manhattan Project in the 1940s, a primary
mission of DOE and its predecessor organizations has been to design, test,
and build the nation’s nuclear weapons. To accomplish this mission, DOE
constructed a vast nuclear weapons complex throughout the United
States. Much of this complex was devoted to the production and
fabrication of weapons components made from two special nuclear
materials—plutonium and highly enriched uranium.

The end of the Cold War changed the departmnent’s focus from building
new weapons to extending the lives of existing weapons, disposing of
surplus nuclear material, and cleaning up no longer needed weapons sites.
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RNBA is responsible for extending the lives of existing weapons in the
stockpile and for ultimately disposing of surplus ruclear material, while
the Office of Environmental Management is responsible for cleaning up
former a! weap sites. Cont who are responsible for
protecting classified information, nuclear materials, nuclear weapons, and
nuclear weapons components, operate both NNSA and Cffice of
Environmental Management sites.®

Besides NNSA and the Office of Environmental Management, DOE has
two other important security organizations. DOE's Office of Security
develops and promulgates orders and policies, such as the DBT, to guide
DOE and NNSA's safeguards and security progrars. DOE's Office of
Independent Oversight and Performance Assurance supports DOE and
NNSA by, among other things, independently evaluating the effecti

of contractors’ performance in safeguards and security. It also performs
follow-up reviews to ensure that contractors have taken effective
corrective actions and appropriately addressed weakniesses in safeguards
and security.

Akey component of DOE's protective strategy is the DBT, a classified
document that identifies the characteristics of the potential threats to DOE
assets. The DBT considers a variety of threats in addition to terrorists:
criminals, psychotics, disgruntled employees, violent activists, insiders,
and spies. The terrorist threat is generally the most demanding threat
contained in the DBT. The DBT has traditionally been informed and

haped by ¢! ified multi intelligence assessments of potential
terrorists threats. The basis for DOE’s 2003 DBT is an intelligence
community assessment entitled the Postulated Threat to U.S. Nuclear
Weapons Facilities and other Selected Strategic Facilities (henceforth
referred to as the Postulated Threat).

DOE counters the terrorist threat specified in the DBT with a multifaceted
protective system. While specific measures vary from site to site, all
protective systems at DOE's and NNSA's most sensitive sites employ a
defense-in-depth concept that includes

Ry ibility for the Idsho Nati i Engineering Lab v has been
transferred to DOE's Nuclear Energy Program.

*An exception is the Office of Tra: ion Saff ds, whose ive forces are
Special Federal Agents.

Page5 GAQ-03-896TNI DOE/NNSA Physical Security



16

a variety of integrated alarms and sensors capable of detecting intruders;
physical barriers, such as fences and anti-vehicle obstacles;

numerous access control points, such as turnstiles, badge readers, vehicle
inspection stations, special nuclear material detectors, and metal
detectors;

operational security procedures, such as a “two person” rule that prevents
only one person from having access to special nuclear material;

hardened facilities and/or vaults; and

a heavily armed paramilitary protective force equipped with such items as
autornatic weapons, night vision equipment, body armor, and chemiecal
protective gear,

Depending on the material, protective systems at DOE and NNSA Category
Isites are designed to accomplish the following objectives in response to
the terrorist threat.

Denial of access. For some potential terrorist scenarios, DOE employs a
protection strategy that requires the engagement and neutralization of an
adversary before the ad y can ire hand access to the assets.

4

Denial of task. For assets that might present terrorists with opportunities
to steal a nuclear weapon or nuclear test device, DOE requires the
prevention and/or neutralization of the adversary before the adversary can
complete a specific task.

Containment with recapture. In scenarios where the thefi of nuclear
material (instead of a nuclear weapon) is the likely terrorist objective,
DOE requires that adversaries not be allowed to escape the facility and
that DOE protective forces recapture the material as soon as possible. This
objective requires the use of specially trained and well-equipped special
response teams.

The effectiveness of the protective systera is formally and regularly
examined through a vulnerability assessment. A vulnerability assessment
is a systematic evaluation process in which qualitative and quantitative
techniques are applied to detect vilmerabilities and arrive af effective
protection of specific targets, such as special nuclear material. To conduct
this assessment, DOE uses, among other things, subject matier experts,
such as U.S, Special Forces; computer modeling to simulate attacks; and
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force-on-force performance testing, in which the site’s protective forces
undergo simulated attacks by an adversary team.

The results of these assessments are documented at each site ina
classified document known as the Site Safeguards and Security Plan. In
addition to identifying known vulnerabilities and risks and protection
strategies for the site, the Site Safeguards and Security Plan formally
acknowledges how much risk the contractor and DOE are willing to
accept. Specifically, for more than a decade, DOE has employed a risk
management approach that seeks to direct resources to its most critical
assets—in this case specified quantities of Category I special nuclear
material—and mitigate the risks to these assets to an acceptable level.
DOE strives to keep its most critical assets at a low risk level and may
insist on immediate compensatory measures should a significant
vulnerability develop. Compensatory measures could include such things
as deploying additional protective forces.

Through a variety of complementary measures, DOE ensures that its
safeguards and security policies are being complied with and are
performing as intended. Contractors perform regular self-assessments and
are encouraged to uncover any problems themselves. In addition to
routine oversight, DOE and NNSA site offices are required by DOE Orders
to conduct comprehensive annual surveys of contractors’ operations for
safeguards and security. These surveys, which can draw upon subject
matter experts throughout the complex, generally take about 2 weeks to
conduct and cover such areas as program management, protection
program operations, information security, nuclear materials control and
accountability, and personnel security. The survey team assigns ratings of
satisfactory, marginal, or unsatisfactory. Currently, most of the DOE and
NNSA facilities that we examined have been rated satisfactory in most
areas. All deficiencies (findings) identified during a survey require the
contractors to take corrective action. DOE's Office of Independent
Oversight and Performance Assurance provides yet another check through
its comprehensive inspection program. This office performs such
inspections roughly every 18 months at each DOE and NNSA site that has
Category I special nuclear material.
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NNSA Needs to Better
Manage Its
Safeguards and
Security Program

As we reported to you on May 30, 2003, NNSA has not been fully effective
in managing its safeguards and security program in four key areas, and
therefore it cannot be assured that its contractors are working to
maximum advantage to protect critical facilities and materials from
individuals seeking to inflict damage. The four key areas are the following:

Defining clear roles and responsibilities. Since its creation in March
2000, NNSA’s management structure has been in a state of flux. In
December 2002, NNSA issued what it considers finat directives for
reorganizing headquarters and site offices; however, NNSA expects it will
take until at least September 2004 to fully implement its new management
structure. This still-developing management structure has led to confusion
about the safeguards and security roles and responsibilities of
headquarters and site offices. For example, at the time of our review,
NNSA headquarters could not provide details on how it intends to (1)
monitor the NNSA site offices’ performance with respect to safeguards
and security or (2) address deficiencies. At the end of May 2003, however,
NNSA released a Safeguards and Security Functi ibilities
and Authorities Manual. This manual, which NNSA 1tse1f recogmzes as
crucial, is intended to set out roles and responsibilities clearly.

Assessing sites’ security activities. Without a functional management
structure and with ongoing confusion about roles and responsibilities,
inconsistencies have emerged among the NNSA sites on how to conduct
key aspects of safeguards and security assessment activities. In particular,
three out of the seven NNSA site offices use the traditional survey
approach, as required by DOE policy, to oversee security activities, while
four have discontinued surveys and instead rely on surveillance activities.
The distinction between these two activities is important: A survey
provides a comprehensive annual review, by a team of experts from
throughout NNSA, of contractor safeguards and security and generally
takes about 2 weeks. In contrast, surveillance relies on a single or small
number of NNSA site officials to oversee one or more aspects of a
contractor’s safeguards and security activities throughout the year.
However, officials from DOE's Office of Security—which developed the
policy for conducting surveys—believe the surveillance model does not
comply with the DOE order because it does not provide a comprehensive
overview. Furthermore, officials from DOE'’s Office of Independent
Oversight and Performance Assurance and NNSA headquarters have
expressed concern about the site offices’ ability to conduct surveillance
because of shortfalls in available expertise. The four site offices have been
able to operate using only surveillance activities because, during the
reorganization of the management structure, NNSA has not issued
guidance on complying with DOE policy for conducting surveys.
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Overseeing contractors’ eorrective actions. NNSA contractors do not
consi 1y conduct the anal DOE policy requires in preparing
corrective action plans, which compounds the problems of ensuring
physical security. Inconsistency occurs because the NNSA site officials do
not have impl ation guidance from head, ters on how to address
corrective actions. Of the 43 corrective action plans we reviewed for 1999
through 2002, less than half showed that the contractor had performed the
required root cause analysis. Furthermore, less than 25 percent
demonstrated that the contracior had performed a required risk
assessment or cost-benefit analysis. As a result, potential opportunities to
improve physical security at the sites were not masimized because
corrective actions were developed without fully considering the problems’
root causes, risks posed, or cost versus benefit of taking corrective action.
However, at the seven sites we visited in 2002, the site offices and
contractors are making some progress in establishing formal processes for
root cause and other anal Nevertheless, inconsi jes remain
regarding the approaches used to complete these anal, For !
some site processes specify that root cause analyses will be conducted for
all corrective action plans, while other sites consider the completion of
these analyses optional. NNSA did, however, recently issue guidance to its
sites regarding compliance with DOE Orders on corrective actions.

Allocating staff. NNSA has shortfalls at its site offices in the total
number of staff and in areas of expertise, which could make it more
difficult for the site offices to oversee safeguards and security effectively
and to ensure that the agency fully knows security conditions at its sites.
According to officials at five of the seven site offices we visiied, they have,
or expect to have, an average of 2 to 6 vacancies per site for overseeing
contractors’ safeguards and security; typically, each site expects to have
10 to 14 security-related positions within the next 2 years, The vacancies
ocaur, in part, because staff are reluctant to move to locations they view
as less desirable and because NNSA has frozen hiring in response to
budget constraints. Some of these vacancies are for specialists in
particular subject areas, such as Industrial Security Systems-—a key
specialty needed for conducting physical security inspections. The lack of
expertise and staff could be further complicated for some sites by NNSA’s
realigninent plan. Under this plan, NNSA expects to streamline federal
oversight of contractors and reduce headquarters and field staff by 20
percent by the end of fiscal year 2004, Site officials said that they will ill
some vacancies through a virtual organization in which experts at other
locations will assist with certain components of the surveillance activities.
However, it will take time to work through some of the difficulties
associated with making the transition to this approach.
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I I would like now to discuss DOE and NNSA's response to the terrorist
DOE and NNSA's attacks of September 11, 2001. I will cover DOE’s and NNSA's immediate
Response to the response to the attacks; DOE's efforts to develop a new DBT that DOE and

5 NNSA sites must be prepared to defend against; and the challenges DOE

Terrorist Attacks of and NNSA face in meeting the requirements of the new DBT.
September 11, 2001
DOE and NNSA Improved  DOE and NNSA took immediate steps to improve physical security in the
Security after September ?.ftennath of the SePtember 11, 2001, terrorist attacks. These steps
11, 2001, but Have Not included the following:
Fully Tested These + Raised the Level of Security Readiness. DOE's most visible effort
Improvements involved moving to higher levels of security readiness, as outlined by DOE

Notice 473.6. This notice specifies DOE Security Condition, or SECON,
levels and the corresponding security measures that have to be
implemented.” On September 11, 2001, within a matter of hours, DOE and
NNSA sites went from their then-normal SECON level 4—terrorist threat
level low—to SECON level 2—terrorist threat level high. Sites were
required to implement nearly 30 additional measures, such as increasing
vehicle inspections and badge checks; increasing stand-off distances
between public and sensitive areas; activating and manning emergency
operations centers on a continuous basis; and more heavily arming and
increasing the number of protective forces on duty. Sites maintained
SECON level 2 through October 2001 before dropping to an enhanced
SECON level 3. The sites have returned to SECON level 2 several times
since Septeraber 11 2001, most recently in May 2003, when the national
threat warning systems was elevated to Orange Alert. The new baseline for
security at DOE and NNSA facilities is generally assumed to be at an
enhanced SECON level 3. This level is still substantially greater than
DOE's pre-September 11, 2001 security posture. '

Enh d Protective Force Resp On October 3, 2001, the
Secretary of Energy issued a classified directive that ordered more robust
protective force responses and increased levels of performance testing for
the protection of certain special nuclear material at DOE's and NNSA’s
most critical facilities.

"SECON levels are pegged to the national threat level issued by the Department of
Homeland Security. For example, a national level of ORANGE equates to SECON level 2 for
DOE facilities.
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Conducted Security Reviews, Studies and Analyses. DOE and NNSA
also conducted a number of security-related reviews, studies, and
analyses. For example, within days after the terrorist attacks, DOE and
NNSA officials conducted a classified assessment of their facilities’
vulnerabilities to an attack such as the one on September 11. This
assessment care to be known as the 72 Hour Review. In addition, NNSA
organized a 90-day Combating Terrorism Task Force, composed of 12
federal and contractor employee teams that looked at a number of security
areas. One team, the site-by-site security review and vulnerability
assessment group, identified over 80 prioritized security improvement
projects, totaling more than $2 billion, that could be completed within 5 to
6 years. These projects ranged from hiring additional protective forces to
consolidating special nuclear material.

Increased Liaison with Federal, State, and Local Authorities: Before
the September 11 terrorist attacks, DOE and NNSA headquarters offices
and sites maintained a variety of relationships, memoranda of
understanding, and other formal and informal communications with
organizations such as the Federal Aviation Administration, Federal Bureau
of Investigation, and state and local law enforcement and emergency
management agencies. After the terrorist attacks, DOE and NNSA officials
increased their communication with these organizations and established
direct links through sites’ emergency operations centers. Because of the
potential threat of aircraft attacks created by the September 11 attacks,
sites worked closely with the Federal Aviation Administration and the U.S.

While these steps are believed to have generally improved security, they
have been expensive and, until fully tested using DOE's vulnerability
analysis approach, their effectiveness is uncertain. With respect to
improved security, implementation of SECON levels 2 and 3 has, for
example, increased the visible deterrence at DOE and NNSA sites by
placing more guards around the sites. Studies and analyses, such as the 7.2
Hour Review, have also resulted in different and less vulnerable storage
strategies for some special nuclear material. DOE and NNSA have hired
additional protective forces and are training them. Finally, some long-
recognized security enhancement projects have received more funding,
such as the construction of a new highly enriched uranium materials
facility at the Y-12 Plant, and the removal of some of the Los Alamos
National Laboratory’s most sensitive materials and equipment to a more
modemn facility at the Nevada Test Site have been accelerated.

At the same time, it has been expensive to implement the increased
SECON measures. DOE and NNSA sites estimate that it costs each site
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from $18,000 to nearly $200,000 per week in unplanned expenditures to
implement the required SECON level 2 and 3 measures. Most of these
expenses result from overtime pay to protective forces.

However, the costs of the higher SECON levels can be measured in more
than just budget dollars. For example, a recent DOE Inspector’s General
report found that the large amounts of overtime needed to meet the higher
SECON requirements have resulted in fatigue, reduced readiness,

retention problems, reduced training, and fewer force-on-force
performance tests for the protective forces.® In addition, the increased
operational costs associated with the higher SECON levels can hinder or
preclude sites from making investrents that could improve their security
over the long term. For example, one site delayed purchasing equipment
for its protective force that would address a known vulnerability because
of the high costs of SECON impl ion. Finally, impl ion of the
protective force response plans outlined in the Secretary’s Qctober 3, 2001,
directive was sharply limited by the lack of available funding, with some
sites estimating it would take from about $30 million to over $200 million
1o implement the directive completely. Moreover, the performance testing
requirements of this directive were y not conducted b of the
already large amounts of protective force overtime required by the higher
SECON levels. The new DBT, however, has replaced this directive.

Other than deterrence, the role of the higher SECON levels in improving
DOE and NNSA physical security is uncertain. Some aspects of the SECON
measures, such as vehicle inspection checkpoints have undergone some
limited testing of their effectiveness. However, the higher SECON level
measures in place at most sites have not been assessed using the
vulnerability assessment tools, such as computer modeling and full-scale
force-on-force exercises, that play such a key role in developing protective
strategies for DOE and NNSA sites. '

Finally, while liaison with other agencies is important, DOE and NNSA site
officials anticipate that terrorist attacks on their facilities will be short and
violent affairs and will be over before any external responders can arrive
on site. In addition, because sarme DOE and NNSA sites are close to
airports and/or major flight routes, they may receive litlle warning of

B4udit Report: of the Dep: s I ive Forees, DOEIG-0602,
Department of Energy Office of the Inspector General, June 2003,
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aircraft attacks and U.S. military aircraft may have little opportunity to
intercept these attacks.

Development of a New
DBT Was Difficult, but
Resulted in a Higher
Threat Level

In the irnmediate aftermath of September 11, 2001, DOE and NNSA
officials realized that the then cwrrent DBT, issued in 1999 and based on a
1998 intelligence community assessment, was largely obsolete. The
terrorist attacks suggested larger groups of adversaries, larger vehicle
bombs, and broader terrorist aspirations to cause mass casualties and
panic than were envisioned in the 1899 DOE DBT. However, formally
recognizing these new threats by updating the DBT has proven difficult.

The traditional basis for the DBT has been a study, known as the
Postulated Threat, conducted by the U.S. intelligence community and
agency security organizations, principally the Department of Defense's
(DOD) Defense Intelligence Agency. However, the new Postulated Threat
was completed about 8 months behind its original schedule and not finally
released until January 2003. According to DOE and DOD officials, this
delay was the result of other post-Sep 11, 2001, d ds placed on
the intelligence community as well as sharp debates among the
organizations involved with developing the Postulated Threat over the size
and capabilities of future terrorist threats and the resources needed to
meet these projected threats.

Given the delay associated with the development of the Postulated Threat,
DOE, ot its own, developed a number of draft threat statements that
culminated in the final May 20, 2008, DBT. These included the foliowing:

December 2001-—Interim Joint Threat Policy Statement. DOE and
DOD worked on this joint draft docurnent but abandoned this effort later
in 2002

January 2002—Interim Implementing Guidance, DOE's Security
Office issued this guidance so that DOE and NNSA programs could begin
to plan for eventual increases in the DBT.

May 2002—Draft DBT. DOE produced its official draft DBT. This was
labeled an inderim product pending the release of the Postulated Threat.

August 2002—2nd Draft DBT.

December 2002--3rd Draft DBT.
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April 2003—4th Draft DBT.
May 2003—Final DBT.

DOE’s Security Office distributed the drafts to DOE and NNSA program
and site offices and invited them to provide comments. DOE's Security
Office considered these corunents and often incorporated them into the
next version of the DBT. DOE'’s Security Office also continued to
coordinate with the other federal organizations that have similar assets,
chiefly DOD and the Nuclear Regulatory Commission.

During the development of DOE’s DBT, debates, similar to those that
occurred during the development of the Postulated Threat, emerged in
DOE and NNSA over the size of the future threat and how much it would
cost to meet the new threat. DOE and NNSA officials from all levels told
us that concern over resources played a large role in developing the 2003
DBT, with some officials calling the DBT the “funding basis threat,” or the
maximum threat the department could afford. This tension between threat
size and resources is not a new development. According to a DOE analysis
of the development of prior DBTS, political and budgetary pressures and
the apparent desire to reduce protective force manpower requirements
appear to have played a significant role in determining the adversary
numbers contained in prior DBTs.

Reflecting the post-September 11, 2001, environment, the 2003 DBT is a
substantially different and more demanding document than previous
DBTs. Key differences from the 1999 DBT include the following:

Increased adversary threat levels. The 2003 DBT increases the terrorist
threat levels for the theft of the department’s highest value assets—special
nuclear material-although not in a uniform way. The 1999 DBT required
DOE and NNSA sites to protect against only one terrorist threat level.
Under the 2003 DBT, however, the theft of a nuclear weapon or test
assembly is judged to be more attractive to terrorists, and sites that have
these assets are required to defend against a substantially higher number
of adversaries than are other DOE and NNSA sites that possess other
forms of Category I quantities of special nuclear material. For example,
the Pantex Plant, which, among other things, bles and di ble:
nuclear weapons, is required to defend to a higher level than sites such
Los Alamos or Y-12, both of which fabricate nuclear weapons components.
DOE calls this a graded threat approach.
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* Specific protection strategies. I line with the graded threat approach
and depending on the type of materials they possess and the kkely mission
of the terrorist group, sites are now required to implement specific
protection strategies, such as denial of access, denial of task, or
containment with recapture for their most sensitive facilities and assets,

« Wider range of terrorist objectives. The 2003 DBT recognizes a wider
range of terrorist chjectives, particularly in the area of radiological,
chemical, and biclogical sabotage. The 2003 DBT requires the
development of protection strategies for a range of facilities, such as some
radioactive waste storage areas, that were not covered under the previous
DBT.

» Increased Complexity. With a graded approach and broader coverage,
the new DBT is a more complex doc than its pred
example, the 1999 DBT was 8 pages long, while the 2003 DBT is 48 pages
Iong.

During the 21 months it took to develop the DBT policy, DOE and NNSA
sites still officially followed the 1999 DBT, although their protective '
posture was ted by impl ting SECON level 2 and 3 measures.
‘While DOE sites under the Office of Envir 1 M

continued to conduct vulnerability assessments and develop Site
Safeguards and Security Plans based on the 1999 DBT, NNSA largely
suspended the development of Site Safeguards and Security Plans pending
the issuance of the new DBT. During this period, however, NNSA did
embark on a new vulnerability assessment process, called Iterative Site
Analysis, at four sites and its Office of Transportation Safeguards. The
Iterative Site Analyses were analytical, tabletop exercises that addresseda
spectrum of potential threats, both within and beyond the threat contained
in the 1999 DBT. Iterative Site Analyses were conducted by independent
and highly skilled security professionals from across the government and
private sector. Most NNSA sites agreed that the Iterative Site Analysis
exercises were valuable, and some sites believe that it gave them a head
start in meeting the requirements of the new DBT. The Office of
Environmental Management is testing this methodology at one of its sites
this summer. DOE's Office of Independent Oversight and Performance
Assurance continued its inspections; however, it initially reduced the
amount of force-onforce performance testing it conducted because of the
high levels of protective force overtime caused by implementation of
SECON level 2 and 3 measures. This Office also planned to begin
performance testing at levels beyond the 1999 DBT, but had done so at
only one site before the 2003 DBT was issued.
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Implementation of the
2003 DBT Will Be
Challenging

Successfully addressing the increased threats contained in the 2003 DBT
will take time and resources, as well as new ways of doing business, sound
i, and | hip. Currently, the department does not have a
reliable estimate for the total cost of fully protecting DOE and NNSA
facilities against the 2003 DBT. While DOE and NNSA officials expect new
resource requirements to vary widely among the sites, neither the current
fiscal year 2003 nor the planned fiscal year 2004 budget includes funds for
implementing the 2003 DBT. DOE and NNSA are currently developing
preliminary cost estimates that could be included in the fiscal year 2005
budget, which is now being formulated; however, the fiscal year 2006
budget will probably be the first to show the full budgetary impact of the
new DBT. DOE and NNSA officials suggest that in order to take earlier
action, they may pursue additional security funding through
reprIc ing and/or 1 tal appropriations,

Once funds become available, most sites esti that it will take from 2
to 5 years to fully implement, test, validate, and refine strategies for
meeting the new DBT requirements. Some sites, particularly those that
benefited from the Iterative Site Analysis, may be able to move more
quickly, and all sites will continue to place priority on improving the
protection of special nuclear material.

DOE and NNSA officials also recognize that they will have to change how
they perform the physical security mission. A DOE 1999 report and a 2002
NNSA report, this time reinforced by the September 11 attacks, called for
changes in the way the department approaches physical security.’ These
changes will be even more important now that the 2003 DBT has been
issued. DOE and NNSA are seeking to

develop and employ new technologies;
accelerate the design and construction of new facilities;
better utilize existing facilities;

purchase adjacent public lands, close public roads and/or build bypass
roads around key facilities to restrict public access; and

*4 Context and Strutegy for Action: A Synthests of the Special Security Review for BOE
b ive M Dt ber 1998; A Security Avchitecture for NNSA: A Proposed
Framework for Plonving end Monaging Security, May 23, 2002
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consolidate special nuclear material and close unneeded facilities.

DOE and NNSA have taken some steps in these directions, but will have to
accomplish more to meet the post-September 11, 2001, security challenges.
For example: ’ .

Developing and Employing New Technologies. Security at many DOE
and NNSA sites is a manpower-intensive activity. Adding additional
protective forces to facilities is a flexible, effective, but ultimately
expensive way of providing additional security. DOE's Security Office has
funded a technology development and assessment program and NNSA. is
initiating its own program in fiscal year 2004; however, the amount, of
funds devoted to these activities has been limited. The use of technology
in areas such as communications, weaponry, intrusion detection, and
better computer modeling offers the promise of more effective security at,
ultimately, lower costs.

Accelerating the Design and Construction of New and Better
FProtected Facilities. It is difficult, expensive, and sometimes impossible
to retrofit existing facilities to meet more demanding physical secirity
requirements, such as those identified in the 2003 DBT. It is far better to
make security an integral part of the design of a new facility. For exarple,
DOE estimated that a new facility built to centrally store special nuclear
material would have very steep up-front costs of $2.5 to $4 billion, but
‘would pay for itself in 4 years because of savings from reducing the
number protective forces and reducing costs for safeguards and security
maintenance, While DOE is not currently planning for such a facility, it is
now designing or constructing a namber of new facilities at several sites
that will be better protected than existing facilities, although their level of
protection against the 2003 DBT is uncertain. One of these new facilities,
the highly enriched uranium materials facility at the Y-12 plant, may be
completed as early as fiscal year 2008.

Better Utilization of Existing Facilities, DOE and NNSA had made
some progress in this ares, even before September 11, 2001. For example,
the old K Area Reactor at the Savannah River Site, a massively constructed
building already outfitted with physical security systems, was converted to
an interim plutonium storage facility and is currently accepting shipments
of plutonium from Rocky Flats. In addition, planning is underway to move
sensitive equipment and materials from Technical Area <18 at Los Alamos
t0 the more modern Device Assembly Facility at the Nevada Test Site.
However, this move is expected to cost $130 million and not be completed
until fiscal year 2009,

Page 17 GAO-03-896TNI DOE/NNSA Physical Security
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Purchasing Adjacent Public Lands, Closing Public Roads and/or
Building Bypass Roads Around Key Facilities to Restrict Public
Access. A number of sites are bisected or adjacent to public roads and
areas. Public access to these roads and areas has been restricted since
September 11, 2001, and more permanent measwres arebeing |
implemented or studied at sites such as Pantex, Lawrence Livermore, Los
Alamos, and Y-12.

Closing Unneeded Facilities and Consolidating Special Nuclear
Material. DOE’s Office of Environmental Management has long had the
goal of closing unneeded facilities and consolidating special nucl
material. The Office of Envirc g M has 1y proposed
accelerating the deadline from 2016 to 2006 for moving Category I special
nuclear material from Hanford and Rocky Flats to its Savannah River Site.
At Savanmah River, materials will ultimately be disposed of or transferred
to other program offices, such as NNSA and DOE'’s Nuclear Energy
Program. The Office of Envir al M pects that all
Category I special nuclear material will be reraoved from Rocky Flats by
the end of the summer, 2003.

In closing, it will be 2 challenge for DOE and NNSA o deal with the post-
September 11 security threats. DOE and NNSA have been providing
physical security for over 50 years; however, given the materials and
assets they possess, physical security at DOE and NNSA facilities cannot
afford to fail, even once.

Meeting these challenges will require DOE and NNSA to provide sustained,
sound it for their safe ds and security programs. This is
particularly frue for NNSA because it is the enduring steward for the
nation's special nuclear material and is responsible for ensuring that the
nation’s nuclear weapons are safe and reliable.

Equally important DOE and NNSA must exercise strong, sustained, and
high-level leadership in providing for safeguards and security. Security
officials often told us that the department has a history of alternating
periods of inattention and attention to security. In the post September 11,
2001, environment, the stakes are too high to allow such lapses in the
future.

Mr. Chairman, this concludes my testimony. I would be happy to respond
to any questions you or Members of the Subc i ay have.
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For further information on this testimony, please contact Robin M.
GAO Contact and Nazzaro at (202) 512-3841. James Noel, Jo’naman Gill, Chris Pacheco,
Staff Andrea Miller, Chris Abraham, and Jill Berman also made key
Acknowledgments contributions to this testimony.

(360354) Page 19 GAO-03-896TNI DOE/NNSA Physical Secority



30

GAO’s Mission

The General Accounting Office, the audit, evaluation and investigative arm of
Congress, exists to support Congress in meeting its constitutional responsibilities
and to help improve the performance and accountability of the federal
government for the American people. GAQ examines the use of public funds;
evaluates federal programs and policies; and provides analyses,

reci dations, and other assk ce to help Congress make informed
oversight, policy, and funding decisions. GAQO's commitment to good government
isreflected in its core values of accountability, integrity, and relisbility.

Obtaining Copies of
GAO Reports and
Testimony

The fastest and easiest way to obtain copies of GAO documents at no cost is
through the Internet. GAO's Web site (www.gao.gov) contains abstracts and full-
text files of current reports and testirnony and an expanding archive of older
products. The Web site features a search engine to help you locate documents
using key words and phrases. You can print these documents in their entirety,
including charts and other graphics.

Each day, GAO issues alist of newly released reports, testimony, and
correspondence, GAQ posts this list, known as “Today’s Reports,” on its Web site
daily. The list contains links to the full-text document files. To have GAQ e-mail
this list to you every afternoon, go to www.gao.gov and select “Subscribe to daily
E-mail alert for newly released products” under the GAO Reports heading,

Order by Mail or Phone

The first copy of each printed report is free. Additional coples are $2 each. A
check or money order should be made out to the Super

GAQ also accepts VISA and Mastercard. Orders for 100 or more ocpxes mailedtoa
single address are discounted 25 percent. Orders should be sent to:

U.8. General Accounting Office
441 G Street NW, Roorm LM
‘Washington, D.C. 20548

To order by Phone:  Voice:  (202) 512-6000
TDD: (202) 512-2537
Fax: (202) 512-6061 .

To Report Fraud,
Waste, and Abuse in
Federal Programs

Contact:

Web site: www.gao.gov/iraudnetfraudnet.hiro
E-mail fraudnet@gao.gov
Automated answering system: (800) 424-5454 or (202) 512-7470

Public Affairs

Jeff Nelligan, managing director, NelliganJ@gao.gov (202) 512-4800
U.S. General Accounting Office, 441 G Street NW, Room 7149
Washington, D.C, 20548

PRINTED ON é% RECYCLED PAPER



31

Mr. TURNER. Mr. Noel. I am sorry. Mr. Podonsky.

Mr. PoDONSKY. Thank you, Mr. Chairman, for inviting me to tes-
tify today.

My Office of Independent Oversight and Performance Assurance
is responsible for evaluating the Department’s environment, safety,
and health, safeguarding the security and cyber security programs
at the Department. We report directly to the Secretary of Energy
and have no responsibilities for either managing DOE sites or de-
veloping policy. Consequently, we perform assessments independ-
ent of the programs and provide unbiased information to the Sec-
retary, the NNSA Administrator and other DOE line managers.

My testimony today will focus on the current status of security
programs at nuclear weapons production sites and the national
weapons laboratories.

It is important to note that some of the current problems in the
DOE security program are driven by events that occurred in the
mid-90’s when budgets for security were cut significantly. These
cuts resulted in reductions in protective forces and decisions not to
upgrade or replace security hardware. In the 1998 timeframe, inde-
pendent oversight reviews, and other external assessments re-
vealed that the security cuts had gone too far at some sites; protec-
tion effectiveness was not where it needed to be. At DOE’s direc-
tion, sites began rebuilding their protection programs.

The tragic events of September 11 happened at a time when
DOE was still rebuilding its protection programs. Since then, DOE
has increased security through a number of measures and has re-
assessed the design basis threat. However, these represent only the
first steps in enhancing DOE security.

Historically, many roles and responsibilities for security have
been unclear in some areas and too fragmented for effective oper-
ation in others. Secretary Abraham and Ambassador Brooks are
addressing the overall management structure for security, but
much remains to be done before DOE has a coherent management
structure in place to support an effective corporate approach to se-
curity.

Our assessment of the current security posture is based on in-
spections we have conducted during the past 2 years, which include
most major NNSA sites and laboratories. Our inspections include
extensive performance testing. For example, we have been conduct-
ing much more aggressive large-scale force-on-force performance
tests of physical security using our own adversary team for years.
The September 11 events prompted us to redouble our efforts.
Since then we have substantially increased the number of tests we
perform and strengthened our adversaries team by adding real-
world experts and rigorous training.

At the direction of Secretary Abraham, we are initiating a DOE-
wide review of protective force operations to assess the current ef-
fectiveness of post-September 11 enhancements. Our inspections
and performance tests have documented some positive aspects, as
well as a number of weaknesses, some of which are long-standing
and require substantially more attention.

On the positive side, many improvements have resulted from the
increased security measures put in place following September 11.
DOE sites have hired more protective force personnel and in-
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creased the number of protective force members on duty at any
given time. They have added additional barriers and hardened
fighting positions. Classified cyber operations have also been made
more secure.

Additionally, Secretary Abraham personally directed that the de-
sign basis threat be further strengthened after it was submitted for
his review. The final design basis threat, which was issued May 20,
provides the basis for establishing and assessing protection effec-
tiveness at DOE sites.

Notwithstanding these positive aspects, our inspections have also
documented a number of weaknesses. The recent hire of additional
protective force personnel has been responsive to the heightened
security levels. However, DOE sites continue to rely on the use of
overtime until new hires are cleared and trained to perform their
duties. As a result, protective force personnel testing and training
have been reduced or deferred because existing manpower is
stretched to the limit.

DOE sites have primarily responded to the need to enhance secu-
rity by using manpower-intensive measures. More effective solu-
tions can be gained by enhancing the integration of manpower and
technology through increased use of barriers and force multipliers,
consolidating security assets, improving manpower deployment to
protect vital assets, and making greater use of performance tests.

It is clear that every site has increased its level of protection in
response to the September 11 attacks. However, few of these en-
hanced protection schemes have been fully performance-tested or
formally evaluated.

Unclassified cyber security continues to be a challenge for many
sites. There are recurring deficiencies regarding controls of foreign
nationals on DOE computer systems. Additionally, some sites have
not fully recognized or addressed the risk associated with the pro-
liferation of wireless computer technology. Weakness in feedback,
in improving the process and clarity of security roles and respon-
sibilities are long-standing concerns within both the DOE line and
contractor organizations. Progress in these areas has been incon-
sistent and sporadic.

The NNSA reorganization places increased responsibility onsite
offices. However, at this time, not all sites have the staffing and
expertise necessary to fully and effectively discharge their security
oversight responsibility. The Secretary, Deputy Secretary and
NNSA Administrator have placed significant emphasis on reor-
ganizing the management structure to clarify responsibilities and
increase accountability. They have demonstrated personal involve-
ment in enhancing security after September 11 and in response to
the very recent security lapses. The current efforts are promising,
but need significant continued attention and evaluation to ensure
that the intended improvements are realized at the field level.

In closing, the Department is making some progress, but much
more work is needed to upgrade and vigorously test site programs
to meet the new design basis threat, to crystallize security-related
roles and responsibilities throughout the Department, and to apply
program and performance feedback in continuously improving our
overall security posture. The strong and aggressive focus of the
Secretary and the NNSA Administrator must be sustained in order
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to satisfy the increasingly complex and continually changing secu-
rity challenges that face the DOE and our Nation.

Thank you.

Mr. TURNER. Thank you.

[The prepared statement of Mr. Podonsky follows:]
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Introductory Remarks

Thank you, Mr. Chairman, for inviting me to testify today. My office — the Office of
Independent Oversight and Performance Assurance ~ is responsible for evaluating the
Department’s environment, safety, and health; emergency management; cyber security; and
safeguards and security programs. We report directly to the Secretary of Energy and have no
responsibilities for managing DOE sites or for developing policy. As a result, we are able to
perform independent assessments of the effectiveness of programs and provide unbiased
information to the Secretary and DOE line managers.

In the area of security programs at nuclear weapons complex facilities, we perform regular
inspections of all DOE sites that have special nuclear materials and classified information related
to the nuclear weapons programs, including all NNSA sites. We inspect the sites against DOE
requirements, including the DOE design basis threat policy. However, we also examine the
effectiveness of DOE policy in providing protection for our national assets and from time to time
identify opportunities to improve DOE security policies.

The focus of my testimony today will be on the current status of security programs at the nuclear
weapons production facilities and the national laboratories that design nuclear weapons.
However, a brief review of the evolution of the security program is necessary to place the proper
context on current security programs. DOE first established an Independent Oversight program
twenty years ago. At that time, DOE security systems were in very bad shape. Some nuclear
facilities did not even have functional intrusion alarm systems. Protective forces were
understaffed, poorly trained, poorly conditioned, and poorly managed. DOE sites were not able
to defeat the threat in many cases, as evidenced by numerous performance tests conducted by
Independent Oversight and other groups. Recognizing the inadequate levels of security, during
the late 1980s, DOE invested close to a billion dollars in improved physical security systems and
protective force training. These investments resulted in dramatic improvements in security.
However, at several sites, the alarm systems installed 15 years ago are at or near the end of their
expected life, and now require extensive maintenance and/or replacement.

During the mid-1990s, budgets for security were reduced significantly at most DOE sites from
the high levels required to improve our security posture to a steady-state level, and as part of a
widespread effort to more efficiently manage overhead costs. These reductions were a result of
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the end of the Cold War and an increased focus on environment, safety and health programs.
The impact of these changes caused significant reductions in protective forces and decisions not
to upgrade or replace security hardware. In most cases, sites compensated for the smaller
number of protective force personnel by consolidating nuclear materials into fewer areas and
other means, such as more use of electronic access control systems to replace guards. Inthe
1998 timeframe, Independent Oversight reviews and other external assessments revealed that the
security reductions at a number of sites had gone too far—the protection effectiveness was not
where it needed to be. However, we are not implying that sites had reached the poor levels of
security that were evident in the early 1980s. However, the cost cutting measures went too far
and the protection effectiveness was not where it needed to be. At DOE’s direction, sites began
to rebuild their protection programs including additional personnel, better equipment, and
increased training. However, the ramifications of the reductions in the security budgets took
several years to overcome, considering the time needed to obtain budget approval for new
protective personnel, obtain security clearances, get personnel trained, and test and fine tune
response plans.

Another important trend that has impacted security is the proliferation of computers, electronic
data files, and the Internet. DOE experienced a numiber of security lapses in the late 1990s
involving classified or sensitive information, such as the well-publicized loss of the hard drive at
the Los Alamos National Laboratory. Many of these security lapses were partially attributable to
the fact that DOE policies and practices in the cyber security arena did not always keep pace
with changing technology. Independent Oversight has made cyber security a major focus area
for over five years now, and DOE took a number of important steps to enhance policies and
practices in the protection of information.

The tragic events of September 11, 2001 happened at a time when DOE was still rebuilding its
protection programs. DOE, like everyone else, took 9-11 as a wake up call. Since then, DOE
has increased security through a number of measures, and has additionally reassessed the design
basis threat. However, these represent only the immediate first steps in enhancing DOE security.
Historically, roles and responsibilities for security have been unclear in some areas and too
fragmented for effective operation in others. Secretary Abraham personally directed that the
DOE design basis threat be strengthened. The design basis threat, which was issued May 20%,
provides the basis for establishing and assessing protection effectiveness at DOE sites. Secretary
Abraham and Ambassador Brooks are addressing the overall management structure for security,
but much remains to be done before DOE has a coherent management structure in place to
support an effective corporate approach to security.

Independent Oversight Approach and Recent Actions

Our assessment of the current status is based on the inspections that we have performed in the
past two years. Since 9-11, Independent Oversight has conducted reviews at all major NNSA
production sites and weapons laboratories with the exception of Sandia National Laboratories
and the Nevada Test Site. We are currently performing a limited scope review at Sandia
National Laboratories and will conduct a comprehensive inspection this fall. 'We plan to inspect
the Nevada Test Site in the near future, after we complete a DOE-wide review of protective
forces, which was directed by Secretary Abraham. During that time, we have also conducted
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inspections of four other non-NNSA sites that have significant quantities of nuclear material and
classified information.

Our inspection process has always included assessments of the effectiveness of physical security,
including alarm systems, protective forces, training and equipment, and information security
including protection of documents and electronic data. We also look at protection program
planning, including the site vulnerability assessments, to include the effectiveness of contractor
and line management feedback and improvement programs to include the contractor self-
assessments and the DOE field element survey programs.

Unlike most inspection programs, Independent Oversight has always made extensive use of
performance tests in all areas that we assess. These tests range from relatively straightforward
tests of the calibration of security systems, such as intrusion alarms and metal detectors, to large
and complex tests of the integrated effectiveness of security systems using engagement
simulation systems, more commonly known as MILES gear. We do extensive testing of cyber
security systems using the same techniques that hackers use. We have demonstrated our
capabilities to Congressional committee members on past occasions and have established a cyber
security laboratory that allows us to continually develop and modify our techniques to keep pace
with changing technologies and ever-evolving hacker methods.

Although we have been conducting large-scale force-on-force performance tests using the DOE
Composite Adversary Team for over 15 years, the 9-11 events prompted us to redouble our
efforts in this important area. Since 9-11, we have substantially increased the number of tests we
perform. We have also increased the skills and the amount of specialized training of our
Composite Adversary Team to include terrorist tactics and advanced training used by the U.S.
Special Forces and foreign special operations units. We have also increased our organizational
capability to perform effective tests by obtaining specialized expertise from nationally
recognized experts in tactical operations and counter terrorism.

OA has also supported the development of the revised design basis threat. Other DOE
organizations have responsibility for the revised design basis threat and will discuss its status.
Independent Oversight is now considering how it will perform performance testing under the
new design basis threat.

Current Status of Security at the Department of Energy
Based on our inspections and performance tests, I will now provide a brief overview of the status
of security programs across the DOE nuclear weapons complex.

Starting out with some generally positive aspects:

e Asaresult of the increased security measures put in place following the attacks of September
11, 2001, DOE sites have significantly increased the level of security. They have increased
the number of protective force members on duty at any given time and have further limited
routine access to key areas of the sites. To accommodate the increased workload, many sites
have hired and continue to hire additional personnel for their protective forces. They have
also added additional barriers and hardened fighting positions.
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The classified cyber security program is maturing. After experiencing a number of problems
with complex issues of protecting classified information on computer networks, DOE’s
performance has been steadily improving in this area for the past several years. Our
inspections have found only minor issues within this program in recent inspections.
However, we have seen examples of backsliding and complacency, and will continue to
focus on this important area.

Our inspections have also indicated that the protection afforded classified documents is
generally consistent with national policies. Protection of classified non-nuclear parts, such as
the electronic components of nuclear weapons, has greatly improved but still needs continued
atfention to ensure that interim measures are replaced with permanent solutions. In addition,
DOE has established some more stringent requirements for certain higher priority assets
(such as electronic media with particularly sensitive information) in recent years. Our
inspections indicate these new requirements are an improvement but implementation is not
yet uniformly effective.

Notwithstanding these positive aspects, significant work remains and our inspections have
identified a number of weaknesses that need additional attention:

The recent hiring of additional protective force personnel and the heightened security levels
has created an interim set of problems. New protective force members have received
mandatory training and testing (e.g., physical fitness and firearms) but the security clearance
process has significantly delayed the deployment of these newly hired protective force
members. Some sites have also had to defer critical performance tests because manpower is
stretched to the limit.

DOE sites have primarily responded to the need to enhance security post 9-11 by using
manpower intensive measures. While appropriate as an interim solution, additional attention
is needed to establish and implement more effective solutions by enhancing the integration of
manpower and technology, more effective barriers, further consolidation of security assets,
and extensive performance testing to ensure system effectiveness.

Unclassified cyber security continues to be a challenge for some sites. While most sites have
robust protection of their unclassified networks against both external and internal attack,
some sites have not adequately addressed certain threats such as the potential for an
authorized user to elevate his access privileges to gain access to potentially sensitive
information on the network. We have noted recurring deficiencies with the adequacy of
controls for foreign nationals on DOE computer systems; there are instances where sites did
not have sufficient controls to ensure that the ability of foreign nationals to access
information was thoroughly reviewed and controlled. In addition, some sites have not fully
recognized and addressed the inherent risks associated with the recent proliferation of
wireless technology in computer systems.

The recent NNSA reorganization has the potential to streamline and clarify security
responsibilities, and we have noted some recent improvements in this area. However, the
new site offices do not yet have the staffing and expertise to be able to effectively discharge
their responsibilities in the security oversight arena.
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+ Weaknesses in feedback and improvement processes are a long-standing concern, both
within the DOE line and contractor organizations. Effective contractor self-assessments are a
foundation to the ongoing effectivencss of sceurity programs. QA inspections indicate that
some aspeets of contractor self-assessments are improving but there are often weaknesses in
corrective action management processes, including insufficient root canse analysis. Asa
result, deficiencies recur. Similarly, on the DOE line management side, the reviews are not
always sufficiently rigorous and do not include sufficient performance testing in some areas.
The near-term staffing and expertise issues associated with the NNSA reorganization
exacerbate these weaknesses.

¢ Protection strategies and effectiveness will need to be reevaluated when the revised design
basis threat is fully implemented. DOE sites’ vulnerability assessments have largely been
conducted using the previous design basis threat or been deferred until a new design basis
threat was prepared. Similarly, the force on force performance testing conducted by
Independent Oversight has been conducted using the old threat in most cases. While it is
clear that every site has increased its level of protection in response to the September 11,
2001, attacks, few of these enhanced protection schemes have been fully performance tested
or subjected to quantitative vulnerability analysis to assess their effectiveness under the
current concept of the threat, because the new threat policy had not been published.
Therefore, the determination of whether the current programs are sufficient has largely been
deferred until the new design basis threat was published.

The weaknesses in feedback and improvement and clarity of security roles and responsibilities
are longstanding and have been identified on many past inspections. Progress in these areas,
however, has been inconsistent and sporadic. We believe that well defined responsibilities and
effective feedback programs are the fynchpin to effective security programs.

The Secretary, Deputy Secretary, and the NNSA Administrator are placing significant emphasis
on reorganizing the management structure to clarify responsibilities and increase accountability.
They have demonstrated personal involvement in enbancing security after 9-11 and in response
to recent security lapses. For example, the Administrator for the NNSA personally requested
that we perform an accelerated review at Sandia to address concerns with protective force
operations. The current efforts are promising but significant continued aftention and evaluation
1s imperative to ensure that they are sustained and the intended improvements are realized at the
field level.

Closing Remarks

In closing, much has been accomplished but much more work remains to be done. This is
especially true considering the more stringent design basis threat and to ensure that longstanding
weaknesses in rele and responsibilities and feedback programs are fully addressed. The recent
strong and aggressive senior management focus on security will result in program improvements,
but this effort will need to be sustained to address the challenges DOE faces.
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Mr. TURNER. I would acknowledge that Mr. Dennis Kucinich
from Ohio and Mr. Ron Lewis from Kentucky have joined us. And
we will begin our questions with the 5-minute round, and our first
questions will be asked by Mr. John Duncan of Tennessee.

Mr. DuNcaAN. Well, thank you very much, Mr. Chairman. Just a
little less than a month ago, the Knoxville News Sentinel had a
story under the headline DOE “Again Thumbs Nose at External
Safety Regulation,” and the story says—this is not a new story, of
course—critics have skewered DOE’s self-regulating status for
years, and the GAO has issued regular reports showing how exter-
nal regulations would improve safety accountability and, for God’s
sake, save money too.

In its newest finding, they said shifting down regulation could
save DOE as much as $41 million annually; and in its response,
the DOE questioned cost estimates and the quality of GAO’s re-
search data.

The GAO counters with this biting conclusion that at this point,
with the analysis undertaken on this issue over the years, it seems
to us that philosophical opposition rather than data limitations is
the main stumbling block to the Department’s shift to external reg-
ulation. Indeed, same song, slightly new verse.

Is that an accurate story, Ms. Nazzaro, and would you care to
comment on that? And then I will ask Mr. Podonsky if he wants
to say something.

Ms. Nazzaro. I would say, yes, it is an accurate story. I mean,
GAO does stand by our analysis as far as the dollar savings, which
was the only thing that was disputed.

Mr. TURNER. Ms. Nazzaro, could you please come a little closer
to the mic so we can all hear you.

Ms. NAzzArRO. We have reported, as you said, for years on the
benefits of external regulation. We continue to be supportive of that
concept. And this was the first year that we had done some com-
parison as far as potential dollar savings, and have compared it
against a pilot project actually that was done using data from an-
other agency; and we stand by those numbers.

Mr. DUNCAN. Mr. Podonsky.

Mr. PODONSKY. Congressman, I would have to defer that answer
to the Department for a response. Since we do an independent
oversight of the Department, we have not actually looked at what
the effects would be if there was an external regulator.

Mr. DuNcAN. Let me ask you this. The NNSA was created in
March 2000, and that was 1% years before the events of Septem-
ber 11. What was accomplished in that 1Y% years? You said some-
thing about shifting management and so forth. Was nothing done?

And then this DBT thing, design basis threat. I have to say who-
ever came up with that sure came up with a bureaucratic title. But
it took 2 years to issue this DBT. Why did that take so long? And
what were we not doing before in regard to security that we are
doing now?

Can either one of you answer some of these questions?

Ms. Nazzaro.

Ms. NAZZARO. I can start.

There was a previous design basis threat document. This isn’t a
new document within the Department. There was a design basis
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threat document that was developed in 1999 based on a 1998 as-
sessment. This was an updated one based on the events of Septem-
ber 11.

DOE decided it needed to update the prior design basis threat.
What it addresses is

Mr. DuNcaN. Even though we had a report out in 1999, it took
them 2 years to come up with a report after September 11?

Ms. NazzARO. Correct. There were disagreements on the course
it was going to take, what level of risk DOE was willing to take,
and what exactly the threat was.

What the new design basis threat document lays out is the level
of risk and the level of threat, what is the threat as far as an ad-
versary; and there was disagreement within the Department on
what that threat would be.

Mr. DuNncAN. Well, I know from living near Oak Ridge there has
always been security out there. And what I am wondering about
is, you know, we have this report you said came out, this DBT re-
port came out in 1999 and then now we have an updated one.

What I am wondering about is, what are we doing now?

Part of what I am wondering about is, what are we doing now
that we weren’t doing before all these reports have come out? What
changes have been made?

Mr. PODONSKY. I might be able to answer that, Congressman.

Mr. DuNcaN. OK, go ahead, Mr. Podonsky.

Mr. PobpONSKY. The difference between the old design basis
threat [DBT], and the new one, without going into classified, the
numbers have changed, “numbers” meaning what the Department
is protecting against, to be more realistic with real events today.
It formalizes the

Mr. DuNcAN. When you say “the numbers have changed,” are
you talking about the numbers of security personnel?

Mr. PopoNSKY. No, sir. We are talking about the design basis
threat as a tool by which security is focusing on what it is protect-
ing against, so how many adversaries do you need to protect
against?

Mr. DuNcAN. I see.

Mr. PODONSKY. Because various threats would require different
numbers. And part of this is truly for economics as well as security.
You can make something so secure that you don’t function any
longer.

Mr. DUNCAN. Right.

Mr. PODONSKY. So there has to be a balance between your mis-
sion as well as security. And what the new DBT did, it formalized
increased numbers, considering what we all saw on September 11,
and it also formalized protection requirements against radiological
dispersal as well as dispersal of chemical agents. So it took a look
at other threats that were not previously considered under old regi-
mens.

Mr. DUNCAN. All right.

Well, T have some more questions, but my time is up for this
round, so I yield back.

Mr. TURNER. Mr. Kucinich.

Mr. KucinicH. Thank you very much. I have some questions for
Mr. Podonsky.
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According to information from the Department of Energy, the
National Nuclear Security Administration in 2003 estimates that
they will spend $7.9 billion for their work. Is that correct?

Mr. PoDONsSKY. You would have to ask the NNSA. I have no
knowledge of what they would be spending.

Mr. KuciNnicH. OK. Do you want to tell me about the work of
your department, specifically in relationship to this program?

Mr. PopoNsKY. My office, Congressman, is responsible to the
Secretary and the NNSA Administrator for evaluating environ-
ment, safety, and health, safeguards and security, the cyber secu-
rity, the emergency management programs at the Department. We
evaluate them against their requirements, but we performance test
them to make sure that they are doing what they are funded to do.

For example, in the security area, we test the security forces. We
look at material control accountability. We look at classified and
unclassified cyber security. We look at personnel security. We look
at all the aspects of the performance of the DOE and the NNSA.
And then we report on that to both the inside of the Department
and also to interested committees up here on the Hill.

Mr. KuciNIicH. Now, there are watchdog groups, such as the
Project on Government Oversight, that has alleged that force-on-
force and simulated tests of nuclear facilities are dumbed down to
show that security forces are adequately prepared to meet the
threat. For instance, it’s been alleged that security forces are given
the time and, in one reported instance, even the plan of attack.
Attackers are placed under artificial constraints to slow them down
or otherwise limit their capabilities.

As part of your work on this project or from your experience
doing other work, have you seen this happen?

Mr. PODONSKY. The answer to that is, in some cases, yes, we
have seen where it has been questionable—in the past, this past
year—questionable whether scenarios were shared or not shared.
The reality, however, is, today I would say that we have not seen
dumbed-down tests. On the contrary, we have seen very aggressive,
including our own very aggressive force-on-force exercises.

The thing that is important to realize——

Mr. KucINICH. Can you say when you have seen those? Have you
personally witnessed that or have you personally

Mr. PODONSKY. I have only heard accounts of those back in the
1997-1998 timeframe.

Mr. KUCINICH. So you don’t know from your own experience?

Mr. PODONSKY. In terms of dumbed-down testing?

Mr. KucCINICH. Right.

Mr. PODONSKY. No, sir.

Mr. KuciNICH. Do you know from your own experience about the
quality of testing right now?

Mr. PODONSKY. Yes, I do.

Mr. KuciNICH. Do you think the DOE has determined the design
basis threat based on actual threat to the facilities; or is it influ-
enced by budgetary constraints?

Mr. PODONSKY. We believe that the design basis threat today is
a very aggressive, robust threat statement. We do have two con-
cerns that I will be happy to talk about under closed classified ses-
sion. But overall we think, given today’s threat in the world, the
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DOE has a very high mountain that it has created, and we think
it is very appropriate.

Mr. KuciNicH. Thank you.

Mr. Chairman, I have here a copy of an attachment that includes
a Department of Energy budget. I think it would be interesting for
the people of this country to know that nearly $8 billion is esti-
mated to be spent on the National Nuclear Security Administra-
tion, and that environmental management, which doesn’t include a
certain amount of cleanup, is scheduled to be about $7 billion—nu-
clear waste disposal, about $591 billion—or million.

When you look at this overall budget, Mr. Chairman, there is a
question that just needs to be raised in the context of this hearing,
and that is the policy of our government with respect to building
nuclear weapons in the first place. And while this is about the
threat that derives from having produced such weapons, it appears
that the weapons that we are producing, far from being a threat
to other nations, end up being a threat to ourselves. Just a little
thought for today.

Thank you.

Mr. TURNER. Mr. Lewis.

Mr. LEwis. Thank you Mr. Chairman. Ms. Nazzaro and Mr.
Podonsky, how adequately staffed are DOE and NNSA for insur-
ance safeguards and security at the nuclear weapons complex sites?

Ms. NAZzZARO. In regards to staffing, the issue we looked at was
staffing as it relates to oversight, and that’s where we found that
there was a deficiency as far as capabilities to conduct oversight of
the contractors. DOE’s response has been that it will use this vir-
tual organization whereby they would use individuals from other
locations to conduct oversight.

However, we do have concerns that the staffing certainly is inad-
equate, and they do have a number of vacancies that need to be
filled. But we looked at it only in that aspect.

Mr. LEwis. Thank you.

Mr. Podonsky, what are DOE and NNSA doing about the staffing
problem?

Mr. PoDONSKY. To the NNSA and DOFE’s credit, they have in-
creased the personnel in terms of security guard force, which was
very important.

Relative to staffing at the sites for, as Ms. Nazzaro was talking
about the self-assessment oversight, the programmatic oversight,
they are taking a very rigorous approach to try and find more staff.

We fully agree with the GAO from an independent oversight per-
spective, that there is a need, a very serious need, at all the site
offices to beef up the staffing with qualified, capable folks to over-
se{) the contractors, as well as the contractors to oversee them-
selves.

Mr. LEwis. And what’s the problem in getting the staffing up to
par, finding qualified people? Or what’s the problem?

Mr. PopoNsKy. Well, you would have to ask the NNSA or DOE
directly. But I would give you our opinion from independent over-
sight which is, there are a lot of competing concerns for security
in the country today and it is very difficult. I know in my own orga-
nization to maintain and keep very highly qualified national-level
experts in the security business and to attract them into govern-
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ment service is quite difficult because the salaries are not nec-
essarily as attractive as they are in the private sector.

Mr. LEwis. OK. Thank you.

I yield back my time. Thanks.

Mr. TURNER. Mr. Chairman.

Mr. SHAYS. I thank you all for being here. Let me ask you, Ms.
Nazzaro and Mr. Podonsky, how do you define adequate security?
And let me just say, we are talking about security in our labs, our
production facilities, our test sites, and the closed-down environ-
mental sites.

And how would you define adequate security?

Mr. PODONSKY. It’s very

Mr. SHAYS. And maybe in your answer you can tell me the dif-
ferent kinds of security we’re talking about.

Mr. PopONSKY. Well, at the Department of Energy, security has
been a focus through various ebbs and flow in time. Back in the
1970’s, it was heavily focused on security and there were changes
that were made.

In the 1980’s, safety was focused on. In the 1990’s, more safety.
And then, of course, post-September 11, security was focused on
again.

And I would just tell you that adequate security really depends
on what is being protected. And from our standpoint, the Depart-
ment, now more than ever, is focusing on providing appropriate se-
curity while still trying to maintain its mission.

If you talk to security professionals, they would give you an an-
swer that may be unacceptable in terms of what type of budgets
would have to be spent to provide the adequate security that they
may need.

It’s similar to what TSA is going through at the airports. How
many security screeners do you need? What’s appropriate for what
you’re trying to do? And the airlines will tell you that they’re trying
to make sure the passengers make it to the airplanes on time.

In the Department of Energy, we have different sites, different
categories of protection, and the security and the design basis
threat that we've talked about here is tailored to meet those needs.
Again, I would say that the adequacy is difficult to pinpoint be-
cause it changes, dependent on what the target is and what you’re
trying to protect and what your mission is.

Ms. NazzArRO. Without getting into any classified information,
what we would look at are two levels: One, there are a number of
assessments that are performed to look at the adequacy of security,
both surveys and surveillance that DOE uses; and we would expect
that those would be clean assessments, you know, and that any ac-
tion plans that were identified as a result would be addressed.

Second, they do identify a level of risk. And DOE does have var-
ious levels of risk, and we would expect those to be at the lowest
level, as set out in DOE’s policy.

Mr. SHAYS. Tell me, if we don’t have adequate security, what are
the potentials that could be used by governments, their spy net-
works or by terrorists, to—I want to know why this matters.

It may seem obvious, the question, but I want someone to articu-
late it. Why does all this matter?
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Ms. NAzzARO. Well, there are certainly a number of threats—I
mean, one being theft of nuclear weapons and/or materials; also,
sabotage at the sites themselves. Certainly, within a terrorist envi-
ronment, you’ve got people who are willing to die to go and actually
detonate these at the sites.

Mr. SHAYS. But just going from your response, we're talking
about the potential that someone could actually get a nuclear
weapon; is that correct?

Ms. Nazzaro. Correct.

Mr. SHAYS. We're talking about the fact that they could get
weapons grade material?

Ms. NazzAro. Correct.

Mr. SHAYS. We're talking about the fact that they could come on-
site and sabotage the sites?

Ms. Nazzaro. Correct.

Mr. SHAYS. And we’re also talking about the fact that they could
potentially cause a radioactive catastrophe or a nuclear explosion?

Ms. NAZzARO. At the sites. Correct.

Mr. SHAYS. Yes. So that’s why we care about this?

Ms. NAZZARO. Yes, sir.

Mr. SHAYS. We're also concerned with countries, other countries
getting the technology that, in many cases, they may not have at
all, or that they may be 10 or 20 years behind us. Is that also a
factor?

Ms. NAZZARO. Yes.

Mr. SHAYS. OK.

When you did this report, I was—some of it seems—I don’t want
to say “technical” in that sense; I want to say that I was wondering
if we were swallowing camels and straining out gnats. When DOE
looks at this, do they—is their response to you that—you know
what? I will come back. After you've had your round, I'll come back
for my round. I want to followup on this question, and my time is
up.

Ms. NAazzaro. OK.

Mr. TURNER. Thank you, Mr. Chairman. I think it is very impor-
tant that you were asking the question, why does this matter, be-
cause if you look at the report that we have in front of us, it cer-
tainly does not reflect the—I think, what people in our country
would consider the severity of the issue or the attention level that
this deserves not just as a threat to Americans, but the possibility
of the threat to others of technology, of even other countries being
threatened by materials that we have through individuals that
might seek them.

In looking at Ms. Nazzaro’s statement, you have issues, such as
stating that defining clear roles and responsibilities has not been
effectively done; assessing the site security activities needs to be
addressed; overseeing contractors; corrective actions; allocating
staff—all issues or problems.

When you look at issues of our nuclear materials, you would ex-
pect that we would be able to use words such as “proactive” and
“advanced.” What we’re clearly seeing in the materials in front of
us are words such as “slow” and “incomplete.”

And I'm just wondering, if you look through there—and clearly
it’s unacceptable, so you have to ask yourself, is it an issue of
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structure? Is it an issue of people just don’t understand the sever-
ity of the issue in front of them? Is it a performance issues?

So I would like Ms. Nazzaro and Mr. Podonsky to tell us.

I mean, I'm certain that it is not acceptable, that this—reading
this, you agree that this is not where we would want to be, and
this is a concern for all of us.

Where is the problem, other than just saying the problem needs
to be fixed? Is it structure? Is it understanding the mission? Or is
it just a straight-out performance issues and somebody needs to be
held accountable there?

Ms. NAZZARO. The report you have in front of you addressed
management and oversight issues, as far as DOE and NNSA over-
seeing the activities of the contractors.

Some of the things that you’re getting into would be more con-
tractor performance issues, which we have not yet addressed; and
that will be the subject of followon work, actually, that Congress-
man Shays has asked us to do.

As far as the issues, though, at hand, you're still talking about
safeguarding and protecting the nuclear complex; and given the
kinds of materials that they are in charge of protecting, you know,
this is something that is critical to the country. I mean, if you don’t
have adequate management and oversight of the contractors, you're
going to see problems with the contractors as well. So I don’t think
it minimizes it by saying, these are the kinds of problems we’re
seeing. It certainly is an overarching issue of whether you're even
overseeing or managing what the contractors are doing.

Mr. TURNER. I take it from your answer, in looking at NNSA’s
management oversight, it’s an agency performance issue at this
point, you believe; or you’re indicating that you think additional in-
formation has to be given for you to define why is this continuing
to be a problem.

Ms. NAzzARO. No. As far as DOE, certainly we have seen ongoing
problems for some time, since the creation of NNSA. As we said,
this has been an agency in flux, and we have seen problems as far
as defining roles and responsibilities where it’s not clear who is
supposed to do what; and basically what we have heard from the
site offices is that they’re all doing the wrong thing.

Mr. TURNER. Mr. Podonsky.

Mr. PoDONSKY. I would start out by saying, many items in the
GAO report the independent oversight does, in fact, agree with.
However, I think it’s important to note that Secretary Abraham
and Ambassador Brooks are aggressively taking steps that have
never been taken before in the Department, as long as I've been
there—which is going on, unfortunately, about 19 years of over-
seeing this behemoth organization. And the step that they are tak-
ing is, they are—finally, somebody is being held accountable. We're
seeing this at our national laboratories. We're seeing this at the
sites.

If you ask, Congressman, what’s the root cause, I would tell you
that—my organization, after observing and writing reports on these
very issues for many years, would tell you that roles and respon-
sibilities have not always been clear; and the accountability, which
is a critical part, has not always been taken where people were
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held accountable for those jobs that they hold. So it is a perform-
ance aspect, as well as management.

But I would again iterate, the Secretary and the Ambassador are
taking steps which we’re seeing firsthand. We have teams out at
some of the NNSA sites right now at the request of the Ambas-
sador. Now, how that trickles down to the other managers in the
security profession, that’s where the rubber meets the road; and we
think that’s where further accountability has to be made.

Mr. TURNER. Thank you.

Going to a second round of questions then, Mr. Duncan.

Mr. DUNCAN. Let me just ask this. You know, any time any gov-
ernment agency—I don’t care what department or agency it is, any
time they mess up, they always come in and say it’s because of lack
of funding or not enough money. And yet, we’ve had 10 or 15 years
of very low inflation. In fact, the Federal Reserve is worried about
deflation now. We’ve probably had 25 or 30 percent inflation over
these last 10 years, and yet whenever you look at these agencies
and ask what they’re spending, compared to 10 years ago, they're
at 60 and 100 percent over what they were 10 years ago.

I remember when the INS was criticized because they let all the
hijackers in. They said they didn’t have enough money, and we
checked and they’d gotten a 250 percent increase in funding over
the previous 8 years, which—I mean, this just boggles my mind
that we hear this over and over again.

Now I hear that the NNSA, which was just started in 2000,
March 2000, has a $7.9 billion budget. And I—you know, that’s—
I'm all for saving all the money we can, but you know, and now
we're acting like we’re not doing enough in security.

And Mr. Podonsky just said that we’re doing far more than at
any time in his 19 years at the Department. And I'm just wonder-
ing—you know, I don’t want to scare people and think that we’re
not doing enough at these nuclear weapons facilities, and I'm curi-
ous about several things.

I've read several times, I've read different numbers, when—about
the Iraqi war, and that there were 23 or 25 countries that have
weapons of mass destruction. Does anybody on this panel know
how many countries have nuclear weapons? How many countries
are there that have nuclear weapons facilities? Do any of you know
that?

Ms. NAZZARO. I wouldn’t have a total number, no, sir.

Mr. PODONSKY. No, sir.

Mr. DuNcaN. Well, what I'm getting at, is there any country in
the world that’s doing more in regard to nuclear weapons facilities
security than we are? Or any country that’s doing even close to as
much as we are? Surely somebody knows that question.

Mr. PODONSKY. I would believe that this country is doing, prob-
ably, the most of any.

Mr. DuNcCAN. Probably by far?

Mr. PODONSKY. By far, yes, sir.

Mr. DUNCAN. And I'm not really clear on this. The NNSA budget,
which is $7.9 billion and is all pertaining, supposedly, to security—
because, I mean, that’s what it’s set up for. But how much is the
DOE spending on security in addition to this $7.9 billion? Do you
have any idea on that?
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Mr. PoDONSKY. I don’t have that figure, no, sir.

Mr. DUNCAN. But I assume that’s a very large figure also.

Mr. NOEL. Actually, out of the NNSA budget, $8 billion, about
$580 million is devoted to security. The balance is for operating the
complex, protecting nuclear materials in other countries like the
former Soviet Union, and producing naval reactors that operate in
our ships.

Mr. DUNCAN. So we're providing the security for other countries,
as well as ours?

Mr. NOEL. No, not in this way.

Mr. DUNCAN. Or just the Soviet Union?

Mr. NOEL. We are helping the former Soviet Union secure pluto-
nium and highly enriched uranium so that terrorist groups cannot
get their hands on it.

But providing the actual physical security or overall security at
the NNSA facilities is about a $580-million-a-year operation.

Mr. DUNCAN. One of the things I'm concerned about is that I re-
member just a few weeks after the events of September 11, 2001,
former Congressman Callahan, who was the senior member of the
Appropriations Committee, said in a meeting that I was in that
he—he said, and very sad about it, I guess—he said that he esti-
mated roughly that we would spend $1.5 trillion over the next 5
years on security matters, all throughout the government, that we
wouldn’t have spent otherwise.

And the Wall Street Journal had an editorial after we passed the
farm bill that we called the Farm Security Act, and they said that
every department and agency was requesting—was using the
threat of the incidents of September 11 to greatly increase their
funding; and they said, from now on any bill that has the word “se-
curity” in it should get four times the scrutiny.

And, you know, when you think about it, if we go—Mr. Podonsky
hit on this a few minutes ago when he said, we have to have some
sort of balance here between some reasonable security, but not
interfering with the overall mission of the agency. And I think this
was—he may not have meant that to be one of his key points; but
I think it was, because in some ways, we're going ridiculously over-
board on security and wasting all kinds of money that could be
being spent on many other really good things.

. A.I}?d I just wonder, are we achieving the balance that we need
ere?

Ms. Nazzaro. Well, I don’t think DOE has gone through that
whole process yet. The design basis threat was the first step to
identify what is the threat.

Mr. DUNCAN. Well, what’s left that we have to do? You said that
there was a Design Basis Report issued in 1999. Then they spent
2 years on a new design basis threat. I mean, are we just going
to have report after report after report?

Ms. NazZARO. No. The next step now would be to look at what
it would take. They’ve raised the bar as to what this threat is; now
they need to look at what it will take, what will be the cost versus
the benefit that they will get from improving their systems; and
there will be a certain level of risk that they will just accept that
cannot be addressed. It may be too cost prohibitive. But we have
identified a number of things that the agency should be looking at
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including, you know, closing public access, either acquiring more
land around the facilities, closing roads, public roads that go into
the facilities.

Another thing they could do is close facilities that are no longer
needed. Certainly there will be the development of new facilities in
the use of new technologies, in some cases which may be more cost-
ly than currently in place. But there are some other things that
can be done that, you know, are more cost efficient.

Mr. DUNCAN. Mr. Podonsky did touch on it when he said that,
you know, you can have so much security that you just really shut
down a facility or you stop what’s going on. And that—I mean, I
know it’s a very difficult question.

Mr. Podonsky, do you have any comments?

Mr. Poponsky. Well, I think youre making the point of what I
was saying in my opening remarks and that is, there has to be a
balance and the Department is going through this assessment.
Now that they have a design basis threat, they know what they are
protecting against. They have the numbers. Now they have the
data with strategies and use of technology, and we would agree
that throwing or putting more money into the system is not nec-
essarily the only solution to meet the security threats that you're
trying to protect against.

Mr. DuncaN. We do have to take security very seriously, and I
want to do that. On the other hand, I read 2 or 3 months ago an
article, or column, that said we have forgotten the fact that we're
wanting to protect so much against terrorism that people are still
99.99 percent more likely to be killed by something else like cancer,
heart disease, car wrecks, things like that; and we’re spending tril-
lions or hundreds of billions on security against terrorism to the
neglect of things like more safety on the roads and more research
on cancer and heart disease.

And, I mean, we've got to get a hold of ourselves at some point.

Ms. NAzzARO. You made a good point, and I think that supports
our finding where we said that the agency has not addressed the
corrective action plans appropriately. They have not done cost-ben-
efit analysis. They have not, you know, assessed the risk level.
They have just gone forward without, you know, really looking at
what was the root cause of the problem before they took corrective
actions.

Mr. DUNCAN. Well, we just not only—“balance” is the key word,
but also common sense is something else that we seem to be lack-
ing on some of these things.

Thank you, Mr. Chairman.

Mr. TURNER. Mr. Lewis, we are going to go to a 10-minute round
of questions so if you’d like to take——

Mr. LEwWIS. I have no questions.

Mr. TURNER. Mr. Chairman.

Mr. SHAYS. Thank you.

I know it’s been asked and I know it’s been responded to, but I
want the four of you, to tell me why a design basis threat is an
important document.

Mr. NOEL. Well, basically the design basis threat sets the mini-
mum standard to which the facilities have to be protected; and it
lays out——
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Mr. SHAYS. We're talking about all the facilities, the labs, the en-
vironmental cleanup sites, the production sites, all of them, the test
site?

Mr. NOEL. Right. It applies to all of the department’s facilities.
Now, it will apply in different ways. Clearly, a facility that has a
nuclear weapon or nuclear materials will be protected to a much
higher standard than a facility that is being cleaned up and just
has waste materials there. But it is the standard by which the fa-
cility is going to be evaluated. It is the standard to which the con-
tractor has to operate. So it forms the minimum to which these fa-
cilities need to be protected.

Mr. SHAYS. Plutonium, a weapons grade—enough weapons grade
material of plutonium is the size of a large orange, and if it’s
sealed, you can touch it, but it’s not all that large. Highly enriched
uranium, I could touch. It is the size of a large grapefruit, weighs
about 30 pounds, but neither give off any noticeable smell, you
know, just dirty radioactive material, and so we’re not talking
about a truckload to cause the damage. We're talking about what
someone could basically carry out. We are talking about facilities
that have developed weapons that enable us to use small amounts
of this material and cause horrific explosions.

We have had testimony in this committee that terrorists could
basically detonate a nuclear weapon, if they didn’t mind going up
with it, and not all that sophisticated equipment, a weapon. So if
you were to—and so I'm kind of responding to Mr. Duncan. I hap-
pen to agree that we could protect our citizens on a whole host of
different levels for a whole host of different things and go bankrupt
and have the economy not move forward and have poverty, not
have breakthroughs in medicine and so on, but when we’re talking
about these facilities, we're talking about a potentially catastrophic
outcome if terrorists get weapons grade material, if terrorists get
a weapon or if terrorists actually get into these sites and are able
to cause some real danger.

Did either of you come to any conclusion about which sites were
more vulnerable—the labs, the production facilities, the test site,
the old environmental cleanup sites? Have any of you tried to as-
sess where we are most vulnerable? And if we have—and if that
is not for public consumption, we can deal with it later.

Ms. NAZzZARO. I would say we would want to discuss that this
afternoon, sir.

Mr. SHAYS. But this part you can say publicly. Do you all have
a sense of what you consider most vulnerable within those four cat-
egories?

Ms. NazzARO. I would say we have some examples that we could
provide.

Mr. PODONSKY. Congressman, for the Secretary’s oversight, we
do know what we believe are the more vulnerable sites and which
are the more protected sites, and we would be happy to discuss
that with you in closed session, but we do have that information.

Mr. SHAYS. Now, do each of the sites—can you group the produc-
tion sites together and say that you have the same basic problems
in the four—I think we have four sites or the three labs. If you
have a problem with one lab, is it somewhat consistent with an-
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other, or are we going to have testimony behind closed doors that
particular sites may be more vulnerable?

Mr. PoDONSKY. From our perspective, each site has its own
unique characteristics.

Mr. SHAYS. But do they have similarities if they are labs versus
production facilities?

Mr. PoDONSKY. There are similarities both within the labs and
also crossing over into the production sites. So we may have a prob-
lem that we have identified at a lab and it may also be a shared
problem at a production site, as you refer.

Mr. NOEL. Mr. Chairman, it really has to do with the materials
and which facilities have which materials and how those materials
might be used. So it’s not a function of necessarily what the place
does but the materials they use.

Mr. GILL. And also, too, how the facility is configured.

Mr. NOEL. I think it’s important to recognize that this concern
extends beyond NNSA but to the department as a whole, including
some of the facilities in the Office of Environmental Management.

Mr. SHAYS. When I go through, I sometimes am told there are
12 sites, there are 11 sites, there are 10 sites, depending on what
document I look at, and so it does get to be a little frustrating. Why
am I given different numbers?

Mr. NOEL. Maybe I could help you out with that. In the NNSA’s
nuclear weapons complex, there are basically three design labs and
four production plants and the Nevada test site.

Mr. SHAYS. OK. So those are the big eight.

Mr. NoOEL. With their world. In the Office of Environmental Man-
agement, there’s roughly about eight large cleanup sites. For the
purpose of our:

Mr. SHAYS. Let me ask you, are some of those cleanup sites on
any gf the eight that you mentioned, or are they eight additional
sites?

Mr. NOEL. Unfortunately, they are. The Savannah River site is
both a cleanup site and a weapons production site.

Mr. SHAYS. So it’s a double counting on my

Mr. NOEL. Yes. For the purpose of our analysis, we went to all
DOE sites that have what are called category I special nuclear ma-
terials, and that is basically plutonium and highly enriched ura-
nium that are the materials of interest that you were discussing.

Mr. SHAYS. And in those two instances, none of the cleanup sites
would have those, correct?

Mr. NOEL. No, unfortunately, they do. Hanford, Rocky Flats,
Idaho and Savannah River all possess Category I special materials.

Mr. GILL. And also, too, Mr. Chairman, not all the NNSA sites
possess category I materials. The ones that do have category I ma-
terials: Los Alamos, Sandia, Livermore, Y-12 and Pantex.

Mr. SHAYS. The other thing that I was blown away by was that
some of these facilities, they don’t have 20 buildings, but if—I read
this when I was in the plane last night at 2:30 at night, but I think
I read, 200 buildings, 300 buildings. I mean, why so many build-
ings at these sites?

Mr. NoEL. Well, these facilities have been built up over a long
period of time; and, you know, if you go to some of them—the first
time I went, somebody said, well, think of like a 50-year-old fac-
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tory, and that’s what you're going to see, and that’s about what a
lot of these places look like. But the facilities that actually have—
within the site, the facilities actually contain the materials of inter-
est, that is a much smaller number, and the materials tend to be
consolidated in certain buildings and then

Mr. SHAYS. So I shouldn’t be exercised by the number of build-
ings that——

Mr. NOEL. No, I don’t think so.

Mr. SHAYS. But Los Alamos, 43 square miles. The Hanford Site,
560 square miles. The Savannah River Site, if I'm reading this cor-
rectly, 300 square miles.

Mr. NOEL. Yes. The overall site is——

Mr. SHAYS. Idaho, 888 square miles.

Mr. NOEL. Yes. And the issue there—and Mr. Podonsky can talk
about this a little bit—is, you know, that provides an enlarged area
in which an adversary might be able to come closer to the site and
to the actual materials than you would—of interest to him without
potentially being detected till he was very nearby.

Mr. SHAYS. Well, let me just ask, do the number of buildings and
the size of these facilities create additional problems? Obviously,
the more buildings you have, that creates problems, but—in terms
of security and so on, but is the size something that is a benefit
because then we can have a no-man’s-land area that—I mean

Mr. PopoNsKY. Congressman, it is a double-edged sword. In
some cases, from a security posture, the size is helpful. The other
side is you want to start consolidating the target, the nuclear mate-
riaés, and that is what the department and the NNSA is starting
to do.

We saw an example of this, actually—the department doing this
prior to September 11 at the Hanford Site where they consolidated
their—what we call the target to just a few buildings, and they
continue to do that.

The same thing is going—is happening at the Y-12. People are
looking to consolidate and to reduce the exposure, if you will, to
hostile elements.

Mr. SHAYS. We have some questions that the committee has writ-
ten up that we need to ask, too, but maybe—pardon me? OK. We
can submit them.

Thank you, Mr. Chairman.

Mr. TURNER. I want to thank the panel. I don’t have any other
questions. I appreciate your participation today.

We'll move on to our second panel.

Our second panel will consist of Linton Brooks, the Adminis-
trator for the National Nuclear Security Administration, Depart-
ment of Energy; and Joseph Mahaley, Director, Office of Security,
Department of Energy.

We’re waiting for Mr. Mahaley to join us.

Mr. SHAYS. We told him 11 o’clock, so he is not technically late.

Mr. TURNER. I'd like to also at this time acknowledge that Mr.
Tierney has joined us, and Mr. Ruppersberger had also joined us
for part of the hearing.

He is here, Mr. Mahaley.

If both of you would please stand, we’ll administer the oath.
Please raise your right hands.
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[Witnesses sworn.]

Mr. TURNER. Please note for the record that the witnesses re-
sponded in the affirmative.

Mr. Brooks, Ambassador.

STATEMENTS OF LINTON F. BROOKS, ADMINISTRATOR, NA-
TIONAL NUCLEAR SECURITY ADMINISTRATION, DEPART-
MENT OF ENERGY; AND JOSEPH S. MAHALEY, DIRECTOR,
OFFICE OF SECURITY, DEPARTMENT OF ENERGY

Mr. BROOKS. Thank you, sir. I appreciate the opportunity to ap-
pear today to discuss the NNSA’s safeguards and security program.

Before I move to my remarks, I want to say that, although I'm
the one who is here, Secretary Abraham is deeply committed and
deeply involved in ensuring that we have an effective safeguards
and security program. I meet with him and the Deputy Secretary
on these issues frequently.

What I'd like to do, if I may, sir, is submit my written statement
for the record and proceed with an oral statement.

Mr. TURNER. Please.

Mr. BROOKS. Mr. Shays was speaking of some of the confusing
aspects of the National Nuclear Security Administration, so let me
clarify what my administration includes and what I'm responsible
for.

We are a separately organized component within the Department
of Energy created by the Congress in response to security concerns
in the nuclear weapons complex. I'm responsible for the Sandia,
Los Alamos and Livermore National Laboratories; for the produc-
tion plants at Y-12 in Tennessee; the Pantex plant in Texas; the
Kansas City plant, which does only nonnuclear work in Kansas
City; for the Nevada test site; and I'm responsible for some portions
of the Savannah River site where we process tritium. I'm also re-
sponsible for the Office of Secure Transportation, which moves all
special nuclear material and all weapons.

I am obviously part of the Department of Energy and bound by
DOE orders, but the law provides that no official of the Depart-
ment of Energy other than the Secretary and the Deputy can give
me direction. I operate my own safeguards and security program
following the policy that is developed by the department, by Mr.
Mahaley.

I have eight site offices at the eight facilities I just mentioned
staffed by Federal employees, and they are supported by a service
center which is being consolidated in Albuquerque. Our fiscal 2004
budget request is $8.8 billion, with over 2,400 Federal employees
and about 55,000 contractor employees; and from that you correctly
deduce that most of what we'’re trying to do will in practice be done
by nongovernment employees. We are, except for the Office of Se-
cure Transportation, an oversight organization primarily.

Although we are semiautonomous, we make very effective use of
Mr. Podonsky and the Office of Independent Oversight and Per-
formance Assurance. One of the good early decisions was not to try
and have my own office like that but to use Mr. Podonsky. That
gives me both the benefits of complete independence, since he
doesn’t work for me, and substantial experience.
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I share Mr. Podonsky’s general perspective that we have made
very good progress, but there’s a good deal more to bring all ele-
ments of the complex to the level of effectiveness we desire.

In that regard, in recent months we've had a series of specific
problems with security. In each instance, I believe we’ve taken im-
mediate and aggressive action. Either I or one of my top managers
has been engaged directly with our site managers and with the ap-
propriate laboratory director. In some cases, I've dispatched senior
teams to laboratories.

Nonetheless, I am concerned by the pattern. Although one can
look at individual events and reach varying judgments about their
severity, I'm concerned by the pattern, and therefore we will short-
ly announce—“shortly” means sometime in the next 2 days—a se-
ries of steps to improve security.

First, we will augment Federal and contractor security experts to
make sure that we are effectively responding to some of these prob-
lems.

Second, we will direct our site managers to increase surveillance
and to provide periodic reports personally to me to make sure that
I understand what they’re finding.

Third, we've been the subject of a large number of external re-
views. We think we’ve implemented most of the recommendations.
We’'ll go back in a systematic way, look at every review, look at
every recommendation, say did we implement it and, if we didn’t
ask, do we want to rethink that?

Fourth and fifth, we will form two groups headed by senior out-
side individuals, one to look directly at physical security and see
whether there are patterns to these problems and one to look at
people.

You heard in the last panel concern about staffing. I share that
concern, and I particularly share the concern over the long term.
I have some extremely confident people in safeguards and security,
one of whom’s common characteristic is they could retire very soon,
and I need to look at what I do over the long term to make sure
that 10 years from now my successor is not sitting here having to
talk about the same problems.

Retired Admiral Richard Mies will lead the panel that looks at
physical security, and retired Admiral Hank Chiles will lead the
panel that looks at personnel. Both of these retired four-star offi-
cers are respected professionals in the nuclear business. Both of
them have commanded the U.S. Strategic Command. In addition,
Admiral Chiles led a congressionally mandated commission to look
at weapons design personnel, and I'm looking for him to do the
same thing in security personnel. The Secretary and I are very
pleased that they have agreed to take on this challenge, and we
think they will help us make sure we have the optimum safety and
security system for the 21st century.

I'd now like to address the various points that you specifically
asked that we cover in our testimony.

First, you asked what did we do after September 11. Well, the
most obvious things we did immediately were to execute our pre-
determined emergency operations plan, stop weapons shipments,
and deploy emergency response assets. Then my predecessor di-
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rected a short 24-hour security review and then a longer 72-hour
review of potential vulnerabilities.

The results are classified, but we have used them to reduce our
vulnerability. For example, in the last panel you heard comments
about closing roads. We've closed roads, and we’re in the process
of closing other roads.

And then over a somewhat longer term, we assembled a team of
subject matter experts to look at a whole variety of things, and
once again we are implementing on a systematic basis those rec-
ommendations.

Since September 11th, we've continued to strengthen our capa-
bilities. As was mentioned in the last panel, we’ve increased protec-
tive forces. In the year 2000, we had 1,780 protective officers. Now
we have 2,160. We've added barriers, we've closed roads, we’ve in-
creased security patrols, we've increased access patrols, and we've
increased employee awareness. And in addition we are, as you
heard on the last panel, continuing to look at how to consolidate
materials.

Let me turn now to the report released this morning by the Gen-
eral Accounting Office on NNSA’s Safeguards and Security Pro-
gram.

First, I believe that the GAO did concentrate on the right things.
I believe most things in life are a question of management, and
this is clearly a question of management. If we do not get the man-
agement of safeguards and security right, we will never fix the
problem. So I believe the GAO was looking at the right issues.
Theﬁr made four broad recommendations, three of which I agreed
with.

First, the GAO suggested formalizing roles and responsibilities.
Those on the panel with past experience with the Department of
Energy will know that this has been a historic problem within the
Department, and so I agree we have to make absolutely clear to
headquarters for the field program, contractor personnel what the
responsibilities of each are. To that end, in December 2002, I im-
plemented a major reorganization. That reorganization eliminates
an entire layer of management, puts the site office manager as the
clear, responsible and accountable Federal official at each site and
makes that officer report directly to me.

In addition, as GAO recommended, last month we issued a spe-
cific functions responsibilities and authority manual for safeguards
and security to clarify at a working level detail who does what.

I think these steps address the first of GAO’s recommendations,
but I think that it is incumbent upon me and my subordinates to
be vigorous to ensure that the lack of clarity in roles and respon-
sibilities, that being one reason they created NNSA, doesn’t recur.

In particular, you heard a comment from GAO about site offices,
saying that they all did things differently. The comment is based
on 18-month-old data. I would be delighted with no advance notice
to have anybody call my eight site office managers now and see if
they believe it is still the case. I do not believe it is still the case.

Second, the GAO suggested that we pay greater attention to con-
tractor corrective action plans. This is one of those things that
sounds mundane, but it’s actually quite important. Finding prob-
lems is appallingly easy. Fixing problems requires sustained effort.
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While we may disagree slightly with the extent of the problem, to
the extent that there are problems with contractor corrective action
plans, we will redouble our efforts, and one of the reasons for try-
ing to bring in additional personnel is to make sure that we are
doing so.

Finally, GAO expressed concern about Federal staffing for safe-
guards and security, and I agree that effective Federal oversight
demands not just numbers but quality. We have reviewed with
each of the site managers their allocation for safeguards and secu-
rity. All believe that their current authorized staffing level is suffi-
cient.

One, however, of my site managers, although the authorized
level is sufficient, has been facing severe recruiting problems, and
that is the Los Alamos site. The Los Alamos site has less than half
of the safeguards and security professionals. I'm looking at what I
can do about it. It is an isolated but high-cost area, which means
that recruiting historically has been difficult there.

We're going to continue to monitor this, obviously, but, in addi-
tion, I believe that the initiatives that I mentioned earlier will help
us understand how to make sure that we have the adequate work
force.

One area in which I disagree with the GAO sounds technical, but
it actually has a fairly strong policy component. The General Ac-
counting Office recommended that we use a technique called “sur-
veys” rather than a technique called “surveillance” in providing our
oversight. Surveys involve a 2-week, once-a-year, onsite visit, a
very complex, very formal—there’s an entry conference. There’s
data collection. There’s outbriefings. There’s a report. But it only
happens once a year. Under surveillance, we spread out the work
and do periodic surveillance throughout the year. We believe that
the surveillance approach is equally effective.

However, the GAO is correct that the current department order
does not support the approach that we are using. The current de-
partment order does not make surveillance an acceptable alter-
native.

Mr. Mahaley and I have discussed that issue. We are both in
agreement that the department order should be changed to legiti-
mize the practice. The practice is right, but it is very important in
safeguards and security that you’re following the rules, since, after
all, that is what you’re trying to do, is make sure the rules are
being followed.

Mr. Mahaley will speak this afternoon and briefly today on the
design basis threat. Let me just say one or two words about it.

As you heard in the last panel, the design basis threat character-
izes potential adversary threats for facilities. A question was asked
about why you need it, and the answer is simple. Otherwise, you
will have eight different people deciding how much of a threat to
guard against; and some of them will be wasting resources by over-
guarding; and some of them will be incurring risk by underguard-
ing. So you need a standard.

We worked closely with the Office of Security in developing the
document that was produced last month. I believe it accurately por-
trays what the intelligence community is telling us about the
threat, the nuclear weapons material and classified information.
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I have heard suggestions that the design basis threat was tai-
lored to what we believe we can afford. As far as I know, that’s
completely untrue. Certainly at no time in NNSA deliberations was
there any suggestion of, well, we can’t accept this because we can’t
afford it.

I don’t know what the new design basis threat is going to cost.
At some of my sites, I think I'm probably already there. At some
of my sites, I'm going to have to spend some more money. The
threat document provides for implementation over a 2-year period,
as is appropriate, and I don’t fully know what the cost is, but,
whatever it is, we're going to pay for it, because it’s too important
not to.

In conclusion, Mr. Chairman, although I believe that the security
posture of our complex is effective, I don’t believe that we’re an at-
tractive target to those who would try to steal weapons or steal ma-
terials or steal classified material. There continue to be improve-
ments that are required. Secretary Abraham and I are committed
to making those improvements.

Since I assumed this job last July, I've been focusing personally
and have focused the attention of my headquarters and field offi-
cials on insuring that our protection against theft and diversion of
nuclear weapons, classified and sensitive material is robust and ef-
fective. I don’t think there’s any room for failure in this program,
simply because the consequences of a terrorist act against one of
our nuclear weapons sites are almost incomprehensible. So I intend
to continue to work this problem vigorously.

Thank you for the opportunity to testify today, and I look for-
ward to your questions.

Mr. TURNER. Thank you, Ambassador.

[The prepared statement of Mr. Brooks follows:]
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Testimony of Linton F. Brooks, Under Secretary for Nuclear Security and
Administrator, National Nuclear Security Administration
Committee on Government Reform, Subcommittee on National Security, Emerging
Threats, and International Relations
Hearing on Emerging Threats: Assessing Nuclear Weapons Complex Facility
) Security
Tuesday, June 24, 2003

INTRODUCTION

Thank you Mr. Chairman. 1 appreciate the opportunity to appear before your
Subcommittee to discuss physical security at our nuclear weapons facilities. Secretary
Abraham and I are committed to assuring that the security at our nuclear weapons
facilities remains strong and effective to protect the American people and our national
security assets.

A central focus of the NNSA, since its establishment in 2000, has been on security and
the improvement of our overall program management, Numerous internal and
independent evaluations of the effectiveness of our physical protection systems across the
NNSA, including on-site inspection, rigorous force-on-force exercises, in-depth analyses
and evaluation have verified that the overall security posture is strong and that we have
made changes to address the security challenges in the aftermath of the terrorist attacks of
September 11, 2001. 'While we have made progress, we know that we can make
additional improvements.

We are actively engaged in addressing issues identified through formal internal and

independent reviews. Overall, T strongly believe that the physical security at each of our

sites is, and will continue to meet our security challenges.
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The protective forces throughout the nuclear weapons complex are exemplary. These
professional men and women protect some of the nation’s most critical assets. Since
September 11" the demands on these forces have increased, and they have responded in
kind. During the nation’s elevated security conditions, our protective forces have logged
numerous hours of overtime a week, while maintaining utmost diligence. I therefore,
continue to be very proud of the men and women who protect the nuclear weapons
complex.

1 would like to outline the basis for the physical security programs at our sites, the
improvements we have made and continue to make since the attacks of September 11,
and to address the issues identified in your hearing invitation, including those in the draft
GAO report (GAO-03-471).

SECURITY ACCOMPLISHMENTS SINCE 9/11

Immediately following September 11, then Administrator John Gordon visited each of
our most critical facilities to review security measures, both those in place and those
planned for implementation. Within days NNSA completed a Vulnerability Assessment
of the nuclear weapons complex and an NNSA Counter-terrorism Task Force was
established to review current policies and operations. The NNSA also initiated a “Red
Team” review of nuclear weapons facilities, known as the Iterative Site Analysis (ISA)
Process. It involves in-depth planning and information gathering meant to simulate the
activities of real-world adversaries. These were followed by weeks of uninterrupted
analysis and table top security exercises using departmental and special operations

personnel to test to failure the sites’ security by going above the Design Basis Threat.

Specific actions taken at the sites include:
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¢ Hiring additional guard force personnel to man increased numbers of posts
o on-hand protective forces, from 1,780 in 2000 to our current strength of
approximately 2,165

¢ Enhanced physical protection measures such as vehicle barriers and searches; use
of explosive detection devices and dogs

e Increased stand-off distances from buildings and road closures

» Additional security awareness and threat awareness training for employees

» Reconfiguration of storage vaults

s Increased access controls

¢ Consolidation of muclear materials, assessments, and plans for additional
improvements such as road-closures/reconfigurations

» Revisions to procedures for elevated security conditions (SECON)

In January of this year, the NNSA issued the Security Condition (SECON) Policy
Implementation Letier to clarify requirements for NNSA facilities, when changing
security protection levels consistent with the Department of Homeland Security threat

levels.

Protective Forces

Protective measures at NNSA sites result from an interpretation of the threat by the
potential adversary, which is described in the Design Basis Threat (DBT) document. I
understand Mr. Mahaley will provide information about the DBT and the process by
which the Department arrived at the new DBT. It is important to understand, however,

that the DBT is the principal factor which influences how we provide security to our sites
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and how much security we provide at each site related to its relative "attractiveness” with
respect to potential targeting by terrorists. Following the determination of the DBT a
process that my office was fully engaged in as it was developed by Mr. Mahaley, we use
a number of tools to understand what its implications may be. Those tools include
vulnerability assessments of various types, which can include "force-on-force" exercises
to provide as realistic as possible an understanding of what terrorists might be expected to
attempt to do. The assessments also frequently use sophisticated computer modeling
tools, provide excellent insights into possible attack scenarios that could be employed and
how those scenarios may be defeated by our protective forces. The various tools are then
factored in to the preparation of a Site Safeguards and Security Plan (SSSP) for each
nuclear site, a plan which helps the site manager understand how to employ the most

effective protection strategy for his or her site.

During the course of the year various other forms of assessments are conducted at each
site. They include self-assessments by the contractor operating the site to determine how
the site is performing in each of the major areas of security. They include federal sarveys
or surveillances by NNSA federal staff to review how the contractor is performing. And
they may also include Headquarters reviews by the Office of Independent Oversight and
Performance Assurance (OA). The various reviews look at, among other things,
protective force performance at each site against the threat scenarios expected for that
site. They also include reviews of areas such as personnel security (the clearance
process), information security, related to the protection of classified and sensitive

information, and materials control and accountability, the management of nuclear
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materials at each site. The result of these various reviews and assessments gives us an
overall understanding of the situation at each sight.

Although Mr. Podonsky is testifying in more detail, I would like to speak briefly about
the results of such reviews at NNSA sites over the last couple of years. Overall, the
results of the most recent OA inspections have been positive, with the majority of areas
reviewed being rated as “Providing Effective Performance.” In some cases, areas were
rated as “Needs Improvement.” NNSA management is working to ensure that site
managers remain focused on providing effective processes and making necessary
improvements.

GAO
You have asked for my views on the draft GAO Report regarding the NNSA Safeguards
and Security Program, As you know, the draft report provided four summary
recommendations on areas where improvements could be made. These include: (1)
defining clear roles and responsibilities for the NNSA headquarters and field site
operations; (2) consistency in assessment of contractor security activities; (3) overseeing
contractor’s corrective action plans; and (4) allocating sufficient levels of federal staffing
to site offices. 1 would like to address each of these recommendations.

Defining clear roles and responsibilities for the NNSA headquarters and field site
operations
We have long recognized the need to clarify roles and responsibilities at NNSA, and we
have done so. My predecessor, Administrator John Gordon, announced NNSA’s strategy
for improving effectiveness and efficiency in the February 25, 2002, Report to Congress

on the Organization and Operations of the National Nuclear Security Administration.
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On December 19, 2002, I approved an organizational realignment standing up the new
NNSA, creating eight Site Offices and one integrated Service Center, and disestablishing
three Operations Offices. NNSA stood up a new organizational structure that: (1)
removes a layer of management by disestablishing Operations Offices; (2) locates NNSA
support and oversight close to the laboratories and plants by strengthening Site Offices;
(3) consolidates support functions in a single Service Center organization; and (4) allows
NNSA to adopt challenging staff reduction targets to be achieved by the end of Fiscal
Year (FY) 2004.

NNSA'’s Site Office Managers have been designated the contracting officers responsible
for integrating direction for the contractor. We further clarified safeguards and security
roles and responsibilities by formally issuing the Functions, Responsibilities and
Authorities Manual for safeguards and security functions in May 2003. GAQ’s report
saw a snapshot from the old system, which we recognized as inadequate for the new,
reengineered organization. We have made substantial progress, and we are heading in

the right direction,

Consistency in Assessment of Contractor Security Activities

In its report, the GAO notes that reliance on surveillance is not consistent with DOE
Orders calling for a comprehensive survey of a contractor’s safeguards and security
performance. NNSA has proposed language in the current revision to DOE Order 470.1,
DOE O 470.1A, to include “Continuous Surveillance” as a recognized form of survey. In

our efforts to improve processes, this is an example of getting ahead of the paperwork,



63

but having good intentions. We are taking a formal look at trends to ensure that the
surveillance process we formalize will continue to meet the requirements.

Overseeing Contractor Corrective Action Plans

The GAO report noted that contractors have not consistently prepared corrective action
plans to include formal, thorough, root cause analyses as called for in DOE policy and
that the NNSA site offices had not identified such instances for correction by the
contractor.  The report also identified the need to assure that performance measures
established for the contractor measure qualitative factors of contractor efforts wherever
possible.

In late April, NNSA headquarters issued policy implementation guidance to its site
offices to assure the thoroughness and documentation of corrective plan root cause and
cost-benefit analyses. In addition, contractor performance of the safeguards and security
program is an element of each of NNSA’s annual contractor Performance Evaluation
Plans (PEPs). The Plans are developed and owned by the Site Office Manager, who also
serves as the site Contracting Officers and shares line management accountability for all
operations at the site, The Site Office Managers develop the PEPs with input from the
HQ program and staff offices. The performance measures addressing safeguards and
security in the PEDs are generally qualitative in nature, and impact on the amount of fee
that is earned. The Site Office Manager determines the level of contractor performance
against the PEP, again with input from the HQ program and staff offices. The final
annual performance ratings are approved by the NNSA Administrator who also makes
the fee determination decision.

Allocating Sufficient Levels of Federal Staffing to Site Offices



64

We have looked carefully at the Site Office staffing levels and believe we have correct
requirements for Federal staff. The current targets, issued in February 2003, were chosen
to achieve the objectives of (1) performing the functions assigned in the Matrix of
Functions and Activities by Location and (2) avoiding duplicating functions at Site
Offices that could be performed as effectively at the Service Center or should be
performed at Headquarters. Between February and August 2002, teams representing the
future Site Offices and Service Center worked on developing a detailed matrix containing
key functions and activities performed within the NNSA and assigning lead and
participating roles to either the Sites, the Service Center and/or Headquarters. In October
2002, NNSA'’s senior leadership requested that Site Managers prepare staffing plans
based upon assigned functions and workload. We held an NNSA staffing “summit™ at
the end of February 2003 in which each NNSA manager briefed his or her plan to the
Leadership Coalition.

Safeguards and security is an important part of this NNSA effort. Where critical
vacancies exist, hiring, support from the Service Center, other site offices and/or
headquarters are all available options to assure each NNSA site has the appropriate skills
mix to effectively execute their safeguards and security program assessment
responsibilities. Finally, while the draft report references comments from the Department
of Energy’s Office of Independent Oversight and Performance Assurance regarding the
potential to weaken security oversight if staffing and expertise at site offices are not
addressed; they have also stated that NNSA’s reorganization steps, to date, have helped
to ¢larify roles and responsibilities for security oversight and that future plans have the

potential to further strengthen security oversight.
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Improvements/Management Challenges

Following release of the new Design Basis Threat (DBT) document in May, each NNSA
site has been tasked to develop an implementation plan by this September. The new DBT
will require each site to prepare a revised Site Safeguards and Security Plan, that outlines
each site’s protection strategies against our expanded threats. As a result, changes in
operational procedures, materials and asset location, protective force deployment,
application of technology and other efforts will be identified and factored into revised site
SSSP’s. Resources associated with any necessary changes will be identified from within
existing or future budget requests.

The primary cause of NNSA’s high Protective Force overtime rate and lack of time for
Protective Force training is the increase in periods of ¢levated Security Condition
consistent with raising the national threat level to Orange. The problem has been
exacerbated by delays in the access authorization process for granting “Q” clearances to
newly hired protective force personnel. A significant cause of the delay is the statutory
requirement for all Security Police Officer clearances to be managed by the Federal
Bureau of Investigation. Congress is considering an Administration proposal to give the
Secretary of Energy more flexibility to refer some investigations to the Office of
Personnel Management. The sites have begun to use the Accelerated Access
Authorization Process; Headquarters has established a working group to streamline the
DOE/NNSA process; the Albuquerque Service Center is now prioritizing clearances for
FBI processing, on a site allocation basis. Progress is beginning to be made. As

overtime is reduced, opportunities for training will increase.
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The NNSA is continuing its efforts toward material consolidation. We have obligated
funds to move, consolidate, or increase storage of nuclear materials at the Los Alamos
National Laboratory, Sandia National Laboratory, and the Y-12 Plant. In concert with
the consolidation effort are our efforts to integrate operational planning with security
requirements. Two excellent examples are the Highly Enriched Uranium Manufacturing
Facility at Oak Ridge and the proposed new Modern Pit Facility at the Savannah River
Site. In both of these cases the Administration’s security experts and operations
personnel are working hand in hand to ensure that the new facilities can operate
efficiently while maintaining required security. Though this approach requires a longer
lead-time to address both sets of issues, the Administration believes this to be the correct
approach.

Part of our approach in providing the required security discussed above is our pursuit of
technology to enhance security while reducing potential jeopardy to our Protective Forces
and reducing their associated long-term costs. Toward that end, beginning in FY 04
NNSA will pursue improvements in our ability to address Chemical and Biological
threats; physical protection of Protective Forces; recapture and recovery of NNSA assets;
improved detection and assessment; and complex wide access authorization data sharing.
We will continue to assess and make changes to assure our physical security programs
are effective and responsive to the evolving security challenges. This includes continued
communication and sharing of issues, lessons learned and best practices and an emphasis

on senior management involvement and accountability.

10
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Design Basis Threat

P’d like to say a few words here about NNSA and the Design Basis Threat (DBT). This
document identifies and characterizes potential adversary threats to selected Department
nuclear weapons, components and facilities. We worked closely with the Office of
Security in the development of the DBT that was issued last month. At no time during
the NNSA evaluations or deliberations was budget a determining factor. The DBT by its
own terms is a goal we are focusing on reaching. We are currently evaluating and will
adjust the budget accordingly. It is premature to discuss the specific implementation or
resultant costs at this time. We are working closely with the sites to develop cost-
effective implementations plans in response to the requirements in the DBT.

Conclusion

In conclusion, I want to leave you with my assurance that I believe our nuclear complex
security posture is strong. On going improvements are necessary both with respect to our
facility protection posture, because the threat is always changing, but equally, as GAO
has rightfully pointed out, our management of the nuclear safeguards and security
program needs further improvement. I want to leave you with the assurance that the
Secretary and I are personally committed to ensuring effective safeguards and security

across all our operations. I'would be pleased to answer any questions.

11
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Mr. TURNER. Mr. Mahaley.

Mr. MAHALEY. Thank you.

Mr. Chairman, I appreciate this opportunity to provide the com-
mittee with information concerning the Department of Energy’s re-
cently completed efforts to update its design basis threat.

DOE recently revised its design basis threat policy to reflect
changes in perceived threats to U.S. Government assets and oper-
ations. The new design basis threat policy, approved in May 2003,
is designed to reflect the most credible threats to departmental as-
sets and operations and provide a baseline for operational and
budgetary planning purposes. The DOE design basis threat policy
is derived from and associated with national intelligence threat in-
formation and other government agencies’ threat policy statements.

The 2003 DOE policy is predicated on the information contained
in the Defense Intelligence Agency, Postulated Threat: to U.S. Nu-
clear Weapons Facilities and Other Selected Strategic Facilities,
dated January 2003, also referred to as the Postulated Threat
Statement. The Postulated Threat Statement details relevant
threat information about postulated adversary team sizes, charac-
teristics, capabilities and applicability to national security assets.
The Postulated Threat Statement is based on intelligence informa-
tion detailing actual terrorist attacks and the equipment and tac-
tics utilized in the attacks, expert judgments regarding stated ter-
rorist intentions and their ability to execute the stated objectives
and postulated capabilities based on the latest knowledge concern-
ing terrorist activities.

Prior to September 11, prior to those attacks in New York and
Washington, the Department of Energy in August 2001, requested
that the intelligence community prepare an update to the 1994
Postulated Threat Statement. Although the 1994 Postulated Threat
Statement was designed to be a 10-year document, we believed at
that time the changes in international politics, emerging tech-
nologies and increases in worldwide terrorism required a reassess-
ment. The National Intelligence Coordinating Committee assigned
the primary responsibility for updating the Postulated Threat
Statement to the Defense Intelligence Agency.

The events of September 11 delayed the Postulated Threat State-
ment update effort due to reallocation of critical assets. However,
the requested Postulated Threat Statement update was fully un-
derway by January 2002. The primary entities collaborating on the
revision to the Postulated Threat Statement were the Defense In-
telligence Agency, the Department of the Navy, Department of the
Army, Department of the Air Force, Nuclear Regulatory Commis-
sion, the Federal Bureau of Investigation, the Central Intelligence
Agency and the Department of Energy.

The Department of Energy’s Office of Security, which I direct,
began revising the DOE design basis threat policy in October 2001.
Our work on the revised DOE design basis threat policy was car-
ried out in parallel with the work on the updated Postulated
Threat Statement to reduce the amount of time that would be re-
quired to issue a final DOE design basis threat upon completion of
the Postulated Threat Statement.

After the release of the Postulated Threat Statement in January
of this year, we made final revisions to the departmental design
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basis threat policy; and the policy was then coordinated with the
Department of Energy, including what Mr. Brooks has just pointed
out, the National Nuclear Security Administration; and that re-
vised policy was approved by Deputy Secretary of Energy Kyle
McSlarrow on May 20.

The new design basis threat policy will provide managers an im-
proved threat policy document to plan, resource and execute vital
safeguards and security programs. In addition to updated threat in-
formation, the revised threat policy includes a significant enhance-
ment over prior policies. We call it the use of a “graded threat con-
cept.” The graded threat concept considers and accounts for factors
such as the consequences of a malevolent event, the attractiveness
of the assets sought by the terrorists, the ability of an adversary
to accomplish a given objective with an asset, and the resources re-
quired by an adversary to accomplish a given objective.

The graded threat approach includes the establishment of threat
levels for departmental facilities and associated protection strate-
gies based on the assets located at a given facility. The DBT, or de-
sign basis threat, policy separates the threat levels into two dis-
tinct categories. One category of threat levels covers threat, disrup-
tion of mission, espionage and foreign intelligence collection; and
the second category of sabotage threat levels covers radiological,
chemical and biological sabotage.

Five threat levels are established for theft, disruption of mission
and espionage and foreign intelligence. Threat level one, which is
the highest, are used to describe facilities that receive, use, process
or transport or test what we call category IA assets. Those are nu-
f)llear weapons, nuclear test devices or completed nuclear assem-

ies.

The threat levels run through threat level 5, which is the lowest,
for facilities that are only required to maintain minimum safe-
guards, accountability or security operations; and that is—an ex-
ample would be a small office activity, a tenant in a larger office
building or a small isolated research or test facility, facilities that
don’t possess quantities of special nuclear material.

Four sabotage threat levels are established for radiological,
chemical and biological sabotage. Sabotage threat level 1—that is
the highest level—through level 4, the lowest, are set for those fa-
cilities, buildings or operations that process, store or transport ra-
diological, chemical and biological materials by the degree to which
these materials, if dispersed, would result in acute dose effects at
the site boundary.

Immediately following the events of September 11, the Depart-
ment implemented measures to augment safeguards and security
for the most critical Departmental assets. Ambassador Brooks de-
scribed what happened in the NNSA. That was pretty much mir-
rored throughout the rest of the Department. Even our non-NNSA
activities are sometimes involved in transporting nuclear materiel.
Those shipments were suspended. We went to our highest possible
security condition, absent—we went to SECON 2, is what we call
it. SECON 1 is reserved for a situation where an actual attack is
directed at a DOE facility. We went to our highest security levels,
suspended shipments, and that was pretty much uniform through-
out the Department.
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The revised design basis threat policy is effective immediately
and will be implemented over the next several years. Actions to
augment existing safeguards and security programs for those facili-
ties and assets that are considered the highest security priority will
be undertaken as soon as practicable.

Mr. Chairman, that concludes my prepared testimony. Thanks
for the opportunity to appear before the committee, and I'll be
happy to answer questions.

Mr. TURNER. Thank you, Mr. Mahaley.

[The prepared statement of Mr. Mahaley follows:]
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Thank you, Mr. Chairman, I appreciate this opportunity to provide the committee with
information concerning the Department of Energy’s recently completed efforts to update its

Design Basis Threat.

The Department of Energy (DOE) recently revised its Design Basis Threat Policy in 2003 to
reflect changes in perceived threats to United States government assets and operations. The new
Design Basis Threat Policy, approved in May 2003, is designed to reflect the most credible
threats to Departmental assets and operations and provide a baseline for operational and
budgetary planning purposes. The DOE Design Basis Threat Policy is derived from and
associated with national intelligence threat information and other government agencies’ threat

policy statements.

The 2003 DOE Design Basis Threat Policy is predicated on the information contained in the
Defense Intelligence Agency, “Postulated Threat: to U.S. Nuclear Weapons Facilities and other
Selected Strategic Facilities,” dated January 2003, also referred to as the Postulated Threat
Statement. The Postulated Threat Statement details relevant threat information about postulated
adversary team sizes, characteristics, capabilities and applicability to national security assets.
The Postulated Threat Statement is based on intelligence information detailing actual terrorist
attacks and the equipment and tactics utilized in the attacks, expert judgments regarding stated
terrorist intentions and the ability of the terrorist to execute the stated objectives, and postulated

capabilities based on the latest knowledge concerning terrorist activities.
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Prior to the September 11, 2001, attacks in New York and Washington, the Department of
Energy, in August 2001, requested that the intelligence community prepare an update to the 1994
Postulated Threat Statement. Although the 1994 Postulated Threat Statement was designed to be
a 10-year document, we believed at that time that changes in international politics, emerging
technologies and increases in worldwide terrorism required a reassessment. The National
Intelligence Coordinating Committee assigned the primary responsibility for uédating the

Postulated Threat Statement to the Defense Intelligence Agency.

The events of September 11, 2001, delayed the Postulated Threat Statement update effort due to
reallocation of critical assets. However, the requested Postulated Threat Statement update was
fully underway by January 2002. The primary entities collaborating on the revision to the
Postulated Threat Statement were: the Defense Intelligence Agency, the Department of the Navy,
the Department of the Army, the Department of the Air Force, the Nuclear Regulatory
Commission, the Federal Burean of Investigation, the Central Intelligence Agency, and the

Department of Energy.

The Department of Energy’s Office of Security began revising the DOE Design Basis Threat
Policy in October 2001. Our work on the revised DOE Design Basis Threat Policy was carried
out in parallel with the work on the updated Postulated Threat Statement to reduce the amount of
time that would be required to issue a final DOE Design Basis Threat Policy upon completion of
the Postulated Threat Statement. After the release of the final Postulated Threat Statement in

January 2003, we made final revisions to the Departmental Design Basis Threat Policy. The
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Policy was then coordinated within the Department of Energy, including the National Nuclear
Security Administration. The revised Policy was approved by the Deputy Secretary of Energy

on May 20, 2003.

The new Design Basis Threat Policy will provide managers an improved threat policy document
to plan, resource, and execute vital safeguards and security programs. In addition to updated
threat information, the revised Design Basis Threat Policy inciudes a significant enhancement
over prior policies - the use of the “graded threat concept”. The graded threat concept considers
and accounts for factors such as consequences of a malevolent event, the attractiveness of the
asset, the ability of an adversary to accomplish a given objective with an asset, and the resources

required by an adversary to accomplish a given objective.

The graded threat approach includes the establishment of “Threat Levels™ for Departmental
facilities and associated “Protection Strategies” based on the assets located at a given facility.
The Design Basis Threat Policy separates “Threat Levels” into two distinct categories. One
category of “Threat Levels” covers thefl, disruption of mission, and espionage and foreign
intelligence collection, and the second category ~ of “Sabotage Threat Levels” - covers

radiological, chemical, and biological sabotage.

Five “Threat Levels” are established for theft, disruption of mission, and espionage and foreign
intelligence collection: Threat Level | (the highest) - for facilities that receive, use, process,
store, transport, or test Category IA assets (i.¢., nuclear weapons, nuclear test devices, or

completed nuclear assemblies) through Threat Level 5 (the lowest) — for facilities that are only
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required to maintain minimum safeguards accountability or security operations (i.¢., small office
activitics, tenants in large office buildings, or small isolated rescarch or test facilities that do not

possess quantities of special nuclear material).

Four “Sabotage Threat Levels” are established for radiofogical, chemical, and biological
sabotage. Sabotage Threat Level I (the highest) through Level 4 {the lowest) are set for
facilities, buildings, or operations that process, store or transport radiological, chemical, and
biological materials by the degree to which these materials, if dispersed, would result in acute

dose effects at the site boundary.

Immediately following the events of September 11, 2001, the Department implemented measures
to angment safeguards and security for the most critical Departmental assets. The recently
revised Department of Energy Design Basis Threat Policy incorporates those measures and, in

some cases, sets a higher standard for the protection of Departmental assets.

The revised Design Basis Threat Policy is effective immediately and will be implemented over
the next several years. Actions to augment existing safeguards and security programs for those
facilities and assets that are considered the highest security policy will be undertaken as soon as

practicable.

That concludes my prepared testimony. Thank you for the opportunity to appear before the

Committee. I'll be happy to answer questions.
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Mr. TURNER. We want to recognize Mr. Todd Platts from Penn-
sylvania has joined us for the hearing, and welcome.

Also, I ask unanimous consent to insert into the hearing record
at this point a statement from Senator Charles Grassley of Iowa.
Senator Grassley is a co-requester with the subcommittee on relat-
ed GAO work that will be the subject of a future hearing.

[The prepared statement of Senator Grassley follows:]
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Thanks to your outstanding leadership on oversight, Mr. Chairman, this important
hearing is taking place today. I am honored to be a part of it. I thank you for allowing me to
testify. And I thank you from the bottom of my heart for your continuing interest and
commitment to oversight and investigation or O&L

O&l is an essential part of what we do here in Congress. Putting the public spotlight on
ugly problems is the heart and soul of oversight. Today we are going to shine the public spotlight
on lab security.

The labs are in harm's way. Security is lax. Our nuclear secrets are not safe. The labs are
R&D facilities for weapons grade materials, weapons reactors, weapons design and test data as
well as other highly classified information pertaining to those programs. These critical
commodities are sought by foreign governments and terrorist organizations bent on acquiring
weapons of mass destruction.

Mr. Chairman, I just don't get it.
The labs contain some of the most sensitive and the most sought after technology in the
world today. This stuff should be locked up tight like at Fort Knox and guarded night and day by

alert sentries.

To criminals and spies, the labs must be like a candy store with the front door left wide
open and nobody at the register. And the terrorists must be licking their chops.

Without swift and decisive corrective action, a lab could easily be converted to a very
dirty bomb and blown up in our face. This situation is totally unacceptable.

Mr. Chairman, I hope we can work together and keep the public spotlight focused on the
problem until we create enough pressure to get it fixed.
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I am new to this inguiry. You, by comparison, have had the General Accounting Office
{GAQ) working on lab security since October 2001. We didn't officially team up until May 22,
2003 when we co-signed a letter to the GAQO. We directed the GAO to expand its ongoing
investigation to address a broader range of issues, including management oversight of internal
security investigations.

Mr. Chairman, I didn't intend to get involved in lab security. I was drawn to it by
necessity.

Over the past 8 months, 5 whistleblowers from two labs have come to my office with a
laundry list of horror stories. Four of the whistleblowers were fraud, waste, and abuse
investigators; one was Operations Chief of the Protective Force.

All have been threatened with reprisals and removed from their jobs for committing truth.
The information they have given me is compelling. I could not turn my back on these brave
soldiers for the truth. 1 had to get involved and help.

Once the information began pouring into my office, I started writing letters to Secretary
Abraham. So far I have sent him five letters. My letters to Secretary Abraham summarize the
most egregious allegations. There is a list of 102 different secu}ity investigations. These were
conducted between 1997 and 2003.

For the most part, these are aborted investigations - investigations that went no where
because of orders from above.

I will now take a moment to highlight the most egregious cases I know about. These are
as follows:

—Several "Little Boy" atomic bombs on public display in museums, including the
Smithsonian, contained secret restricted data;

—An FBI surveillance operation captured at least a dozen members of the security force
engaging in misconduct on video tape, including sleeping on duty; Members of protective force
can earn up to $110,000.00 a year with overtime; At that price, they should stay awake;

—A member of the guard force was caught on FBI video tape stealing computer
components; and later sold them to supervisors at below market prices;

—Sensitive facilities - like inside the reactor area - and the SCIF [Sensitive
Compartmented Information Facility] are left unlocked and/or unalarmed at night;

~Activated alarms in highly secure areas trigger no response; Guards simply re-set alarm
circuits in command center and make no attempt to investigate possible intrusions; An evaluator
performed jumping jacks in a nuclear reactor area to activate alarms and test guard response, but
there was no guard response;

—A classified hard drive containing weapons research data is missing from a vault;
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—Master keys providing access for everything right up to the glass doors of the reactors -
"went" missing from guard force custody at two labs; Locks never re-keyed at one lab;

—The same security gate turnstyles costing $25,000.00 each were repeatedly sold to the
lab for $50,000.00 each, netting $3 million in cash to cover excessive guard force overtime;

—Vice President David Nokes allegedly ordered the destruction of a hard drive that is
critical evidence in an ongoing investigation of gross misconduct in the highly classified "5900"
area SCIF; The hard drive was first destroyed with a magnet and then a sledge hammer; the hard
drive allegedly held nude photos involving two employees - {----]; the photos were taken with a
digital video camera brought into the SCIF area without clearance or authorization; [----] is
described as "con man and professional computer hacker;" He established unauthorized computer
links in and out of SCIF and is known to have planted an unauthorized intercept-type software -
called Spector Key Key - in some management computers;

-A Verizon maintenance van parked inside a classified area was stolen at Sam and
crashed through perimeter fences in what is characterized as a "high risk" exit; The van was
discovered in the parking lot of a nearby Home Depot store; There are no clues as to why the van
was stolen, but its theft coincides with the disappearance of a classified Sun computer system
from the SCIF; Investigators were unable to check alarm data because protective force radio and
telephone recording system was turned off;

—FBI sting operation recovered large numbers of stolen lab lap tops and CIA computers
from Doctor Dan's chop shop in Albuquerque; computers are stripped of serial numbers, chopped
up and re-sold; computer losses at one lab are estimated at $700,000.00 per year; the prime
suspect - [----] - is still employed at the lab;

—And now there is plutonium missing at Los Alamos

There is a very disturbing pattern that cuts across all of these aborted investigations. I call
it the common denominator. It is buried in the culture. It tempers management's response to
every security problem. It is an attitude - a state of mind. And it's really bad news.

The culture stands in the way of accountability, corrective action, and effective security. It
is the single most significant problem at the labs.

The typical management M.O. at the labs works something like this: Quash the
investigation; Sweep it under the rug - fast; And shoot the messenger. One source says the lab
M.O. is: "deny everything and make counter accusations." Revelations about security breaches
are an embarrassment to the lab. They are suppressed at all costs and never reported up the chain
of command.

Mr. Chairman, if you have doubts about the existence of the culture today, just check lab
Vice President Don Blanton's All-Hands video address on April 16th. [ have it right here in my
hand.
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Mr. Blanton trashes the whistleblowers who came to my office when they were unable to
get their concerns about security addressed internally. He trashes them in front of the whole
department.

And he trashes the whistleblowers after the lab President, Paul Robinson, had publicly
praised them for having the courage to "bring these issues forward by other means" - that is,
directly to Chuck Grassley.

When his derogatory remarks leaked out, Mr. Blanton was forced to make a public
apology on May 9th. Mr. Chairman, if you think we have seen the last quashed lab investigation,
I have news for you. There appears to be more cover-up work in progress right now - today.

1 am talking about the Bay Report completed on June 4th. It's 80 to 90 percent pure
whitewash. The Bay Report is supposed to be an independent look at the aborted security
investigations.

It examined five of the most egregious cases and concluded that only one of five "was
clearly obstructed or impeded.” The rest are fine. [ don't buy it. The Bay Report does not say one
word about lab security. .

1t is a personnel report on two whistleblowers. It concludes that there was no real
retaliation - only the "appearance of retaliation.” If it looks and smells like retaliation, it is
retaliation. T fear that management will now use the Bay Report to broom the whistleblowers nto
the dustbin of history.

In this environment, there is no incentive to connect the dots. Dots are key pieces of
information investigators must connect to solve crimes - like putting a puzzle together.

Focusing on one dot is the specialty of lab managers. For instance, according to sham lab
reports, the missing set of master keys was mere carelessness. They were inadvertently left in
someone's gym bag and forgotten for 11 days - even though computers are disappearing right and
lefl with no evidence of forced entry.

The stolen Verizon Van was written up as routine auto theft.

Nude photos taken with an unauthorized camera and downloaded on to a hard drive in the
SCIF was nothing more than run of the mill employee misconduct.

To current management, the van stolen from a classified compound crashing through
perimeter fences at Sam is mickey mouse stuff - pranks.

Lab President, Mr. Paul Robinson, characterizes some of these issues as "monkey
business.” A management team that has a healthy respect for security would assume that the
master keys could have been taken in the furtherance of some other crime - like theft of
government property - or theft of sensitive information - or even espionage.
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The nude photography that surfaced on the hard drive in the SCIF could have been part of
an elaborate scheme to conceal espionage activity. It could have been a clever distraction
operation. An unauthorized camera in or near the SCIF is a red flag.

What about the illegal intercept software that was planted in all the labs' computers by a
person known to have suspicious connections? Two years have passed, and it still hasn't been
checked out. Why?

The Cox report makes it crystal clear that our nuclear weapons labs - Los Alamos,
Lawrence Livermore, Oak Ridge, and Sandia - are targets for China's "long-term, ongoing
intelligence collection effort.™ The Cox report is a wake-up call - if T ever heard one.

Management needs to start thinking "outside the box." Management needs to start
considering worst case scenarios and react accordingly.

When Sandia's authorities learned about the missing keys, for example, a
counter-intelligence sweep should have been conducted for "bugs"” in sensitive areas. None was
conducted.

The alarm data should have been analyzed for unexplained intrusions in sensitive areas.
None was conducted.

Why wasn't the alarm data for the night the van was stolen checked for unexplained
intrusions? Everything I read in the newspapers tells me that foreign agents are already inside the
labs.

The Cox report warned us they were coming and that they would keep coming. I think we
have to assume they are there. We have identified some of these agents, but there must be others
we don't know about.

When the presence of foreign agents is coupled with missing keys for every lock at two
labs; and unauthorized photography is going on in the lab's most sensitive area, the SCIF; and a
van is stolen from a classified area at Sam and crashes through perimeter fences and
coincidentally a classified computer is missing from the SCIF; and top management calls it
"monkey business," I fear the worst.

There are gaping holes in the security net, and we don't know where they are. Security
breaches at our nuclear weapons labs is nothing new, Mr. Chairman. It's an old story.

Four years ago, the Rudman report recommended the creation of a semi-autonomous
agency to address the problem. That led to the creation of the National Nuclear Security
Administration - NNSA.

NNSA is supposed to be THE FINAL ANSWER. Its primary mission is to tighten
security at the labs. But I am not sure that any of the 2,391 NNSA employees know it. The
NNSA mission statement doesn't say it.
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Everything I sce and hear tells me that we are right back at square one. All we succeeded
in doing by creating NNSA is to rearrange the chairs on the deck of the Titanic. You can't put a
fancy saddle on a mule and call it a race horse.

‘We are still stuck with ineffective management oversight of the labs. Secretary Abraham
needs to take charge.

The culture is the root cause of the problem. The culture must go. And since the culture
lies in the hearts and minds of the top managers, maybe that's where reform needs to begin. For
example, if lab Vice President David Nokes obstructed an investigation by ordering the
destruction of evidence as confirmed by authoritative sources, then his head should be the first
one to roll.

The Inspector General (IG) should step in and help Mr. Abraham root out the problem.
But as I see it, the Encrgy Department IG is AWOL on lab security. One senior official put it this
way: "the IG just dabbles in it,” and that's a direct quote.

The Director of the Office of Independent Oversight, Mr. Glenn Podonsky, is doing an
excellent job. He is the one who jumped in and said the lab's preliminary response to my
questions was "less than adequate.” That's a reference to the "Wisdom Report" that summarily
dismissed the allegations raised in my letters as "unsupported by evidence."

I thank Mr. Podonsky for his honesty in setting the record straight. Unfortunately, he is
looking at the problem through a straw - seeing each lab as an isolated case - instead of taking a
global view. If Mr. Podonsky could step back and take in the big picture, he would see definite
patterns in the security failures across-the-board at all the labs.

Since Mr. Podonsky first came to my office to address issues at Sandia - when Los
Alamos was fresh in our memories - we have witnessed a melt down at Lawrence Livermore.
The lab's trusted security chief was involved with a Chinese double agent; the lab lost a set of
master keys along with an electronic Tesa key.

These security breaches led to Mr. Podonsky's extended visit at Lawrence Livermore. |
suspect that Mr. Podonsky is now coming around to my way of thinking. He's thinking globally.

Somebody at the very top, who can wrap their arms around all the labs and clearly see the
whole problem in its totality, must take charge. That person needs to get the reform process jump
started. It's time for everyone involved to stop wringing our hands in frustration and do
something bold.

Mr. Abraham is the man at the top. "The buck stops here," as Mr. Truman used to say. In
a meeting on April 7th, Secretary Abraham convinced me he is committed to doing what must be
done. Secretary Abraham now needs to order his top deputies to tighten the ncose on security at
the labs. The top deputies need to issue firm guidance that clearly sets the standards for lab
security.

Thank you for your patience, Mr. Chairman. That concludes my statement.
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Mr. TURNER. Mr. Ambassador, I appreciate your comments and
the confidence in which you describe the actions that you're taking.
This is obviously—when you start hearing some of the testimony
about procedures and processes, it certainly loses some of the ex-
citement I think we all would expect in the severity of the issue
that we’re dealing with, which is the security of our nuclear facili-
ties and really the catastrophic consequences if you don’t succeed.

We’ve had testimony from the General Accounting Office; and we
know that even the NNSA has indicated that they're—you are con-
cerned that, at times, that managing the safeguards and the secu-
rity programs have not been fully effective and the concerns as to
the security of the complex.

In listening, Ambassador, to the actions that you're taking, clear-
ly you've acknowledged some problems that have occurred in the
past, that you’ve not been fully satisfied. I'm assuming that you're
not fully satisfied still as to where you are as a result of your ac-
tions, but I guess the big question that I have is, you know, what
do you need? In addition to the authority that you have and the
actions that you're taking, what do you see as you survey what the
problem is in front of you that you currently don’t have, either in
authority or resources?

Mr. BROOKS. I believe that I largely have the authority and the
resources I need.

There are specific, once again, lower-level issues. For example,
we have asked the Congress to change the law to allow investiga-
tions of some of our people to be conducted by the Office of Person-
nel Management rather than the FBI. If you look—we are not able
to discern any difference in the quality of the OPM/FBI investiga-
tions, but we have to have them done before we can give them the
appropriate clearance to be in sensitive facilities, and that includes
guard force.

What we are able to discern is that the waiting period for the
FBI is sort of in the mid-200 days, and the waiting period for OPM
investigations is in the range of 180 days. So we have asked the
Congress to give the Secretary the flexibility to direct our inves-
tigations to the OPM.

Now, this sounds like a very technical point, but it’s not. It’s not
because the first line of defense is the guard force, but you can only
use guards where appropriately cleared, and nobody wants to
change that. And so, as you try to expand your guard force, you—
it is important to be able to move rapidly to get them cleared. That
is particularly true since one of the problems that we are working
on is that our guard forces generally are doing a lot of overtime.

Now, if you talk privately to the guards, they tend to like over-
time, at least some of it, because they actually base their standard
of living on the assumption that they’re going to get some overtime.
But we’re doing more of it than we’d like to do.

One problem, for example, has been each time the Nation goes
to Homeland Security level orange, Mr. Mahaley and I tell the Sec-
retary he should go to SECON 2, and he does. What that does is
put more guards around things; and since there aren’t any more
guards, what it means is people work longer hours.

So anything I can do to speed up the process of bringing on new
guards at these plants is a useful thing, but that’s not a very pro-
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found thing. It’s illustrative in my view of the fact that security is
a whole lot of individually not very glamorous things carried out
day in and day out. But I'm not here saying, oh, if only the Con-
gress would give me more money. I could certainly think of things
to do with more money. This is not primarily a money problem.
This is a roles-responsibilities-oversight culture problem that we’re
trying to solve right now.

Mr. TURNER. I take it, though, that you do remain concerned as
to the performance level. The initial question is your level of satis-
faction—you’re saying that you have the authority and the re-
sources, which is a great the-buck-stops-here answer, and I wanted
to get a sense from you that you do have some concern and that
this is not——

Mr. BROOKS. I do have some.

Mr. TURNER [continuing]. Happening in a timely manner and it
is not happening as effectively as it should.

Mr. BROOKS. Sir, we're dealing with nuclear weapons. You've got
to be concerned at anything less than perfection. So of course I'm
concerned.

On the other hand, I think that we are moving in the right direc-
tion. I think that the—as you heard from Mr. Podonsky, there have
been some substantial improvements.

I think that where I have, for example, cultural problems, cul-
tures don’t change overnight. All right? If you have problems of
being lax in enforcing rules, if you have problems of not being
prompt in reporting problems, those are cultural problems and
training problems, and you change them, but it takes time.

So I don’t want to mislead the committee. I think I'm headed in
the right direction. I think I'm seized with a problem, but I don’t
think if you invite me back in 2 weeks I'm going to be able to walk
in and say look at the wonderful things we’ve done in the last 2
weeks. I don’t think that is the way this problem works.

Mr. TURNER. Thank you, Ambassador.

Mr. Tierney.

Mr. TiERNEY. Thank you, Mr. Chairman. Mr. Ambassador, Mr.
Mahaley, thanks for joining us.

Mr. Ambassador, I think you were correct in saying that most of
these things go back to management. I know the Secretary had
made a statement that he was going to take the University of Cali-
fornia—the contract, put it up for review. It expires in 2005. Are
you mindful that is the correct way to proceed? And if you are,
should something be done between now and 2005 to enhance the
job that we think they’re doing?

Mr. BrROOKS. Well, since the Secretary made that decision based
on a recommendation from the Deputy Secretary and me, I cer-
tainly support it. We are doing things, not so much pointed in
2005, because we're doing things to continue to improve. The prob-
lems at Los Alamos that led to that decision did not spill over into
security. They were primarily in business services, although you’ve
recently seen one example that may spill over into security. There
was what appears to have been a bookkeeping problem associated
with a very small amount of plutonium. The best I can tell, that
problem, which happened 2 years ago but was only recently discov-
ered, is another example of a general lax approach to business
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processes and the first one that actually spills over and has secu-
rity things.

One of the reasons that we were so concerned was the fear that
poor discipline in processes in one area sooner or later spreads. So
while I don’t mean to minimize the importance of control of term
and wise stewardship of the public money, you want to stomp out
the problems in that area before they get to things like classified
material control or physical security.

What is being done in Los Alamos is the new laboratory director,
who was put in with our approval by the University following the
problems, is doing a major top-to-bottom overhaul of his business
processes. So I don’t think there’s anything that needs to be done
between now and 2005 that is not being done.

Mr. TIERNEY. On the oversight issue—either of you gentlemen or
both of you might want to respond to this—the assertion is made
that some of the reviews of the test of the performance of the secu-
rity were being dumbed down. Can you talk about that a little bit,
give us some assurances to——

Mr. BROOKS. I think you—Mr. Podonsky, in the previous panel
said that he believes that is an accurate description of the way it
was in the 1990’s, and he doesn’t believe it is an accurate descrip-
tion of the way it is now.

Mr. TIERNEY. Are you comfortable that it’s not?

Mr. BROOKS. I am comfortable with that.

Mr. TIERNEY. The fact of the matter is that terrorists now appear
ready to give up their own lives in order to accomplish their pur-
pose. So it becomes pretty important for us not just to worry about
containing them once they get to site but keeping them out of that
site. Are you mindful of the fact or do you feel confident of the fact
that all NNSA facilities are able to do that at this time?

Mr. BROOKS. Yes.

Mr. TIERNEY. And what do you base that on?

Mr. BROOKS. I base that on a series of reviews by Mr. Podonsky,
a series of reviews by me and then an approach that my prede-
cessor started called “Iterative Site Analyses,” which is another
way of looking at the design basis threat that Mr. Mahaley was
talking about as the standard against which we try and make that
assessment.

I don’t yet know whether or not I can make that statement about
the May 30th design basis threat or what I have to do to be able
to make that statement. I don’t mean to get into details in an open
session. At most of my sites, I'm pretty comfortable that I was
ahead of the new design basis threat at. At one or two sites, there
may be one or two things we’re going to need to do; and we’re still
looking at that.

Mr. TIERNEY. Well, I'm going to let you go with that, because my
next question I think will take us into the closed session this after-
noon about what level of comfort Americans should have generally
about all of these sites. But given the fact that the design basis
threat is just evolving and you've got to make some assessments
on that, I'll yield back the balance of my time. Thank you for your
answers.

Mr. TURNER. Mr. Chairman.

Mr. SHAYS. Thank you.
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Mr. Brooks, I found both your testimonies helpful, but I was par-
ticularly interested in your testimony given that it—your oral testi-
mony had an action plan that was not part of your written testi-
mony. I inquired if maybe that was written down, and it wasn’t.
Could you go through your action plan.

Mr. BROOKS. Sure. I actually had hoped to be able to hand you
a press release today. I actually think I'll now be able to hand you
a press release tomorrow because of a teeny, tiny internal——

Mr. SHAYS. It’s not a criticism. I’'m delighted to

Mr. BROOKS. But what I'm doing first, we are going to augment
drawing from a number of things. We’re going to make use of some
of Mr. Mahaley’s people. I'm going to make use of some contractor
people. I'm going to make use of other people. I'm going to at least
temporarily beef up the number of people that I have working on
this issue.

Second, I'm going to use those beefed-up people and use my sites
to be more vigorous on safety and—safeguards and security, but
also to be reporting more directly to me. And, frankly, that’s sym-
bolic. I don’t want to pretend that I know as much about safe-
guards and security as the superb people I have working for me or
the superb people Mr. Mahaley has working for him, but it is my
experience that when you have to report to the senior person then
there could be no question that this is something that you take se-
riously.

Third, we have been the subject of a number of external reviews,
most of them critical. By “we,” here I mean the whole Department
as well as the NNSA over the past several years. We're in the proc-
ess of systematically going through all of those, looking at their
recommendations, seeing whether we implemented them and then,
if we didn’t, looking again to see whether or not we should. I don’t
want to have a situation in which people thought that a problem
was going to be solved without X or Y.

And, fourth, I'm asking Admiral Rich Mies to look specifically at
physical security throughout my complex, and I'm going to—while
not limiting him, I'm going to ask him to be very specific about one
or two ideas that periodically flowed around about better manage-
ment.

And, finally, as we have in the last month or two been looking
at this problem, I have become concerned about people. I'm not
sure I completely agree with the GAO that I'm short now, but I'm
real sure that if I don’t take aggressive action now, I will be short
in terms of quality and experience in the future. The last time we
had that problem was on weapons designers, and we got Admiral
Chiles to run a commission to look at how we ensured that we had
a stable corps of weapons designers. I'm asking him to do the same
thing for safeguards and security professionals.

So that’s the five things I'm doing.

Mr. SHAYS. I know I'm being redundant, but—before I'm redun-
dant, let me ask another question. You said you agreed with all but
one of the four major

Mr. BROOKS. Yes, sir.

Mr. SHAYS [continuing]. Categories. And the one—defining clear
roles and responsibilities, there was assessment, site security ac-
tivities. That is the one you disagreed with.
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Mr. BrROOKS. The method of surveillance versus surveys is the
method—it’s actually their second or third. I can’t remember. I'll
have to look at the—I don’t have the—let me just look at the

Mr. SHAYS. But the other one, overseeing contractor, corrective
actions and the others, allocating staff. But the thing I thought was
interesting, though, was you seem to disagree with defining clear
roles and responsibilities because

Mr. BrROOKS. Well, no, sir. I didn’t mean to say that. I'm sorry.
The defining clear roles and responsibilities is the precursor to ev-
erything.

Mr. SHAYS. I think you jumped in too quick. You may want to
let me finish.

I was very impressed with your testimony, and I was encouraged
by it, but I was—you said you would challenge anyone to check
with people along the chain about their not knowing what their
roles and responsibilities were, and so I think that’s what you said,
and that seemed to be suggesting that you were disagreeing with
the GAO’s findings that there wasn’t this—so I must have missed
something here.

Mr. BROOKS. I wasn’t precise. Let me try again.

The GAO conducted their audit over a very lengthy period of
time. Many of their interviews with individual sites were conducted
18 months ago. In response to a question I think from you, the
GAO used the illustration that, when they went to individual sites,
they said we don’t quite know who’s supposed to do what, so we're
deciding on our own.

I believe that part of the problem I have corrected with the reor-
ganization announced in December and the promulgation of formal
roles and responsibilities. And I agree completely with the GAQO’s
assessment that the problem is important. I believe I have done a
great deal to correct it, and I'm going to continue to push that.
That’s what I was trying to convey, sir.

Mr. SHAYS. Thank you.

Mr. TURNER. Mr. Ruppersberger.

Mr. RUPPERSBERGER. I'm glad the issue has been raised about it
starts at the top in management; and, again, I was impressed with
where you're going.

Now, the one thing is to have a plan. The other thing is to imple-
ment a plan.

No. 1, how is your relationship and working relationship with the
intelligence agencies—the CIA, FBI, whatever—as it relates to the
security of the plants? I mean, are you working closely with them?
Could you just—what you can say in this open hearing? Where are
you with respect to that relationship? Because it seems to me one
of the—the No. 1 component to deal with the issue of terrorism is
the issue of intelligence.

Mr. BROOKS. Sure. The Department of Energy’s Office of Intel-
ligence reports to the Secretary, but I am, if not their largest cus-
tomer, certainly their most eager customer. I am briefed by the in-
telligence agencies daily. I look at specific details of threats daily.
As you know from the open-source accounts, there’s a lot of chaff
in that wheat, but we look carefully daily. When I see something
that I believe requires us to pay attention, I make sure that it gets
to my site managers and my contractors.
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My sites also have field intelligence elements. They focus in two
directions. One is the national labs, actually which is where a good
deal of our technical intelligence on nuclear weapons is done; but,
second, they provide another mechanism for disseminating things
out.

There’s probably no area in which I am more comfortable than
that I'm fully plugged into the intelligence community and getting
what I need. The problem of course, as September 11 taught us,
is that we cannot depend solely on the hope that the intelligence
community will discover problems.

But I know what the intelligence community knows. I'm fully
comfortable. I suspect that’s true for Mr. Mahaley also, but he
should speak on that.

Mr. MAHALEY. Sir, I've seen a big change since September 11.
DOE’s Office of Intelligence has been—in the past—I've been there
awhile. This is my 7th year as head of security, and the Office of
Intelligence was traditionally directed at nonproliferation, looking
at information collected around the world and advising, sort of
being the government’s lead analysis center on that intelligence as
it regards nonproliferation and nuclear weapons development.

Since September 11, the Office of Intelligence has focused—and
it was at my request in terms of I wanted a counterterrorism focus
to try to pull together the information from all the agencies. Be-
cause, you know, we can beat these people. It’s just what we’ve got
to talk to each other and share the information. So the new direc-
tor of intelligence has elevated the counterterrorism section to a di-
vision, and the director of that division reports to me at least once
a week with a detailed analysis of everything he’s covered in the
previous week. Some days I get briefed two or three times a day.

Mr. RUPPERSBERGER. Well, that’s good. And the teamwork—I
think if you look at what’s happened since September 11, the team-
work with all of our agencies, which in the past hasn’t been as
good, has helped to deter another incident.

Let me get to the issue of your security now with respect to your
contractors. You have a large amount of contractors that deal with
your security. Do you feel secure that your oversight of these con-
tractors—that they are doing the job, that they’re assessing them-
selves? I mean, are there any checks and balances there to make
sure that there’s consistency because you have different sites
throughout the country? My concern would be, is—and another
issue, you have three different components, I guess, in your oper-
ation. Is that too much bureaucracy, or would you feel more com-
fortable probably not to Federalize as it relates to this entire issue
instead of the contractors that we have right now?

Mr. BROOKS. Let me—first, one reason that I'm comfortable that
I know across the organization what is going on is the ability to
use Mr. Podonsky’s organization, the Office of Independent Over-
sight Performance Assurance. They look at all the sites, and there-
fore they are able both in a formal and—what’s even more impor-
tant—in an informal way to tell me whether there is consistency
in approach.

An example is the Secretary and I have asked him to look at pro-
tective forces throughout the complex, because we’ve had problems
now at two of our sites in which individual protective force officers
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found problems and they weren’t promptly reported. We're trying
to understand whether those are unique problems or broad prob-
lems, and so we're going to look at protective forces throughout the
sites.

With regard to Federalization of security, the problem there is I
think manpower and whether or not you are likely to be able to
come up with a sufficient Federal force and have the needed flexi-
bility. It’s one of the things I want these two groups I've chartered
to look at, but my biases are that the problems that we are having
is not because the force is not Federalized.

Now, there is one component that is. The Office of Secure Trans-
portation, the people who actually move plutonium from here to
there or weapons from here to there, that’s an entirely—those are
all Federal agents.

As far as Federalizing the entire contractor—the force—I think
the country made a decision a long time ago that the national labs
in particular but the plants, too, weren’t the sort of thing that the
Federal Government ought to be directly operating. I tend to agree
with that. I can go into more detail if you need, but I certainly
would not think that Federal control of the internal workings of the
labs and plants will make anything better. Federal control of secu-
rity is an idea that comes up and needs to be taken seriously. I per-
sonally think it will just change the problem. I don’t think it will
improve it.

Mr. RUPPERSBERGER. All right. Thank you.

Mr. TURNER. Mr. Platts.

Mr. PLATTS. Thank you, Mr. Chairman.

I apologize. I need to run off, but I do appreciate your testimony
and the written testimonies you provided.

Just one question before I go is the—appreciating the focus on
the management and the defined roles and increased security staff
numbers, but one of the things that jumps out to me in the GAO
report is that, in relation to the new design basis threat, that the
GAO estimates that it will probably be the 2006 fiscal year before
we really get a full picture of what the cost of the changes are
going to be required in relation to meeting this new design basis
threat and anywhere from 2 to 5 years till we fully implement and
have these new procedures in place and really do what we want
them to do.

My question is, do you agree with this general timeframe that
GAO predicts? And, if so, what is the greatest reason for that
time—that delay, given the seriousness of the threats we're talking
about? This is saying really anywhere from maybe another 6 to 8
years, and you reference in your opening statement about not
wanting a successor to be sitting here in 10 years having to answer
similar questions. My worry is that, you know, 6 to 8 years from
now the threat again will be different and we’ll be always playing
catch-up. So do you agree with it? And why is it going to take so
long to get implemented? What is the greatest challenge in getting
this done?

Mr. BROOKS. I agree that we’re going to phase things in. I think
the time lines that you cite are probably wrong. I expect to know
what this is going to cost by early fall so that we can adjust the
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fiscal year 2005 budget, which is the next one we get to prepare,
as necessary.

The design basis threat document—and we’ll have Mr. Mahaley
comment further, if he would—is in fact—if you have something
that you can meet in a day and a half, you haven’t looked rigor-
ously enough. We have looked—Mr. Mahaley in particular has
looked at the changes that we have to think about because of the
changed realization of the degree of organization that terrorists
might have, and so we’re basically taking a step to improve, and
that takes time.

I am not quite sure where 6 to 8 years comes from. That’s cer-
tainly not my understanding of my guidance from the Secretary,
and I don’t believe that’s what the promulgation for the new docu-
ment says.

Mr. PraTTs. If you have a good handle on the costs associated
with the changes necessary by this fall, you're into the beginning
of the 2004 although we may not, depending on how fast the appro-
priations bill—we may not yet have an 2004 appropriations done.

Is there consideration being given at this point to coming forward
with a supplemental request because of the seriousness of the
issues we're talking about, and that rather than waiting for the
2005 budget, to get it in there and have to go through the process,
that we look at 2004 and say, here’s what we now know we need,;
we don’t want to wait a year because of the threat that we’re talk-
ing about? Is that something under consideration?

Mr. BroOKS. I think it’s premature to know the answer to that.
I mean, my initial impression is that I'm not talking—on my side
of the house; I can’t speak for the rest of the Department—that I'm
not talking, at most of my sites, about significant funding and that
I—that a supplemental would not be appropriate. The decision to
subllinit supplementals is not one that Mr. Mahaley and I get to
make.

I will simply say that if-

Mr. PLATTS. But recommendations as to——

Mr. BroOKS. If I believe that I have a problem, the Secretary has
made it fairly clear that he wants to hear about it. But at the mo-
ment I don’t know—I do not anticipate that I will see problems
that cannot be dealt with through reallocation in 2004; but if I do,
I'll talk to the Secretary and he’ll talk within the administration,
and we’ll do what’s right because this is very important to us.

Mr. PraTTs. And that’s my focus, that we don’t allow a—you
know, a paper, a bureaucratic timeframe for submitting a budget
request, having to go through the process, being approved; if it is
a serious national security issue, that we look at doing whatever
we geed to do immediately, not when the next budget comes for-
ward.

So I appreciate again your testimonies and your efforts respec-
tively in your offices.

Mr. MAHALEY. Can I add something, Mr. Platts?

Mr. PLATTS. Yes.

Mr. MAHALEY. One thing I notice a lot of concern about, the tim-
ing that people should appreciate—and we’ll probably get into this
in more detail this afternoon—that when you issue a new threat
policy, it’s essentially a requirements driver. It is analogous in a
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very rough way to the Pentagon saying, we are going to plan to
fight 2.4 wars or something, and then the Navy and the Air Force
resource to meet that requirement.

We've raised a new requirement, OK, for our department. We
have superb security police officers deployed throughout the com-
plex, OK—probably not enough of them because of the overtime re-
quirements and everything else, but you just don’t snap your fin-
gers and hire those people and do it. It takes a year.

And I'm not talking about the security clearances to get these
people on board, train them. We have a minimum 320-hour basic
training for our security police officers before they get the site-spe-
cific training, and that’s just at the basic level. When you get up
to your, what we would call the SRT, or SWAT-qualified officers,
these are super professionals and it takes time to build officers for
that force.

The other point I want to make is that no responsible manager
out there should just throw troops at this, OK? They’re going to
have to take a look and say, I have SNM in that facility. Does it
really need to be there? Do I need all of these points of access and
egress in this facility? How is this facility designed? Is this facility
old?

Are we going to replace it in 2 or 3 years? Build that into the
design. There are so many factors. That’s a responsible period to
bring this in.

Mr. PLATTS. And certainly all valid points. But the fact is that
we are approaching 2 years since September 11 now, and now
we're just saying, all right, now we have a new design basis threat.

Mr. BROOKS. But please, sir, don’t believe we’ve been sitting
around since September 11. I think both of us tried to make clear
we——

Mr. PLATTS. I don’t believe you are. But we still are almost 2
years since September 11, and that’s my point; every day that
passes, there’s a terrorist individual or group out there that’s look-
ing for weaknesses.

And I certainly commend your efforts. I know you take them se-
riously, your responsibilities and——

Mr. MAHALEY. Mr. Platts, we just finalized an effort. We did
issue interim guidance throughout this period. Our people out in
the field have been anticipating this.

Mr. PLATTS. I know my time is well expired, so thank you, Mr.
Chairman.

Mr. TURNER. Thank you, Mr. Platts.

We will go into a second round of questions.

Mr. Chairman.

Mr. SHAYS. Thank you.

Right now the law requires surveys or the regulations.

Mr. MAHALEY. Regulation. Policy.

Mr. SHAYS. I'm hearing you, Ambassador Brooks, say you want
surveillance.

Mr. Brooks. Correct.

Mr. SHAYS. That we’re doing surveillance without the policy say-
ing we are; that’s kind of what I'm hearing. So I am a little con-
fused by that.
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Mr. Mahaley, maybe you can tell me how that happens and
whether it should.

Mr. BrROOKS. That’s not a fair question to ask him, sir, because
he’s prohibited by law from telling me what to do. I did it.

Mr. SHAYS. Why don’t we have him tell me that?

Mr. BROOKS. I'm sorry, sir.

Mr. SHAYS. Yes, you have a good nature. You want to protect ev-
eryone.

Mr. MAHALEY. Essentially what has happened here is, some peo-
ple think they have a good idea in the NNSA. They have gotten
ahead of their headlights, OK? Our policies written in DOE safe-
guard and security orders call for surveys.

A survey is essentially a very comprehensive checkoff list done
by the Federal manager, OK? Surveillance is not this once a year
checkoff list; it’s a continual monitoring process, if that’s fair to
say, that’s just not contemplated by our policy right now. I don’t
have any problems with it in theory, but we don’t have detailed
guidelines for our field offices to use right now. And that’s what
Linton is talking about in terms of us having developed the policy.

Mr. SHAYS. Right. But intuitively it seems to me it makes sense
that you would do that.

But, Ambassador Brooks, you wanted to say——

Mr. BROOKS. I simply wanted to make it clear that if you dis-
agree with what I'm doing, it’s not Joe Mahaley’s because—no, I
think what we have here, we’ve been trying very hard to move the
NNSA in the direction we think it needs to go, and we have occa-
sionally pushed a little bit ahead of the paperwork.

And I'm trying to fix that and get—for example, I made it clear
to the site managers what they were responsible for last fall. But
we didn’t get this formal manual out clarifying that until last
month. So we’re trying—we’re—we are trying to push to improve
things as fast as we can while still documenting them accurately.

Mr. SHAYS. OK. The bottom line is, you think it is a good idea.
You started to act on it. Mr. Mahaley, you would describe it as get-
ting in front of the headlights. I don’t know if I would describe it
that way. But, you know, I'll think about it.

I don’t quite understand force-on-force exercises. I was looking at
a picture in the GAO report of the helicopter. 'm assuming this is,
you know, bad guys landing over the line. But what I don’t under-
stand is how you can do them and how they work. You would want
to tell someone that when five helicopters fly into your site, you
don’t want to knock them out of the sky, because they happen to
be your people just testing the concept.

So I'm asking you a question about the value of force-on-force ex-
ercise. How does it work and how do you both respond to it?

Mr. MAHALEY. Well, I actually believe that’s a picture of one of
our security helicopters at the Savannah River site, deploying a
special response team. So they’re on our side.

Mr. SHAYS. OK. I have a much greater imagination. I saw them
with masks on. But at any rate, let’s just say that helicopters are
flying in. I don’t understand how an exercise works. If you tell peo-
ple you’re going to do it, theyre prepared for it.

Mr. MAHALEY. Within programs, they are prepared for it.
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. M;" SHAYS. You just tell them a second before, or 5 minutes be-
ore?

Mr. MAHALEY. No, sir. You set it up. You have to set up safety
briefings.

Mr. SHAYS. Do you tell ground sites?

Mr. MAHALEY. Yes, sir. And within—and there’s parameters of
when they can attack, what their target is. These are operational
sites, and when you do force-on-force, they have to be carefully
planned and executed and evaluated.

Mr. SHAYS. OK. So what I’'m gathering is, a force-on-force exer-
cise doesn’t indicate whether or not you can defend them. They are
just really a practice that enables them to go through the process.
In other words, you're warning them—Iet me say it this way.

It would be wrong—would it be wrong for me to interpret that
a force-on-force exercise will determine the capability to protect the
site? Or are they really nothing more than an exercise?

Mr. MAHALEY. No, I think the—your former summary is probably
more correct. And let me explain the process.

Mr. SHAYS. I'm forgetting which was my former summary.

Mr. MAHALEY. That they do have a bearing in determining
whether or not the site is satisfactorily protected. They’re part of
a process that we go through.

Let’s look at this this way. We issued a design basis threat. You
really can’t get down to brass tacks until you apply that design
basis threat to a given site, all right? Once you apply that design
basis threat, this requirement that the Secretary has set for the
site, they then have to analyze how theyre going to implement
that; and this involves vulnerability assessments of the site, and
the goal is going to be to develop a site safeguard and security
plan.

In the course of vulnerability assessments and all the models and
simulation and the other tools we use, there are going to be hard
points that surface. In other words, in some situations, your secu-
rity forces are going to prevail. It’s going to be clear there’s not
going to be any question.

The areas you want to test on force-on-force are those areas
where it’s close. And you want to see how your actual forces per-
form and see if your assumptions about the reaction times and
their capabilities are borne out in actual testing.

Now, I would never want to suggest, and I think anybody who’s
ever seen one or planned one or participated in one would never
suggest, that there aren’t artificialities, that, you know, they don’t
necessarily represent what’s going to happen, but it’s a very effec-
tive tool that we use to basically look at the finer points of that site
safeguard and security plan.

Mr. SHAYS. I have a red light here. I realize it is a finer tool. I
mean, I realize it’s a tool to be used. I guess I'm just trying to de-
termine how much we should, on the outside, assess, or you on the
inside should assess, your capability to defend. If, in fact, you had
to warn people, prepare them, there’s not an element of surprise.

Do you ever do the following? Do you ever, all of us, announce
that in the next month there will be an attempt to breach the facil-
ity and that you will be given a 5-minute warning and go from
there and do that?
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Mr. MAHALEY. No.

Mr. SHAYS. OK.

Mr. MAHALEY. That’s a good way to get people killed, Mr. Chair-
man. I mean, these are guards who are authorized to use deadly
force and armed very well, very well trained. And that’s just my
personal opinion; I don’t think that’s the right way to go, not at a
nuclear weapons facility.

Mr. SHAYS. I don’t want to get people killed.

Mr. MAHALEY. Right, sir.

Mr. SHAYS. However, I don’t want to then say that when you
have an attempt, when everybody has been briefed thoroughly
about it, that it is going to describe to us how easily or well we’ll
be able to defend a facility, because it does have clear limits.

Mr. MAHALEY. Well, it answers questions, sir. And I think you
have to kind of take a whole series of these force-on-force exercises
in toto——

Mr. SHAYS. What I am confused about, I am confused why you
would be disagreeing with me. Not because I am up here and
you're there. It would seem to me the answer would be, yes, sir,
it has its limits.

I mean, tell me if you disagree with this: It is a wonderful prac-
tice. You're going to see where you have weaknesses, but it isn’t
going to be able to give us an assessment that we can protect the
facility in the way that we might think we can. It’s not going to
provide all the answers, I guess.

Mr. MAHALEY. That’s absolutely correct, sir, absolutely correct.

Mr. SHAYS. But it is an exercise that is helpful.

Mr. MAHALEY. I believe so.

Mr. SHAYS. OK. Thank you.

Mr. TURNER. Mr. Tierney.

Mr. TIERNEY. I have no questions of the witness at this time.

Mr. TURNER. Mr. Ruppersberger.

Mr. RUPPERSBERGER. Yeah, getting back on the oversights, the
contractors and, you know, the—there is a problem sometimes with
inconsistency.

One of my concerns, you have different levels, level 1, level 2;
and could you describe that, please, as far as the type of facility?
And yet, any nuclear components getting in the hands of terrorists,
wherever they may be, will make a difference. And is there a proce-
dure in place to identify all—a consistent security procedure for
both of your levels of plants or operations or sites?

Mr. MAHALEY. I don’t want to get into specifics. I'd like to hold
that for the closed session this afternoon.

Mr. RUPPERSBERGER. OK. That’s fine. Let’s get on another issue
then.

In order to be able—in management, it starts at the top, but I
think good managers listen to the front line. Has there been an as-
sessment from people who are working on the front line that might
not have the access to upper-level management, a plan to make a
survey, ask questions on what they feel needs to be done as it re-
lates to security?

Mr. MAHALEY. It’s kind of funny you ask that, sir. My prede-
cessor, General Gene Habiger, who was the security czar in the last
administration, tried to do a survey, and we ran afoul of the Paper-
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work Reduction Act and the need to get—you know, we have this
funny relationship where we’re a Federal agency with 14,000 Feds
and 130,000 contractors and we were not able to do that security
survey.

But we do get feedback. I get feedback. I just went out to Albu-
querque for a national competition. I met with all the site safe-
guard and security directors. I met with probably about 200 offi-
cers. I met the Feds and the contractors, and we encourage that
sort of feedback. And by the way, it was a classified session with
the site safeguard and security managers and contractors, and we
discussed the design basis threat implementation.

Mr. RUPPERSBERGER. Have there been many instances of whistle-
blower cases where frontline individuals were trying to get infor-
mation out?

Mr. MAHALEY. I’'m sure there are, and the Department has inves-
tigated them.

Mr. RUPPERSBERGER. In my opinion, the front line needs to be
heard, to be analyzed to make sure that we are dealing with this
type of security. And it is so important that we—part of the analy-
sis of your security must be dealing with that front line.

Mr. BROOKS. I'm concerned with that. We also try in informal
ways to sample.

For example, I had some people out looking at an investigation,
but just as they were walking, they would talk to protective force
officers, get their ideas. I meet with the working level of my site
office when I travel; we try and get that feedback.

With respect to whistle-blowers, I want to be very careful here.
I don’t want to suggest that I am discouraging anybody from com-
municating with the Congress or the Office of Special Counsel, or
within the limits of security, the press.

I am bothered whenever I see somebody who is apparently sin-
cere in wanting to fix things and believes he or she has to go out-
side the system to do it. There is a cultural—I mentioned earlier
that there are cultural issues.

There’s a cultural problem at some of my facilities. It’s not retal-
iation. It’s not even disinterest in the subject. It’s oh, I'm busy,
d}(l)n’t bother me. I don’t know what it is, but I'm trying to work on
that.

Mr. RUPPERSBERGER. And I'm not trying to go there with respect
to the issues of whistle-blowers. I'm looking at the total assess-
ment. When you have partnerships between business and govern-
ment and you're dealing with national security, there needs to be
an assessment of what’s happening. And a lot of times we, up top
at the highest level, don’t get the information. And sometimes the
front line gets it.

I just want to make sure, or that’s why I'm asking the questions,
the consistency of your security programs, consistency between
level 1 and level 2.

Let me get into another level. We talked about physical security.
How about the computer networks, I mean, which is an important
part also? Where are we with respect to that?

Mr. BrOOKS. I think I'd refer you to Mr. Podonsky’s prepared
statement, and what he will tell you is, we're in good shape on the
classified networks; that we are—we don’t have any—I mean, cyber
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security is an infinite ladder; you can always make it better. But
we don’t have significant problems on the classified networks.

On the unclassified networks, there are some problems that have
been identified that we’re trying to work on. And those problems
are whether or not we are strong enough not just to defeat the ex-
ternal hacker sitting in a basement somewhere, but for example,
in one of our facilities where we have—because these are scientific
laboratories, we have foreign nationals, whether we are segmenting
the unclassified network as thoroughly as we might.

We’ve had another problem recently in which someone was ob-
taining salary data on an unclassified network. You’re not sup-
posed to be able to do that.

So I don’t think that it is serious in terms of national security
because, by definition, unclassified information is unclassified. In
terms of sound management, we’ve got a ways to go on the unclas-
sified side in our cyber security, at least at my sites.

Mr. RUPPERSBERGER. OK.

Mr. TURNER. Gentlemen, I want to thank you for your testimony
here today and certainly for your efforts. As you’re aware and as
has been said earlier in the hearing, we're having a closed session
this afternoon so that we can have a greater discussion of issues
surrounding this that are classified; and in recognition that we
have the closed session, I wonder if either of you have anything
else you wanted to add to the record in this public session.

Mr. BROOKS. No.

Mr. MAHALEY. No, thank you.

Mr. TURNER. OK. Thank you very much.

Mr. SHAYS. If I could, Mr. Chairman.

Mr. TURNER. Yes.

Mr. SHAYS. What we’d like you to think about, you have the pre-
rogative to testify separately when we go into the closed session.
We might be able to cover the issues if we do it in a larger panel.
That’ll be your decision.

You can talk to us later, but if you let my staff know whether
you would want to go separately and have to wait, or whether we
all go at once and try to cover it that way, OK?

Thank you. Thank you all very much.

Mr. MAHALEY. Thank you sir.

Mr. SHAYS. Thank you, Mr. Chairman.

Mr. TURNER. Turning to our third panel, which will include
Danielle Brian, executive director, Project on Government Over-
sight, and Ronald Timm, president of RETA Security, if you would
both stand——

[Witnesses sworn.]

Mr. TURNER. Please let the record note that the witnesses re-
sponded in the affirmative.

Ms. Brian.

STATEMENTS OF DANIELLE BRIAN, EXECUTIVE DIRECTOR,
PROJECT ON GOVERNMENT OVERSIGHT; AND RONALD E.
TIMM, PRESIDENT, RETA SECURITY

Ms. BRIAN. Mr. Chairman, I commend you for holding these im-
portant hearings.
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The Project on Government Oversight is an investigative organi-
zation that works with inside sources to improve public policy. We
are a politically independent nonprofit watchdog that strives to
promote a government that’s accountable to the citizenry.

In early 2001, POGO began its investigation into nuclear secu-
rity at the Department of Energy after more than a dozen high-
level departmental security experts came forward with their con-
cerns. We interviewed, after that, current and former DOE security
officials, Special Forces personnel who test security at nuclear fa-
cilities and DOE contractors, such as Mr. Timm, who coauthored
the report. We now have people contacting us from all over the
complex and headquarters.

Just prior to September 11, 2001, POGO issued our report; and
I ask that it be included in the record, but maybe just the text, be-
cause the attachments make it really fat.

[The information referred to follows:]
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dog since

U.S. NUCLEAR
"WEAPONS COMPLEX:
SECURITY AT RISK

666 Eleventh Street, NW

October 2001
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POGO MiSSION STATEMENT

The Project On Government Oversight (POGQ) investigates, exposes, and seeks toremedy systemic
abuses of power, mismanagement, and subservience by the federal government to powerful special
interesls. Founded in 1981, POGO is a politically-independent, nonprofit watchdog that strives to
promote a government that is accountable to the citizenry.

Danielle Brian

Executive Director

Project On Government Oversight

666 Eleventh Street, NW, Suite 500
Washington, DC 20001-4542

(202) 347-1122 Fax: (202) 347-1116
WWW.pogo.org email: pogo@pogo.org
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Foreword

This report presents the results of an eight-menth investigation injtiated
whenmore than a dozen whistleblowers contacted POGO with unclassified
evidence that the U.S. Department of Energy’s nuclear borb complex is
vulnerable to a terrorist attack. '

The contents of this report have been reviewed by trained and certified
classifiers from inside and outside the government to ensure that thisreport
containg no classified information.

Repeort Contributors

POGO Staff
Danielle Brian, Executive Director
{ynn Eisenman, Research Assisiant
Keith Rutter, Director of Operations

Peter Stockton, is a paid consultant with POGO. Hewas Special Assistant
to DOE Secretary Bill Richardson from 1999-2001. Mr. Stockton was the
Chief investigator for Chairman John Dingell (D-MJ) of the House Energy
and Commerce Comrmittee from 1972-1995, including during the
Committee’s investigations of DOE security failures.

Unpaid Coutributors: Ron Timm, RETA Secwurity President, Security
Analyst hired by DOE to analyze security at DOE weapous facilities. The
additional contributors to this report have requested anonymity for fear of
retaliation for exposing security failures. They include DOE security
analysts, current and former Special Forces who portray mock-terrorists in
force-on-force drills, DOE contractors, and officials at various levels of
DOE Headquarters and facilities.
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Executive Summary

The Department of Energy (DOE) analyzes and tesis the security of nuclear weapons
facilitics by conducting simulations and mock force-on-force exercises, often using U.S. military
forces as adversaries. The government requires that nuclear facilities be able to defend against
theft of nuclear materials or radiological sabotage by a few terrorists using surprise and readily
available weapons and explosives, as well as against the theft of muclear secrets.

According to experts who have conducted these tests in the past, the government fails to
protect against these attacks more than 50% of the time —~ although the exact figure is classified.
For example, in a test at the Rocky Flats nuclear production facility, Navy SEALs successfully
“stole” enough material to make multiple nuclear weapons. In a test at a Los Alamos facility, the
“terrorists” had enough time to consiruct an Improvised Nuclear Device. In addition, the theft of
nuclear secrets remains as possible today as it was several years ago before the controversy over
the downloading of classified information at Los Alamos.

DOE employees and others who have raised security concerns have largely been ignored
and subjected to retaliation over many years. This report details several case studies of
whistleblowers being fired, being forced to resign, losing coniracts or losing security
responsibilities because they were unwilling to quietly accept the inadequate security measures at
DOE nuclear facilities. In one example, in a desperate attempt to raise public awareness last year
about these problems, a DOE employee faxed two unclassified Inspector General reports to US4
Today and the Washington Post, which highlighted the Department’s failure to take corrective
measures. His security clearance was suspended and he is no longer working on security issues.

DOE’s disregard for proven thueats to nuclear security and its institutional bull-
headedness has thwarted the efforts of reformers, time and time again. According to a review by
Senator Warren Rudman, “scores of critical reports from the General Accounting Office (GAO),
the intelligence community, independent commissions, private management consultants, ifs
Inspector General, and its own security experts...the Department’s ingrained behavior and values
have caused it to continue to falter and fail.”

Ten major sites have weapons-grade plutoninm (PU) and highly-enriched vrandom (HEL)
in sufficient quantities to make a nuclear device even though most of them have not had a
national defense mission since the end of the Cold War. Several of these sites are located near
major metropolitan areas including the Bay area of Northern California; Denver, Colorado;
Albuquerque, New Mexico; and Knoxville, Tennessee (see chart on page 7). In addition, the
DOE Transportation Safety Division regularly moves weapons-grade nuclear materials and
nuclear weapons between facilities across the country. Because many tons of weapons-grade
nuclear materials are at these facilities, a nuclear detonation at one of them would dwarf the
impacts of Chemobyl, potentially kill or injure millions of Americans, and destroy the
environment of a significant portion of the United States.
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The Project On Government Oversight (POGO) has conducted a series of interviews and
consultations with nuclear security and terrorism experts to identify the following major
problems with nuclear facility security and their solutions:

PROBLEM: Nuclear Materials Are Spread Across the Country. Weapons-quantity special
nuclear materials are stored at 10 fixed sites even though most have virtually no national seeurity
mission. DOE camot currently adequately protect this material, and security at each site
wnmecessarily increases redundancies and costs. Not only do the unnecessary sites cost the
taxpayers billions annually, but they also present a significant health and safety risk to nearby
cormunities.

»SOLUTION: Close Unneeded Facilities. The Base Realignment and Closure Commission
should be empowered to recommend closing the wnneeded and redundant DOE sites, as well as
those sites that have no national defense mission. The Bush Administration is considering this
step.

»SOLUTION: Consolidate Nuclear Materials. Two of the most secure facilities in the world
would provide enough storage for the entire DOE weapons complex ~ a secure underground
weapons storage facility at Kirtland Air Force Base in New Mexico and the Device Assembly
Facility at the Nevada Test Site.

»SOLUTION: Immobilize Excess Nuclear Materials. There is a facility at Savannah River
which conld be used to meld excess nuclear materials with a radicactive barrier in glass. Once
the materials have been immobilized or “vitrified”, they would no longer be useful to terrorists.

PROBLEM: Bureaucracy Makes Security Tests Easier Rather than Fixing Problems. The
DOE bureaucracy portrays facilities as being secure and impervious to terrorists and spies when,
in fact, they are not.

»SOLUTION: Improve Effectiveness of Protective Forees. Until disparate sites are
consolidated, DOE should increase the size of its protective force and improve weaponry, tactics,
and command, control, and communication to defend against both theft and radiological
sabotage. Federalizing protective forces or exploring use of the military are two options.

PROBLEM: Independence in Nuclear Security is Lacking, The recently Congressionally-
created National Nuclear Security Administration (NNSA) exacerbates the problem by clevating
the same people who have managed this debacle over the last three decades.

»SOLUTION: Take Security Management Out of DOE. POGO suggests exploring the
option of sefting up an independent agency to provide security from outside DOE entirely, and
leave the many other duties of managing the nuclear weapons complex to the NNSA.
»SOLUTION: Move the Independent Oversight Office Out of DOE. Make oversight of
nuclear security independent from those charged with implementing security by making the DOE
Office of Independent Oversight an Independent Nuclear Facilities Security Board that is
independent of DOE. A model would be the Defense Nuclear Facilities Safety Board. This board
would report directly to the Congress and be empowered to assess security in the nuclear
complex.
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PROBLEM: Computers Containing Nuclear Secrets Remain Vulnerable. It is virtually as
easy today for a trusted “Insider” to put weapons design information on a tape or disk and walk
out the door as it was during the controversy at Los Alamos. All of our known spies have been
insiders with the highest secunity clearances.

»SOLUTION: Convert to Media-less Computing. The only way to stop an “insider” is o
stop any media (disks, tapes, laptops, etc.) from coming in or out of priority classified areas.
Computers would be Jocked in vaults and access to any media wonld require a “two-man rule”
where two people would have to sign-off on any copies.

PROBLEM: DOE Security Forces Cut by 40%. According to a high-level DOE official,
“Since 1992, the number of Protective Forces at DOE sites nationwide has decreased by almost
40% (from 5,640 to the current number of approximately 3,500) while the inveniory of nuclear
material has increased by 30%.” The increase has resulted from the dismantling of nuclear
weapons and the receipt of nuclear materials fiom the Forner Soviet Union. During the same
period the threat of terrorism has increased.

»SOLUTION: Consider Sécurity Budgetary Needs Independently. Decouple nuclear
security funding from scientific research and the nuclear weapons program. Security funding
currently competes with scientific research funding from within the National Nuclear Security
Administration nuclear weapons budget. Security is always fighting for the scraps after the more
politically appealing and bureaucratically popular scientific research and weapons projects are
funded.
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Introduction

The chances that chemical, bivlogical or nuclear terrorism will occur on U.S. soil over
the next ten years “is 100%,” according to Richard Clark, U.S. National Security Council
Nationat Coordinator for Infrastructure Protection and Counterterrorism for the Clinton and Bush
‘White Houses.

Over a dozen whistleblowers have contacted the Project On Government Oversight
(POGO) with unclassified evidence that the U.S. nuclear bomb complex, containing tons of
weapons-grade uranium and plutonium, is vulnerable to a terrorist attack. The particular
vulnerabilities discussed in this report have been addressed by the Department of Energy (DOE),
thereby making them no longer classified. However, new as well as recurring vulnerabilities
continue to plagune DOE’s nuclear security program. This evidence confirms the findings of
multiple Presidential and DOE Commissions. Such an attack would endanger the health and
safety of the communities near each site to levels in excess of the accidental release at Chernobyl.

The DOE tests the security of these sites by conducting simulated and mock force-on-
force exercises often using military forces as the adversary. The government requires that these
sites be able to defend against theft of nuclear materials or radiological sabotage by a few
terrorists using surprise and readily available weapons and explosives, as well as against the theft
of nuclear secrets. According to experts who have conducted these tests in the past, the
government fails to protect against these attacks more than 50% of the time — although the exact
figure is classified. In addition, the theft of nuclear secrets remains. as possible today as it was
two years ago when controversy swrounded Los Alamos National Laboratory over the possible
lzaking of classified information.

As a result of that controversy, in June of 1999, the Chair of the President’s Foreign
Intelligence Advisory Board, former Senator Warren Rudman (R-NH) was asked to review
security at the DOE nuclear weapons laboratories. Their report, “Science at its Best, Security at
its Worst” was startlingly blunt in their criticism: *. . . the brilliant scientific breakthroughs at the
nuclear weapons laboratories came with a very troubling record of security administration. . . .
This report finds that DOE’s performance, throughout its history, should have been regarded as
intolerable.” (Bmphasis added)

More importantly, the Rudman report points out the longevity of these problems and the
jnstitutional hubris that continues to perpetuate them: “Second only to [DOE’s] world-class
intellectnal feats has been its ability to fend off systemic change.” Former Energy Secretary
Richardson did much to promote institutional reform in the area of nuclear security, including
bringing people in from outside the DOE bureaucracy to oversee nuclear security — specifically
General Eugene Habiger and General John Gordon. However, Rudman points out that “the

! hitp:/fas.org/sgp/library/piab/ — Downloaded Septerber 13, 2001,
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Department’s bureaucracy is quite capable of undoing Secretary Richardson’s reforms, and may
well be inclined to do so.”

DOE’s disregard for proven threats to nuclear security and ifs institutional bull-
headedness has thwarted the efforts of reformers, time and time again. Regardless of “scores of
critical reports from the General Accounting Office (GAO), the imtelligence community,
independent comunissions, private management consultants, its Inspector General, and its own
security experts . . .the Department’s ingrained behavior and values have cansed it to continue to
falter-and fail.” The report goes on to emphasize this point:

“More than 25 years worth of reports, studies and formal inguires ~ by
executive branch agencies, Congress, independent panels, and even DOE itself —
have identified a multitude of chronic security and counterintelligence problems at
all of the weapons labs, These reviews produced scores of stern, almost pleading,
entreaties for change. Critical security flaws — in management and planning,
personne] assurance, some physical security areas, control of nuclear materials,
protection of documents and computerized information, and counterintelligence ~
have been cited for immediate attention and resolution . . . over and over and
over ... ad nauseam.” (Emphasis added)

Finatly, the Rudman report states, “The panel has found that DOE and the weapons laboratories
have a deeply rooted culture of low regard for and at times, hostility to security issues . . . The
Department of Energy is a dysfunctional bureaucracy that has proven it is incapable of reforming
itself. . ."?

More recently, in June of 2001, then~Chair Fred Thompson (R-TN) of the Senate
Governmental Affairs Committee, highlighted the Department of Energy — and particularly their
poor handling of security — in its report “Government at the Brink: An Agency by Agency
Examination of Federal Government Management Problems Facing the Bush Administration.™

Examples of Recent Vulnerabilities

In October 2000, during a fome-on~force dril] at Los Alamos, New Mexico, the mock
terrorists gained control of sensitive nuclear materials which, if detonated, would have
endungered significant parts of New Mexico, Colorado and downwind areas. (Appendix A%

% toid.
3 hitp:/www.senate.govi~gov_affairsfvol2.pdf - Dowaloaded on Septetnber 17, 2001.

* At the time this memo was written, this particular valnerability had not yet been resolved, thus the identity of the
facility was classified. Since that time, this particular vainerability has been addressed to the satisfaction of General
Gorden and the Office of Independent Oversight, making this nformation no longer classified. Details described in
the memo, such as the “garden cart incident™ and the plans for relocation, have since been attributed to TA-18 at Los
Alamos National Lab, by Appendices T, V, & BB.
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In an earlier test at the same location, a U.S. Army Special Forces team was able to
“steal” enough weapons-grade uranium for numerous nuclear weapons and was able to carry the
extremely heavy material with the use of a Home Depot garden cart — throwing the protective
forees into disarray. The DOE argued that this test attack was unfair. (Appendix A)

In another exercise, Navy SEALs were able to make a hole in a chainlink fence
surrounding Rocky Flats near Denver, Colorado, undetected and easily “stole” enough plutonium
for several nuclear bombs. They were only discovered as they were successfully leaving the
facility.

The Department of Energy Transportation Security Division moves nuclear weapons, as
well as weapons-grade wranium and plutonium, from sife to site across the nation on public
highways. Over the last several years, there have been exercises testing the security of this
Division where the DOE security force failed to protect nuclear cargo because they had
inadequate weapons and insufficient numbers, as well as poorly conceived tactics. Due to these
insufficiencies, the protective forces were defeated in six out of seven exercises in December
1998. (Appendix B)

In 1998, the Fall of 1999, and again in the Spring of 2000, two force-on-force exercises
were run to test the Rocky Flats protective force. A “criticality alerm” — warning that a nuclear
chain reaction is potentially imminent — was set off creating confusion, allowing the “terrorist”
access to special nuclear materials. Such an alarm requires everyone to immediately ieave the
building. Hoping to “kill” the “adversaries” the protective force “indiscriminately shot”
employees, controllers and each other as they were exiting the building in response to the alarm.’
The protective force count these tests as successes because they kill all the adversaries — although
they also killed all the employees and several of the protective forces as well. (Appendix C)

In addition fo physical security, there also remain cyber security weaknesses. The major
threat to the compromise of critical nuclear weapons information is the “trusted insider” —
personnel with the highest security clearances. Voluminous amounts of information can be
accessed quickly and easily. For example, a device the size of a Gameboy can download the
equivalent of 1100 floppy discs off a computer in 3 minutes and 14 seconds. Another device
called a memory stick, smaller than a stick of gum, can download the equivalent of 44 floppy
disks in a couple of minutes. Ineredibly, DOE has done virtually nothing effective to protect
against the “insider” working on classified computers despite the many Congressional hearings
and increased media scrutiny generated by the Los Alamos controversy.® {Appendix D)

® The protective force and mock terrorists are outfitted with Multiple Integrated Laser E: 4 Systern (MILES)
weapons laser-simulation equipment.

8 http://fas.org/sgp/library/pfiab/ — Downloaded September 13, 2001,
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Background on DOE Nuclear Weapons Complex

The U.S. nuclear weapons complex managed by DOE is spread across the country. Ten
major sites have weapons-grade plutonium (PU) and highly-enriched uranium (HEU) in
sufficient quantities for a nuclear device. Several of these sites are located near major
metropolitan areas with large populations. (See chart befow.) In addition, the DOE’s
Transportation Safety Division (TSD) moves weapons-grade Special Nuclear Materials (SNM)
across the country on interstate highways. Although the total inventory of PU and HEU is
classified, according to “DOE Facts” shests, there are 994 metric tons of HEU and 33.5 metric
tons of PU {Appendix F), excluding the PU inventories at Pantex which remain classified.
According to the Nuclear Control Institute, it takes less than 50 pounds of HEU or PU to craft a
crude nuclear device.* Tn addition, there are significant quantities of completed nuclear weapons,
and huge quantities of weapons in various stages of assembly and dismantlement — including
those that have been stored for decades as a “war reserve” — that would be attractive to terrorists.
The following DOE map shows the location of weapons-grade plutonium inventories. The eight
sites identified with plutonium on the map, as well as the Oak Ridge National Laboratory in
Tennessee and Sandia National Laboratory in New Mexico, also hold highly enriched nranium
inventories.

Metropolitan Areas Within 100 miles of Nuclear Weapons Facilities®

Site Natne Metropolitan Area Population
Lawrence Livermore San Francisco-Oakland-San Jose, CA 7,039,362
Rocky Flats Denver, CO 2,581,506
Sandia Albuquerque, NM 712,738
Oak Ridge Knoxville, TN 687,249
Savannah River Augusta-Aiken, GA-SC 477,441
Pantex Amarille, TX 217,858
Hanford Richland-Kennewick-Pasco, WA 191,822
Los Alamos Santa Fe, NM 147,635
Argonne & Idaho National Pocatello, ID 75,565

7 htrp:f/www.osﬁ\gov/html/asti/openitet/docmnent/press/pc1S.htmi - Downloaded September 25, 2001,
& hitpAwww.nci.org/new/aci-pro.itm - Download September 26, 2001,

? Fignres compiled from U.8. Census, Metropolitan Areas Ranked by Population 2000,
hitp:/fwww.censys. gov/population/cen2000/phe—+3/tabo3.pdf - Downloaded as of September 17, 2001
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An issue that exacerbates security problems is the age of these sites and the decay of the
infrastructure. Oak Ridge, Savannah River, Hanford and Los Alamos, for example, were all built
for the Manhattan Project in the 1940's. The isolated Iocation of these sites made sense at the
time for safety and security reasons. Now, population growth and more mobility have made a
number of the sites extremely difficult to protect. For example, Technical Area-18 (TA-18) at
Los Alamos, New Mexico, with tons of PU and HEU was built in a canyon to absorb the
radiation from the reactors. TA-18 also houses several moveable burst nuclear reactors, which
are small machines, from the size of a bowling ball to as large as 4 feet by 4 feet by 5 feet tall,
containing PU and HEU fuel, The site is extremely vulnerable because terrorists could easily
occupy the unprotected high ground around the canyon. A public highway passes within a few
feet of the fence line and the facilities that house the PU and HEU. The infrastructure around
many of these sites is in decay including storage facilities, fences, and alarm systems.

The Design Basis Threat

There is a classified “Design Basis Threat” (DBT) that describes the level of threat the
contractor is required to defend against — the number of outside attackers and inside conspiratots,
and the kinds of weapons and explosives that would be available to terrorists. (Appendix G) The
process that determines this threat was described by Edward McCallum, the former Director of
the Office of Safeguards and Security in a letter to the Director of the Office of Security Affairs:
“The FBI, CIA, DOE, and the military services as well as the Nuclear Command and Control
Staff have developed the existing Design Basis Threat over 2 number of years. It has been
extensively reviewed and supported by studies issued by the DIA [Defense Intelligence Agency].
Sendia, as well as the other labs, have been asked to comment and participate in the development
process.” {Appendix H)

Each site is then required to develop a Site Safeguards and Security Plan (SSSP)
anmually, which describes in detail how they would counter the most likely and most disastrous
attack scenarios based on the DBT. The plan is developed by the contractors, and then analyzed
and approved by the DOE field office and various Headquarter’s program offices to confirm that
the site is at low risk.

Despite the fact that the DBT goes through this studied, interagency process, the
bureaucracy ofien complains that it is too high a standard to meet — “defending against that
terrorist that is about thirteen feet in height” (Appendix E) or super-terrorists. But in fact, the
DBT does not require DOE to defend against exotic weapons, but weapons that are readily
available on the open market from private arms dealers. According to DOE’s Independent
Oversight Office, the opposite is true and in fact the capabilities of terrorists are underestimated
in the planned scenarios:
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“Capabilities of Available Adversary Weapons Are Not Being Accurately
Represented. In the last year this office has catalogued a long hist of readily
available adversary weapons and tools that are not being used appropriately by the
adversaries depicted in current SSSP/VAs. Among these are tactical smoke,
irritant gases, anti-personnel and anti-vehicle explosive devices (“stay-behinds™),
grenades, armor-piercing small arms ammunition, and communications disruption
devices, to name but the most obvious. It has become “customary” in DOE to
limit the use of such weapons and tools, creating the potential for artificially high
calculations of protective force effectiveness.” [This is inconsistent with tactics
currently being taught in the Afghanistan training camps and used by terrorist
groups in Columbia, the Philippines, So Lanka, Chechnya, the Balkans, aud the
Middle East.] (Appendix I)

The Design Basis Threat specifies that sites are only expected to protect against:

A small group (including an insider)” [the actual number is classified]
“Characteristics:

*  Capable of lethal and violent action; willing to kill and be killed.

+  Capable of conducting coordinated paramilitary operations.

+ Possess a wide range of military equipment, weapons and ordnance.

*  Access to funds, conununications, transportation and safehouses.” (Appendix G)

This Design Basis Threat intends to protect nuclear weapons facilities from:

>

ps

Theft of nuclear material;

Radiation sabotage — blowing up nuclear material and dispersing radiation into the
surrounding areas (this could be achieved by an insider, an outside terrorist getting inside

or more likely, with a truck bomb); and

Exploding PU or HEU in such a way that it canses a nuclear chain reaction, through the
creation of an Improvised Nuclear Device that could result in Hiroshima-like devastation.
How such a crude weapon could be created is highly classified, however, experts point
out that any self-respecting college physics student already has that knowledge. Explicit

instructions on how to build a nuclear weapon are on the internet.

10
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It is difficult to deal with the failures of DOE security because of the level of
classification of information regarding the nuclear weapons complex. Of course, some
clagsification is legitimate, but a good deal of information is classified because it is embarrassing.

Three Case Studies

Three case studies provide an insight into how the system has failed: the plant at Rocky
Flats, outside of Denver, Colorado; Technical Area-18 (TA-18) at Los Alamos, New Mexico;
and the Transportation Security Division, which travels the United States interstate highways.
The repetition of problems in these case studies should make it clear that these problems are
systemic, constant and recurring.

Rocky Flats

Rocky Flats, outside Denver, Colorado, was a major weapons production facility during
the Cold War where the plutonium parts for nuciear weapons were milled and fabricated. Tens of
tons of plutonium as well as uranium are stored at Rocky Flats. DOE is currently in the process
of shutting down the plant and de-inventorying — sending the PU to Savammah River and the HEU
to Oak Ridge. Curmrenily, there are still large quantities of Special Nuclear Matetials (SNM) at
Rocky Flats that are attractive to terrorists. Wackenhut Security, a private security firm, supplies
the protective force. Kaiser-Hill LLC is the prime contractor managing Rocky Flats.

In 1992, members of the Wackenhut security force were upset because they argued
federal oversight was too overzealous. This tension between federal overseers and the contractor
is highly unusual in the DOE complex. In a July 16, 1992 letter to Terry Vaeth, DOE Manager at
Rocky Flats, Timothy P. Cole, President of Wackenhut Services Incorporated stated, after taking
over security at the site in July 1990:

“During our first few months we were racing to prepare for an upcoming DOE
OSE Inspection and Evaluation. Further, the plant mission was undergoing
intense scrutiny based on safety and environmental concerns. Those priority
issues coupled with fundamental security needs put us in a position of
vulnerability from a performance measurement standpoint. There weren’t enough
hours in the day. The Protective Force supervisory ranks and the number of
cleared, trained Security Inspectors were inadequate for accomplishment of the
security mission . . .

“The purpose is not to make excuses, explain away, or otherwise disclaim our
performanee deficiencies. We have privately and publicly accepted responsibility
for all of our actions and stepped up to problems and emphasized corrective
actions rather than arguing the issues. . . .

11
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“I must tell you very frankly that we have been exposed to ‘management
terrorism’ and ‘organizational sedition’ for well over a year. . . .

“The DOE management oversight process at RFO [Rocky Flats Office] is, in my
opinion, heavily slanted toward the negative to inclade specific ‘targeting’ of
people in management as well as individual members of the Protective Force.”
(Appendix J)

As even Cole acknowledged, Wackenhut was having trouble performing some basic
security duties. For example according to sources, in a surprise security test at that time, federal
security overseers passed through a secured entrance with a pistol in a coffee can — an obvious
breach of security. ’

Wackenhut President Timothy Cole’s letter warned Rocky Flats federal security officials,
“The distrust, doubt and fear our Security Inspectors have for certain DOE officials is unhealthy
and may lead to serious consequences.” (Emphasis added) The federal Director of Security was
removed, and Wackenhut retained their contract. (Appendix J)

In 1995, two Wackenhut security force whistleblowers, Mark Graf and Jeff Peters, wrote
to their Congressman, David Skaggs (D-CO), citing their concerns about the poor security at
Rocky Flats being performed by Wackenhut. Their whistleblowing lead to a harrowing sequence
of retaliations against both Graf and Peters, including their being sent for psychiatric evaluations.
After both were put on administrative leave, Peters resigned. Graf was reinstated after winning
his whistleblower retaliation lawsuit."®

The federal Office of Personnel Management interviewed Wackenhut Services Inc. (WSI)
General Manager William R. Gillison during the Jeff Peters whistleblower case. Gillison
acknowledged that he, “reported to WSI Corporate that the SNM was at high risk and it was not
WSI’s responsibility to assume responsibility for such material.” (Appendix K)

In 1996, according to sources, DOE Headquarters rejected the Site Safeguards and
Security Plan (SSSP) citing serious deficiencies.

In January 1997, the DOE “Report to the President on the Status of Safeguards and
Security for 1996" gave Rocky Flats a marginal rating — meaning that nuclear material was not
being protected adequately. (Appendix L)

10 hitp://www.whistleblower.org/www/grafexcerpt. htm — Downloaded on September 17, 2001.
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In March 1997, DOE determined that Rocky Flats was in fact not marginal, but “that
there were vulnerabilities at the site that were not identified or addressed in the 1997 SSSP and
that SNM was at risk under the then existing conditions.” {(Appendix M)

In April 1997, a subsequent Director of Security for DOE at the Rocky Flats site, Col.
David Ridenour, resigned because he believed the health and welfare of the public was not being
protected, and that top management would not allow him to perform his duties. He wrote in a
Ietter to the Head of the Operations Office, “In my professional life as a military officer, 25 a
Registered Professional Engineer. . . I never before experienced a major conflict between loyalty
to my supervision and duty to my country and to the public. I feel that conflict today.” (Appendix

N) .

The next week in April 1997, Col. Ridenour wrote in a letter to then-Secretary of Epergy
Federico Pena *. . . [ was instructed by my direct supervisor . . . that my mission was to ‘not.
negatively impact the contractor’ and that I was to ‘facilitate the contractor (a joint ventare
between Kaiser and CH2M Hill) winning the award fee’.” (Appendix N}

In Seplember 1997, again the SSSP was rejected. DOE Headguarters gave Rocky Flats
120 days to implement corrective actions. After 120 days, no action had been taken, and no one
was held accountable — neither government employees nor contractors (Appendix M)

In 1997, unaunthorized taped phone calls with DOE Headquarters Director of Security Col.
Edward McCallum by Wackenhut whistleblower Jeff Peters revealed McCallum’s concern that
terrorists could gain access fo large quantities of plutonium and cause a sizable nuclear
detonation. McCallum stated, “T’ve said in front of the Deputy Secretary and people at that level,
T'think the citizens, the employees at the plant, and the citizens of Colorado are at extremely high
risk for no reason.” These concerns were first raised in 1995 — two years earlier — yet they had
remained mresolved. (Appendix O)

In January 1998, the Independent Oversight team from DOE Headquarters conducted 2
force-on-force at Rocky Flats, concluding that security was “adequate by a narrow margin.” For
the third time, another SSSP was submitted and rejected by Headquarters — the site was not at
low risk. (Appendix Q)

In May 1998, Deputy Assistant Secretary Glenn 8. Podonsky of the Office of Independent
Oversight and Performance Assurance (heretofore the Office of Independent Oversight) wrote
that after a comprehensive inspection, “. . . the protection program elements measured during this
inspection do not indicate that a fully effective program is yet i place. As evidenced by
deficiencies identified in some areas of physical security systems, material control and
accountability, computer security, and classified matter protection and control, there remain a
number of legacy safeguards and security issues o be resolved.” {Appendix P)
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Several whistleblowers attended a summer 1998 briefing of all DOE Security Directors at
Savannah River Site near Aiken, SC, by a Navy Captain regarding force-on-force drills
conducted by the Navy SEALs at Rocky Flats. During the tests, the SEALs successfully entered
the site through the perimeter fence, gefting into a nearby building, and "stealing” a significant
quantity of plutonium, exiting the building, getting out through the fence and escaping without
being caught. After this embarrassment, for the next two force-on-force tests, Rocky Flats
management “over controlled” and demanded that the SEALs could not go through the same hole
from which they came in — they had to take the plutonium and climb a guard tower and rope it
over the fence. (Of course, real terrorists could have just thrown it over the fence.) In these two
contrived tests, the protective force successfully defended the facility. According to the
whistleblowers, the SEAL Captain announced he would never waste the time of the SEALs
coming back to a DOE site, because the tests were unrealistic.

In July 1999, then-Energy Secretary Bill Richardson sent a security team to Rocky Flats.
Two glaring vulnerabilities were found, strikingly similar to those found in 1995 and again in
1997. Rocky Flats management vehemently denied the team’s accusation that plutonium was
kept out of the vault without additional protective forces in place, as is required. Several hours
later in the meeting, they finally admitted they had plutonium out of the vault in a high-risk
situation eight hours a day, five days a week. (Appendix R) The significance of this dangerous
practice was highlighted when, according to security team members, only a few weeks earlier an
employee had walked out of a key security door setting off the alarm — yet the protective force
could never find the employee. Because the PU was inadequately protected, the employee could
have taken some of it, walked out and thrown it over the fence — never to be discovered.

Also according to sources, the security team found the vehicle barrier on the wrong fence.
A vehicle barrier is a heavy steel cable — strong enough to stop a speeding truck loaded with
thousands of pounds of explosives — that should be attached to the inside fence of a two-fence
perimeter. The Rocky Flats cable was on the outside fence, which does not have alarms.
Therefore a terrorist could, umdetected, cut the cable and drive through the outside fence, easily
crash through the inside chain link fence in a fruck loaded with explosives, park alongside a
nearby vault, and detonate a bomb. This vulnerability had been identified in 1996, and had never
been fixed. In late 1999, under pressure from Richardson’s team, this problem was addressed
within hours at minimal cost by placing large boulders around the fence.

In October 1999, the DOE security czar sent DOE and DOD experts to Rocky Flats to
resolve the outstanding problems found by Richardson’s team. At first, Rocky Flats DOE
management refused to allow the team on the site. Once they were permitted inside, the experts
still found the same problems Rocky Flats had agreed to fix two years earlier.

When the experts returned in March 2000 to validate the protective force changes, they
found a different but alarming trend. Repeatedly during force-on-force drills, the protective
forces were “shooting” everyone in sight — mock terrorists, scientists, “controllers wearing
orange safety vests, and each other” — in a simulated test. The rules of deadly force were
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completely abandoned to pass the tests and prove “low risk,” the same problem noted in 1998
and again in 1999. This pattern is described in more detail on page 25. (Appendix C; Appendix

M)
Los Alamos Technical Area-18

Technical Area-18 (TA-18), run by the University of California, is one of a number of
technical areas at Los Alamos. Tt houses several nuclear burst reaciors and tons of weapons-grade
HEU and PU. The facility was built on the floor of a canyon in the 1940's so that the walls of the
canyon would absorb the radiation from the reactors. However, today the lack of control of the
high ground around the canyon makes the site extremely difficult to defend. '

Special Nuclear Materials (SNM) are stored in vanlts at several locations on the site. The
security infrastructure has been in a state of disrepair. As recently as a few years ago it was
found that someone could get inside the fence without being detected because of the poor quality
of the closed-cirenit TV cameras. Until recently one of the vaults storing SNM even had a
window.

The House Subcommittee on Oversight and Investigations was concerned about the
security of this site as early as the early 1980's. According to former Chairman John Dingell,
“The Subcommittee’s work on this matter began in 1981 in response to efforts to undermine
independent review of security threats. . [Tlhe safeguards at the most critical facilities —— which
included Los Alamos — were in shambles while, at the same time, DOE’s Office of Safeguards
and Security was giving the facilities a clean bill of health.” (Appendix S)

In 1997, a special unit of the U.S. Army Special Forces was the adversary during a force-
on-force exercise. The normal theft scenario is to “steal” enough SNM for a crude nuclear
weapon that would fit in rucksacks. But, according to the Wall Street Journal, this exercise
required that they “steal” more HEU than a person can carry. Not to be outmaneuvered, the Army
Special Forces commandos went to Home Depot and bought a garden cart. They attacked TA-18,
loaded the garden cart with nuclear materials, and left the facility. “[T}he invaders reached the
simulated objective of the game: enough nuclear material to make an atom bomb.” And they did
so with relative case. As the Wall Street Journal reported,

“The Garden Cart attackers. . -used snipers hidden in the hills to “kill” the first
guards [protective forces] who arrived. Because they bappened to be the
commanders of the guard force, the rest of the force was thrown into disarray.
Many of them also were “killed”” as they arrived in small groups down a narrow
road leading to TA-18. “[The Special Forces] took them out piecemeal as they
came in,’ says one participant in the game, whose account wasn’t challenged by
DOE or 1ab officials.” {Appendix T)
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As the Wall Street Journal further noted, “The 1997 mock invasion succeeded despite months of
guard [protective forces] training and dozens of computerized battle simulations showing that
newly beefed-up defenders of the facility would win.” (Appendix T)

In 1998, while completing their required annual survey, the Albuquerque Operations
Office found the security at TA-18 and other Los Alamos sites unsatisfactory. By the time the
report made its way through top management, the unsatisfactory became satisfactory, with no
change in actual security. A force-on-force exercise was performed by the 1998 survey team, but
they reported that the Los Alamos protective force had compromised the exercise. The DOE
Inspector General found that DOE supervisors in Albuquerque refused to investigate the matter.
A more detailed description of these incidents is found on pages 28-29 in the Field Operations
Office annual surveys section of this report. (Appendix U)

In the Summer of 1999, Secretary Richardson’s security team inspected Los Alamos and
recommended that TA-18 be shut down and immediately de-inventoried because it could not be
defended. However, DOE management persuaded Secretary Richardson not to shut down the site
immediately, but instead to further study the matter. In the Fall of 1999, Secretary Richardson
created a relocation team to recommend alternative sites for the TA-18 missions. (Appendix V)

In January 2000, while on a site visit to TA-18, members of the relocation team raised
questions about an obvious vulnerability at this site. In a semi-hardened building, one of the burst
reactors with large plates of HEU fuel was properly stored in an upgraded vault. Another almost
identical reactor was sitting in the middle of an open area. The obvious security issue was to
either put the reactor in a vault, or take the fuel out and store it in a vault. Los Alamos
management refused to do either. (Appendix A)

In a meeting to determine the relocation team’s recommendation to Secretary Richardson,
Defense Programs (the predecessor organization to the National Nuclear Security Administration
[NNSAJ) was the lone voice out of ten DOE offices that resisted relocating the facility. Defense
Programs took this position in the very memo where they pointed out it would be less expensive
to move TA-18 to a more secure site. (Appendix V)

In April 2000, Secretary Richardson, against strong reactions from DOE Defense
Programs, ordered that TA-18 be shut down and the SNM completely removed by 2004. He also
ordered that a Memorandum of Decision (MOD) be completed by January 15, 2001, in which he
would identify the new location for the TA-18 mission. Defense Programs dragged their feet and
had barely started the necessary steps to complete the MOD, including the Environmental Impact
Statement (EIS) by the deadline. (Appendix X)

In October 2000, the Headquarters Independent Oversight group ran a force-on-force

attack — gaining access to the reactor fuel and potentially causing a sizable nuclear detonation
that would have taken out part of New Mexico and caused havoc downwind. (Appendix A)
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On November 22, 2000, shortly after a meeting with Secretary Richardson, NNSA
Director General John Gordon sent an angry letter to Los Alamos Lab Director Dr. John Browne
threatening to shut down TA-18 after the debacle in October. Gordon wrote:

“I'he failure of the University of California to submit a suitable corrective action
plan and to correct in a timely manner the deficiencies cited in an October 2000
assessment of TA-18 security capabilities is unacceptable. As you know, the
assessment identified a number of improvements but also several significant
weaknesses — most notably in the security strategy, the level of response training,
and in the security forces’ understanding of appropriate response procedures. The
problems that were noted can be fixed by changes in strategy without the
need for the site to incur significant additional costs (emphasis added). . .If any
of these actions do not occur, all activities at TA-18 will be immediately
suspended until the actions have been taken and verified.” (Appendix Y)

A DOE Headquarters security team went to Los Alamos in December of 2000 to verify
that Los Alamos had made adequate upgrades. While they had made upgrades, the changes had
not been performance tested to ascertain their effectiveness. An internal DOE memorandum
raised basic questions about the adequacy of the “new and improved” protection of this site.
(Appendix A)

Transportation Security Division

The Department of Energy Transportation Security Division (TSD) moves nuclear
weapons, as well as weapons-grade uranium and plutonium, from site to site across the nation on
public highways. The protective forces in the Transporfation Division are civilian federal
employees. In late 1998, TSD submitted a Site Safegvards and Security Plan (SSSP) to
Headquarters for approval. Preliminary examination of the testing scenarios revealed that the
SSSP used simplistic attacks and “dumbed down” use of weapons.

During planning phases the TSD team of specialists and commanders were aghast at the
proposed use of sniper rifles with armor-piercing incendiary rounds by the adversaries. The DOE
Inspector General determined that DOE management considered the usc of a sniper rifle
unreasonable and that only “super adversaries” would use them. In fact, these weapons have
been available since World War 1. The GAO found in an undercover investigation that more than
100,000 rounds of Pentagon-surplus armor-piercing incendiary rounds have been sold on the
civilian market. (Appendix Z)

At the DOE Pantex nuclear weapons-assembly facility, security officials believed that
armored Humvees were death traps, because of the availability of armor-piercing incendiary
rounds. The Pantex Security Director lamented that he would never allow his protective forces to
fight from them, and that it would have been just as effective to buy Yugo’s. Incredibly, the next
day, Secretary Richardson’s security team was at Sandia, and found officials in the process of
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buying armored Humvees. Using these readily-available armor-piercing incendiary rounds,
terrorists could shoot through the armored truck cabs, killing the driver and protective forces,
making the transported nuclear materials ready for the taking.

In the simulation phase only four fests were run. According to sources familiar with the
test, the TSD protective forces were literaily annihilated in tens of seconds after an attack was
started. In after-action briefings the convoy commander admitted that they had experienced
similar results in force-on-force testing many months earlier. Part of the problem was that the
guards’ weapons were of inadequate range to reach the adversary.

A December 12, 1998 internal DOE memorandum reported on the computerized Joint
Tactical Simulations (JTS) evaluations of the Transportation Division’s SSSP conducted at
Sandia: “JTS results on the first worst case scenario. . .were 3 losses and no wins. JTS results on
the second worst case scenario. . .were 3 losses and 1 win. The high TSD JTS loss rate for the
first two worst case scenarios caused TSD fo request fermination of ITS activity. TSD requested
DOE Headquarters” assistance to analyze the poor results and begin to determine possible
corrective actions.” (Appendix B)

In early 1999, a special force-on-force test was run at Fort Hood for the luminaries from
‘Washington — Deputy Secretary, Undersecretary and top security and program officials, to show
that the TSD could handle the threat. The U.S. Ammy Special Forces provided the adversaries.
The protective force won. However, aceording to a Special Forces representative, he noticed 2
piece of paper héld by a protective force member that he had just “shot” — it was a complete
outline of the mock terrorists” attack plan. The protective force was cheating. Secretary
Richardson’s Special Assistant, Peter Stockion, proved the cheating to the Albuquerque manager
and the TSD manager. No action was taken. (Appendix W)

In November 1999, an Army Special Forces representative found that the new sniper
rifles used by TSD were target range variety, not for combat in rugged terrain. In fact, the sights
on the rifles were yvery sensitive and would not survive the rigors of combat. More than half of
the unclassified recommendations made by the DOE Inspector General regarding the SSSP-
process were focused on improving the security of the TSD program. (Appendix MM)
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Major Threats to the Complex

There are four particularly worrisome threats that cut across the complex: 1. The threat of
attack by weapons of mass destruction; 2. The threat of truck bombs; 3. The threat of the creation
of an Improvised Nuclear Device from the material at particular DOE sites; and 4.The threat of
theft of nuclear secrets.

‘Weapons of Mass Destruction

In the summer of 1993, then-President Clinton issued Presidential Decision Directive 39
(PDD-39) to address the nation’s concern over the use of weapons of mass destruction (WMD)
against our citizens."! Weapons of mass destruction are biological, chemical, radiological, and
nuclear. In May of 1998 he added a supplemental directive PDD-62 reaffirming PDD-39. These
two directives “highlight the growing threat of unconventional attacks against the United States,”
including, “terrorist attacks, use of weapons of mass destruction, assaults on our critical
infrastructures and cyber-attacks.”

The use of chemical and biological weapons has barely reached the level of
consciousness in DOE. Security tests at the facilities do not include weapons of mass destruction
in their scenarios. Chemical and biological weapons are not even considered in the Site
Safeguards and Security Plans or SSSPs at any of the DOE nuclear sites, Keep in mind the use of
chemical or biological weapons against DOE weapons facilities is as a lmited engagement
device for the terrorist to neutralize the protective forces and gain access to the SNM on site for
theft, creation of an Improvised Nuclear Device (IND), or radiological dispersal sabotage. In a
recent force-on-force drill at Los Alamos, the adversary force used a simulated frritant gas
against the protective force. The protective force was totally unprepared for even the use of the
gas mask. (Appendix A)

Five and a half years after PDD-39 was issued by President Clinton, DOE now has a
classified study underway on developing strategies against chemical and biological attacks. It is
believed that this study will recommend further study.

1 Officiat policy positions by the President of the United States are issued through the National Security Council in
the form of Presidential Decision Directives (PDD).

2 http://www.info-sec.com/cian/62 63summary.himl — Downloaded on September 14, 2001.
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Truck Bombs

Since the U.S. Marine barracks in Beirut, Lebanon, were leveled by a fruck bomb in
1983, DOE facilities have been required to protect against track bombs. The U.S. Government
has suffered significantly from truck bombs:

. U.S. Embassy in Beimt, Lebanon on April 18, 1983;

. U.S. Marine barracks in Beirut, Lebanon on October 23, 1983;

. U.S. Embassy in Kuwait on December 12, 1983;

. World Trade Center in New York City on February 26, 1993;

. The Alfred P. Murrah Federal Building in Oklahoma City on April 19, 1995;

. Khobar Towers in Dhahran, Saudi Arabia on June 25, 1996; )

L U.S. Embassies in Nairobi, Kenya and Dar es Salaam, Tanzania on August 7,
1998; and

. USS Cole Naval Destroyer in Yemen (a rubber boat bomb) on October 12, 2000.

A September 2000 CIA Interagency Intelligence Committes on Terrorism report points
out, “These massive vehicular bombs have illustrated the need for substantial vehicle access
denial systems to afford a buffer area between bomb vehicle and the building or facility requiring
protection.” (Appendix AA)

A truck bomb at a nuclear weapons plant could be devastating, dispersing tons of PU or
HEU over the surrounding communities. As discussed on page 14, Secretary Richardson’s
security team found that Rocky Flats was vulnerable to such an attack. They had placed the
vehicle barrier cable on the outside fence rather than the inside fence. A terrorist could have cut
the cable on the outside fence {which does not have alarms), driven a large truck through both
fences and up against the wall of a vault containing tons of PU, and detonate a bomb before any
credible response could be mounted by the protective force. Putting the cable on the inside fence
would slow down an intruder once they have already broken through the outside fence, and set
off the sensors between the fences thereby alerting protective forces to their presence. This is 16
years after the bombing of the U.S. Marine barracks in Beirut, 4 years after the Presidential
Decision Directive on terrorism, and 2-1/2 years after this was initially discovered and Rocky
Flats was ordered to fix it.

At the Pantex Plant during one of the Secretary’s Special Assistant’s visits in 1999 it was
noted that the vehicle barrier on the primary road into the main storage area was installed
backwards. Instead of stopping a vehicle the barrier would provide a ramp for the vehicle to
drive over, Pantex, is the crown of DOE, and this area was the jewel in that crown. This area had
been inspected and examined countless times by the assessment, survey and inspection groups
since 1993,

20



122

The Creation of an Imprevised Nuclear Device

A Tmprovised Nuclear Device (IND) explosion is qualitatively different from exploding
SNMs with a homemade bomb. While exploding PU or HEU with a bomb would cause a major
dispersion of highly radieactive materials as occurred at the Chernobyl Reactor in the Ukraine, an
IND explosion could cause a chain reaction on par with the devastation of Hiroshima and
Nagasaki, Japan. An IND can be created at a number of DOE sites because of the presence of
nuclear weapons or special nuclear materials in bomb grade quality and quantity. This can cause
nuclear detonations of varying sizes. Little time is required to accomplish this act. In a force-on-
force test in October 2000 at TA-18, at Los Alamos, the protective force failed to stop the
“terrorists” from gaining access — therefore a sizable nuclear detonation was possible. (Appendix
BB)

Frighteningly, a terrorist group would not have to steal nuclear material, create a nuclear
device, transport it in a suitcase to the United States, and detonate it in a major city. They could
simply gain access to the material at a U.S. nuclear facility, some of which are near large cities
where they could accomplish the same outcome. As the former DOE Director of Office of
Safeguards and Security simply stated regarding Rocky Flats, *. . .you don't need to take it in the
middle of Denver, it's going in the middle of Denver anyway.” (Appendix O)

Although discussing the potential for ar IND explosion is not classified, discussing the
details of how such an explosion could be detonated has been classified by DOE as a Special
Access Program (SAP). This vulnerability is widely recognized within the defense community,
however DOE takes the stance that analtyzing and fixing this vulnerability cannot be discussed by
anyone other than those in the small “club” who have clearance for the SAP program. As a result,
security experts have been forced to wait for these people to address this problem — and they have
been waiting for decades.

Theft of Nuclear Secrets

In early 1999, the Los Alamos cyber security failures surprised DOE. Congress and the
press were highly critical of DOE for its inability to protect classified information on their
computer systems. The Rudman Panel bemoaned the constant use of ineffective commissions
and panels to review ongoing security failures at DOE:

“Management and security problems have recurred so frequently that they have
resulted in nonstop reform initiatives, external reviews, and changes in policy
directions. . . . During that time, security and counterinteiligence responsibilities
have been ‘punted’ from one office to the next. . . Particularly egregious have
been the failures o enforce cyber-security measures to protect and control
important nuclear weapons design information. Never before has the panel found
an agency with the bureaucratic insolence to dispute, delay, and resist
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implementation of a Presidential directive on security, as DOE’s bureaucracy tried
to do to the Presidential Decision Directive No. 61 in February 1998.°"

DOE’s answer to this crisis was to initiate yet another multi-million dollar commission to
study the matter. In the Fall of 1999, DOE’s Defense Programs presented a foot-thick report
entitled “Information Security Management” to the Undersecretary with a $1.3 billion price tag to
solve the problem. Obviously it was not funded due to budgetary constraints. In the Summer of
2000, an internal review of cyber security of classified information found DOE had done nothing
effective to stop a trusted insider from downloading the Mother Lode (bomb design information,
etc.) and walking out the door — exactly the concerns raised at Los Alamos eighteen months
earlier.” (Appendix D)

The major threat to the compromise of critical information at DOE is the “insider” —
trusted employees. Virtually all of our known spies have been “insiders” with the highest security
clearances. The DOE security team reviewed many of the interagency threat documents — all
came to the same conclusion — the “insider” is a priority problem. Despite this, the vast majority
of planning and preparations was aimed at protecting sensitive information from “outsiders.”"®
(Appendix D)

A number of experts believe that there are ways of protecting priority information to near
certainty for very little money — but it just doesn’t happen. The Labs simply refuse to prioritize
what should be protected because they are more concerned about convenience for the scientists
rather than security. The Warren Rudman lead President’s Foreign Intelligence Advisory Board
(PFIAB) Panel concluded:

“. .. many officials interviewed by the PFIAB panel cited the scientific culture of
the weapons laboratories as a factor that complicates, perhaps even undermines,
the ability of the Department to consistently implement its security procedures. . .
. The prevailing culture of the weapons labs is widely perceived as contributing to
security and counterintelligence problems.”!¢

There is a device that looks like a child’s Game Boy that can download the equivalent of
1100 floppy disks off a computer in 3 minutes and 14 seconds. There is also a device called a
memory stick about the size of a stick of gum that can hold the equivalent of 44 floppy disks.
Virtually the only way to stop the abuse of this technology is the use of “media-less” computing.
To stop an “insider” you have to stop any media (disks, tapes, laptops, etc.) from coming in or
going out of priority classified areas. On Aungust 30-31, 2000, a2 meeting was held at Lawrence

3 http://fas.org/sgp/library/pfiab/ — Downloaded September 13, 2001.
M Ibid.
B Ibid.
16 Thid.
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Livermore with the Chief Information Officers of the key facilities and labs and the DOE
officials from the Operations Offices. Everyone agreed that DOE had to move ahead quickly on
the “insider” problem before the Hill or the press found out that virtually nothing effective had
been done to stop a dedicated insider. (Appendix D; Appendix CC)

An implementation strategy was established at the Livermore meeting for near-term
enhanced scourity for classified systoms including implementing “media-less” computing
systems. {Appendix CC) A schedule was developed during this meeting that would have had this
system in place before the end of 2000 at a cost in the neighborhood of $10-15 million. The
consensus was that these changes would have taken DOE from a low confidence level that a
trusted insider could be stopped, to near certainty.

The effort was rejected by the NNSA representative, John Todd, in deference to the
alleged functionality and morale concerns of the lab scientists. In the battle between morale of
scientists and security, security always loses. Tn-an October 30, 2000 memo to then-DOB
Secretary Richardson, his Special Assistant Peter Stockton wrote,

.. .Todd argued that this effort should be delayed because it may have a negative
impact on kab morale. Todd’s solution was to install lock boxes like those he was
implementing at Naval Reactors. Ife admitted that the lock boxes were not
effective against a dedicated insider, and they would not increase security, but
they would increase functionality for the scientists — they could leave their
computers on when they left their offices. I visited Naval Reactors and met with
their security officials to discuss their experience with lock boxes. They admitted
that they would not be effective against the dedicated insider, 2nd that they had
obvious vulnerabilities. . . This is again based on the wants of the scientists rather
than the real security needs of the system.” (Appendix D)

Misleading Test Results — And they Still Lose 50% of the Time
Dumbed-down Security Tests

Past results have demonstrated that security forces and DOE field management have
leamned how to “game-the-game™ to the extent that most tests are unrealistic, tactics are “canned”
and expected, and the outcome of exercises are pre-ordained. Two techniques are used to
performance test the protection system effectiveness ~ 1) force-on-force tests performed by mock
terrorists from the DOE, Army Special Forces and Navy SEALs, and 2) computerized Joint
Tactical Simulations (JTS).

A number of groups including the Army Special Forces, Special Operations Unit of the

Special Forces, the Navy SEALs and DOE’s Office of Independent Oversight have raised serious
questions about realism of the force-on-force tests and the JTS computer simulations used fo test
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the effectiveness of protective force responses. They all argue that exercise artificialities make
the protective forces appear far more capable than they actually are — yet even with the scales
tipped in their direction, protective forces still lose over 50% of the time. (Appendix DD}

The protective forces are civilian private contractors not under military discipline or the
military command structure. A postulated terrorist attack on these facilities would be not only a
surprise but also extraordinarily violent, considering the conventional weaponry and explosives
available to terrorists today. Some experts question whether the protective forces would have the
training or experience or would continue to fight under these circumstances. It is not a question
of the personal courage or dedication of the protective force, but the daunting circumstances
under which they are placed by the system.

On August 30, 1999, the DOE Office of Independent Oversight sent an unusually candid
memorandum marked “For Official Use Only” to the new security czar, describing in detail the
weaknesses and artificialities of the security testing process at DOE. According to this office:

“The. . .more serious concern pertains to the actual content and quality of the VAs
[Vulnerability Analyses] that support the current SSSPs. This issue, which calls
into question the very foundation of the risk calculations used throughout the
Department, has received little attention from safeguards and security managers. It
is this concern that forms the subject of this paper. . .

“There Are Significant Errors in the Database Supporting the JTS Combat
Simulation Model. . . .In addition to the identified errors, a significant number of
readily available weapons and munition types are not included in the database. . .

“Adversary Tactics Are Poorly Thought-Out. Observed adversary tactics used
during JTS simulations and validation and verification force-on-force tests are
frequently crude, and often do not rise to the level expected of troops who have
completed basic infantry training. . Personnel assigned to portray adversaries in
modeling and performance testing are generally given only a few days to prepare
tactical plans. A special problem with JTS simulations is that, generally, one
computer operator is assigned to control the entire adversary team, while three
(sometimes more) operators are employed to represent the protective force. This
leads to situations where one adversary element is well managed in the simnulation,
while other elements are neglected and relatively ineffective. . .

“Currently, no one in DOE outside of the Office of Safegnards and Security
Evaluations [of the Office of Independent Oversight] appears to have a
consistent interest in either cultivating the adversary mind-set or am
understanding of adversary capabilities.” [Emphasis added] (Appendix I)
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This document clearly articulates the grave concerns of the DOE Independent Oversight
Office regarding the inadequacies of the simulation and exercise test system used by DOE, and
its inability to accurately predict security capability or status.

There is virtually no swrprise in a force-on-force test. Once the protective force is
outfitted with the Multiple Integrated Laser Engagement Systemn (MILES) weapons laser-
simulation equipment, they know the attack will take place within an hour or two. The specific
location of the attack is always tipped off by the controllers and the observers during the “safety
walk down.” A walk down is performed across the whole area where a battle will be simulated to
ensure no obstacles or other land variations would trip or otherwise injure the protective forces
during the excreise — obviously not creating a realistic scenario. This is far more than leaning
forward in the foxhole.

Another indicator of the artificiality of force-on-forces® are the baffling reactions of the
protective forces during the tests. For example, in the force-on-force test at Rocky Flats in 1998,
1999 and again in 2000, the protective force “indiscrimipately shot” scientists, controlling
referees in orange vests, and each other as they were exiting the building in response to the alarm.

“Two Multiple Integrated Laser Engagement System (MILES) enhanced exercises
were observed where protective force members ‘killed” building evacuees,
controllers wearing orange safety vests, and each other. During the critique
conducted inmunediately after the exercise, protective force and other site
management personnel failed to raise concerns related to the inappropriate use of
deadly force. In fact, no critical observations were surfaced by management at the
critique. . .In law enforcement fraining enviromments, the typical ‘penalty’ for
killing a ‘friendly’ is failure of the test. At RF [Rocky Flats], there are currently no
negative consequences for the inappropriate nse of deadly force. In fact, if the
adversaries are ‘killed” in the process, the result is actually a win from the site’s
current perspective, This situation is unacceptable and must be addressed
immediately.” (Appeadix C)

This obviously is not a realistic demonstration of how the‘protective forces would react to a
terrorist attack, making the force-on-force test next o useless. DOE Headquarters had already
wamed Rocky Flats about this nappropriate use of deadly force.

During the March 2000 force-on-force drill, extreme restrictions were placed on the
adversaries by Rocky Flats management, The commando adversary team was prohibited from
using their own radios and “eould not effectively communicate,” In addition, the commandoes
were not even allowed to drive around a road bleck “simulated by a PF [protective force] vehicle
being parked on the side of the road and a traffic cone placed in the center of the road,” which led
to the facility. To suggest terrorists would not drive around a car and waffic cone to reach their
target stretches reasonable expectations. (Appendix C)
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In a force-on-force test at Los Alamos in October 2000, a convoy of protective forces
responding to an attack at another site hit a “minefield.” Despite the fact that the first vehicle hit
a mine and would have been destroyed, the other vehicles continued on through the minefield.
Military doetrine and common sense clearly calls for a convoy to stop when hitting a minefield.
Los Alamos management’s response was that they didn’t have time to stop. (Appendix A)

Overstatement of Protective Force Combat Effectiveness

A recent force-on-force test illustrates the problem of combat ineffectiveness. In a memo
to then-Energy Secretary Richardson his Special Assistant Peter Stockton wrote, “[Dlespite the
absolutely critical requirement for “denial” [not allowing an adversary in a building]. . .denial
failed.” Tt is clear that if denial were to fail in a real attack, such a facility cannot be recaptured
because of the extraordinary percentage of protective forces killed in the initial skirmish. Military
doctrine dictates when losses exceed 20%, forces become combat ineffective due to loss of
command and communications and basic squad-sized tactics deficiencies. In this force-on-force
test, the site lost 50% of their protective force in the initial attack - with eight dead on the
doorstep ‘of the facility. At this point, according to combat veterans, there would likely be no
further offensive action to recapture the facility by the protective force. In a number of force-on-
force scenarios developed by DOE, even when the protective force is successful in repelling an
attack, they lose up to 80-95% of the force. This is simply unrealistic. Los Alamos security
officials admit this is a problem, but they claim they have unusually brave people. Real bullets
may make a difference in their calculation. As an Army Special Forces Commander wrote:

“As a unit sustains casualties (dead or wounded) elements of the fire and
maneuver schemes or ‘close guarter battle’ drills begin to come apart. . . [I}f
casualties are high (in excess of 10%) qualified replacements become increasingly
problematic and command and control begins to be lost. Units are normally
considered “combat ineffective” and are rotated off the line when they have
sustained 15-20% casualties. At this point manecuver, fire rates, communications
and command and control can no longer be relied on to support the mission.
Continuation would be expected to result in unnecessary and increasingly high
casualties with little expectation of success.” (Appendix A)

The clear solution is to shut down sites that can’t be protected; if they have a critical mission,
move sensitive materials to a site that can be protected.

Simple “access denial systems” are available to the U.S. government which would delay
terrorist access to sensitive materials. These systems were developed by DOE and are currently
deployed at DOD facilities but not at DOE.

Security analysts claim that Protective Forces are not robust in tactics, weapomy or
numbers and result in a low probability of success — all of which results in force-on-force failures
in more than 50% of the tests. {Appendix DD) Even with improved tactics and weaponry, the
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protective force at the 10 critical fixed DOE sites are still at half the manpower level deployed in
1992.

Naturally, safety is a constant concern for all DOE employees. However, the same safety
standards that apply to an office worker also apply to the protective force. Because of this
universal application of safety standards the protective forces are encouraged not to, and in many
cascs prohibited from, cngaging in any activity that could possibly result in any injury. All this
contributes to a protective force unable and unwilling to respond when they are most needed.

Security Oversight — A Weak Record

In Congressional testimony, DOE has led the public to believe that its security at these
sites is a well-oiled machine, and there is nothing to worry about, After all, they argue the
government has been building bombs at these sites for 60 years, and no one has attacked them
yet. Given the recent tragedies in New York and Washingfon, DC, this argument falls flat. In
fact, they are one-eyed toothless watchdogs. Each level of oversight fails for varying reasons:
conflict of interest, protection of the contractor, embarrassment, protection of the program,
political sensitivities, and bureaucratic survival. The following is an analysis up the chain of
command of this “redundant” security oversight apparatus:

Up the Security Chain of Command

> Contractor self-assessments are a basic conflict of interest. It is not in the interest of the
contractor to reveal problems which could lsad to further investigation and a cut in their
performance bonuses and award fees. The Inspector General (IG or OIG) recently found
in interviews that most of the employees performing contractor self-assessments felt they
were under pressure from the contractor not to find problems:

“ITihe OIG found that 8 of the 28 LANL Security Operations
Division personnel interviewed (approximately 30 percent) who
had conducted self-assessments believed they had been pressured
to change or “mitigate” security sclf-assessments. Several of these
individuals said LANL management appeared to be more
concerned about making LANL and the Security Operations
Division “look good” than reporting the actual security conditions
at LANL. The OIG was informed of two instances where LANL
management became S0 upset with issues raised by the initially
assigned reviewers, that management reassigned other reviewers
who subsequently determined that there were no issues to be raised
and that the organizations were satisfactory.” (Appendix U)

The IG also found that Los Alamos National Lab (LANL) had been paid by the
government for self-assessments that were not done: “In addition to finding that some
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self-assessments were not conducted, the OIG also found an instance where a self-
assessment report was writien without a self-assessment review being conducted.”

(Appendix U)

Federal Area Offices — The DOE Inspector General found the Los Alamos Area Office
not technically capable of performing their security oversight function. “Several DOE
personnel told us that LAAO [Los Alamos Area Office] security was understaffed and did
not have the technical expertise required to conduct all their oversight responsibilities.”

(Appendix U)

Field Operations Office annual surveys — During the 1998 Albuquerque annual survey
reviewing security at Los Alamos (LANL), it was determined that security was
unsatisfactory or marginal in most categories. By the time the report journeyed through
the political review process at the Field Office, the ratings were substantially improved —
most to satisfactory. The IG found there was no written justification for the change, and
in fact, a number of key documents necessary to justify such changes in ratings had been
destroyed:

“During the 1998 Albuquerque Security Survey at LANL,
Albuquerque management upgraded several topic area survey
ratings, and most importantly, the overall composite rating. . .
During our inspection we noted that the 1997 and some 1998
Albuquerque Security Survey work papers were destroyed . . . Asa
result, there was no complete record to show how the survey teams
developed the ratings.” (Appendix U)

In addition, the IG reported that during the same 1998 annual survey, a force-on-force
exercise was reported to have been compromised — or rigged. One of the force-on-force
mock terrorists reported the compromise, as well as his concerns regarding the Protective
Force response, to the Albuquerque Field Office. According to the IG, “Albuquerque
[Field Office] management did not fully assess concerns” about the incident, yet that
office boldly stated “there was no evidence of ‘cheating’ and that ‘the losers always
complain that the winner cheated.” The IG reported:

“_ .. [Hlad the compromise of the force-on-force exercise been
included in the 1998 Albuquerque Security Survey report, the
composite rating would have been ‘unsatisfactory’. Instead LANL
was given a ‘marginal’ rating.” (Appendix U)

The following Inspector General chart reveals the changes made by the Field Operations

Office management from ratings of “unsatisfactory” to ratings of - “marginal” or
“satisfactory”
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US. Department of Energy Office of Inspector General, Appendix U

Appendix C
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The Office of Independent Oversight reports directly to the Secretary of Energy. This
office is a qualified and capable group. Their 1999 memeo to the security czar, quoted
extensively on pages 10 and 24 details their strong analysis and urgent concerns regarding
DOE security. However they are in a position not only to take direction from the
Secretary but also to play to perceived political sensitivities. It takes a high wire act to
survive in this position. Rarely does it serve the political purposes of the Secretary to
have documented and potentially embarrassing security problems surfacing that could be
discovered by Congress or the press. There are instances where this oversight group has
pulled punches or simply not tested certain sites, knowing they would fail at a politically
sensitive time. A draft December 1999 GAO report entitfed, “Nuclear Security:
Improvements Needed in DOE’s-Safeguards and Security Oversight” revealed that “The
director of OSSE [Office of Safeguards and Security Evaluations, DOE Independent
Oversight} informed us [the GAO] that inspections were not conducted annually from
1994 through 1998 because Secretarial interest in the safegnards and security area waned
and staff allocated for safeguards and security inspections was reduced.” (Appendix EE)

The following draft GAO table shows the conflicts between the security ratings
given by the Office of Independent Oversight (referred to in chart as OSSE), DOE Field
Operations Offices, contractor performance evaluations, and the final reports to the
President: )
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General Accounting Office Draft Report, Appendix EE

Tabie 1: Safe.frumﬁs and Security Raﬁnas- for Los Alames Natioual Laboratory mem@ )
1999, ’ ‘
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> Reports to the President on the Status of Safeguards and Security at DOE were produced
annually by the Office of Safeguards and Security (OSS). Back in the 1980's Chairman
Dingell found DOE misleading the President and the National Security Council about the
status of security in these reports. In 1996, a critical report was drafted by the Director of
0SS, Edward McCallum, but not released by DOE to the President. Finally, the National
Security Council demanded its release. Shortly thereafter, McCallum was then put on
administrative leave and investigated. The investigation was later dropped. The next year,
no report was issued. (Appendix L; Appendix FF)

National Nuclear Security Administration
Different Name, Same Problem

In the wake of the Los Alamos security breach, the Congress reacted by legislatively
mandating the reorganization of the nuclear weapons program in DOE by creating a semi-
autonomous agency reporting to the Secretary — National Nuclear Security Administration
(NNSA). Even though the Agency was named the National Nuclear Security Administration,
security is only one of the many duties entrusted to it.

For example, on June 27, 2001, Administrator of the National Nuclear Security
Administration General Gordon testified before the House Armed Services Committee on the
work and budget needs of the NNSA. Out of 44 single-spaced pages of testimony, General
Gordon only devoted 1 % pages to physical and cyber security. This testimony demonstrates the
extraordinary span of General Gordon’s responsibilities: there is no way security (and safety for
that matter) can compete with nuclear submarines, non-proliferation deals with Russia, and
stockpile surety. This hodgepodge is clearly, as General Gordon says, “fragile” if not worse.'”

The Los Alamos case was a cyber security problem and an alleged counter intelligence
issue. There have been no hearings since the early 1990's addressing the myriad of issues
involved in physical security. The reorganization did nothing to address the physical security
problemss. In fact it exacerbated the problems. It was simply a rearrangement of the deck chairs in
a bureaucracy that has failed. Tn a memo from NNSA’s Principle Deputy Administrator, Bob
Kuckuck even stated, “This reorganization is predominantly a functional realignment — with
many employees continuing to perform their current functions.” He went on to say that many
employees would even “continue to report to their current supervisor.” (Appendix GG)
Furthermore, several of the new appointments to top NNSA positions were the very same people
who oversaw the agency’s predecessor, DOE Defense Programs. At that time, Representative
John Dingell (D-MI) warned that this was a mistake:

“I am gravely concerned about recent proposals to elevate the Department’s
dysfunctional weapons bureaucracy to the status of an almost completely
autonomous agency. . .We are concerned that the same bureaucrats, who have

v http://www.nnsa.doe.gov/docs/JAG_HASC_Testimony_6-27.pdf — Downloaded September 13, 2001.
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refused to implement President Clinton’s recent security order and who resisted
reform efforts by both the Bush and Clinton Administrations, would be running
this agency, with cven greater latitude and far less oversight than is currently in
place. Allowing these proposals to become law would be tantamount to using
gasoline to extinguish a fire. . .This would indeed be a remarkable act of
political jujitsu where the very institutions responsible for the security
problems at DOE would emerge from scandal not merely intact, but even
more powerful and autonomous than before.” (Emphasis added) (Appendix S)

As it has turned out, the Congress has already realized they simply created amother
unwieldy bureaucracy. In the FY2002 House Appropriations Report, it was observed that,
“Congress assumed that creation of the NNSA would lead to efficiencies and streamlined
management. However, the result has been an increase in staff at Headquarters and in the field.”

(Appendix HH)
Lack of Congressional Oversight

Tn testimony before the House Commerce Comumittee on April 20, 1999, the GAO stated
“we are concerned that, given DOE’s past record, it may not be up to the challenge without
congressional oversight to hold it accountable for achieving specific goals and objectives for
security reform.” (Appendix 1) ‘

There are two things that move any bureaucracy: one is sustained press attention to a
problem and second is congressional oversight. For example, recently there was sustained press
attention to the plutonium contamination of workers at a DOE facility at Paducah, Kentucky
which finally lead DOE to compensate the injured workers and their families. Over the last 20-30
vears, there has never been sustained press attention paid to security debacles at DOE because the
Department has been able to hide behind overclassification.

Throughout the 1980' and early 1990's, Chairman John Dingell (D-MI) of the House
Energy and Commerce Committee conducted numerous investigations of security lapses. One
major problem that Chairman Dingell faced was that he did not have clear jurisdiction aver the
budget of the nuclear weapons program. He was unable, therefore, to use the most effective
threat to the Department — budget cuts.

Despite the efforts of both the GAO and Representative Dingell’s Committee, the DOE
bureaucracy remained entrenched. According to the President’s Foreign Intelligence Advisory
Board, “The panel has found that DOE and the weapons laboratories have a deeply rooted culture
of low regard for and, at times, hostility to security issues, which has continually frustrated the
efforts of its internal and external critics, notably the GAO and House Energy and Comunerce
Committes,”!®

1 hitp://fas.org/sgp/library/pfiab/ ~ Downloaded September 13, 2001.
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The Congressional hearings spurred by the Los Alamos cyber security breaches focused
on two specific incidents of security failures, but did not deal with the systemic physical and
cyber security problems at the nuclear weapons complex. As this report illustrates, without
sustained and intensive scrutiny and oversight, DOE briefings and testimony will not reveal the
actual status of security.

Rewards and Punishment Turned On Its Head

Promotions for Security Failures

‘Whenever a security crisis occurs at DOE, the Secretary usually assures the Congress and
the press that the responsible officials will be held accountable. It virtually never happens. As the
Rudman report points out, “the lack of accountability . . . has become endemic throughout the
entire Department.””” On the other hand, if someone internally raises an issue about security, they
are always retaliated against and find themselves without any further security responsibilities. In
other words, the reward and punishment system is turned on its head.

For example, Dr. John Browne, the lab director at Los Alamos, was in charge during the
‘Wen Ho Lee case, the hard drive debacle and the force-on-force in October 2000 that would have
led to a nuclear detonation. He is still the lab director. Steve Younger, the head of the X Division
at Los Alamos where these debacles took place remained in his job, until appointed by President
Bush to become the head of the Pentagon’s Defense Threat Reduction Agency. The security
director at Los Alamos, Stan Busbaum, is still in his job.

Rocky Flats, which is operated by contractor Kaiser-Hill, had severe security problems in
the 1996-98 time frame and again in 1999. In 1997, outgoing Secretary of Energy Hazel O’Leary
became a paid Director of Kaiser and outgoing DOE Assistant Secretary for Environmental
Management (overseeing Rocky Flats) Tom Grumbly became Senior Vice President for Kaiser.
The current DOE Undersecretary Robert Card was President and CEO of the Kaiser-Hill
Company. The DOE Manager of the Rocky Flats Field Office from 1996 to 1999, Jessie
Roberson, is now the DOE Assistant Secretary for Environmental Management.

The head of the DOE Office of Security Affairs, Joe Mahaley, who was responsible for
security at all the sites, and whose office was involved in many of the following retaliations, was
promoted to becoming the new security czar.

¥ oid.
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Whistleblowers: Shooting the Messenger

“In every investigation concerning problems at the DOE weapons facilities and
laboratories, the individuals vesponsible for the operation of defense programs consistently and
repeatedly denied the problems, punished the whistle blowers, and covered up the problems to
their superiors and Congress.” ’

Representative John D. Dingell (D-MI) (Appendix S)

Retaliation at DOE does not necessarily entail attempting to fire federal employees. In the
majority of cases in the security arca, DOE. supervisors attempt to tevoke the whistleblower’s
clearance on tramped-up charges. Then they remove them from any responsibility for oversight
of security. On the other hand, contractors often lose their contracts, or their jobs, for blowing the
whistle, The frequency of retaliation against nuclear security whistleblowers reached such a
crescendo, that in 1999 then-Secretary Richardson sent a memorandum to all DOE and contract
employess stating: “Management must also create and foster a work environment that allows free
and open expression of sccurity concerns, where workers fear no reprisals or retaliation.”
(Appendix JJ)

Over the last three years, in the face of Richardson’s “zero-tolerance”™ of retaliation
against security whistleblowers, DOE still succeeded in eliminating all of the whistleblowers, or
“speed bumps” in the road, as oune federal official put it. In fact, months after this “zero-
tolerance” policy was in effect, when the DOE Inspector General was investigating security
failures at Los Alamos, “a number of individuals requested confidentiality. They indicated they
feared retaliation for disclosing information to the Office of Inspector General.” {Appendix U)
Carrently, there are few DOE employess left in the bureaucracy with the knowledge or
willingness to tisk the damage to their careers to raise concems about the lack of security.
Retaliation against whistleblowers has been a clear object lesson to the rest of the bureaucracy.

Going back to the early 1980's, there has been a pattern of retaliation against federal and
contractor employees who raise issues about seourity problems. For example:

> In 1980, DOE did not like the fact that John Hanatio, a security analyst at DOE
Headguarters, was cooperating with the House Subcommittee on Oversight and
Investigations. They immediately went after his security clearance and tried to fire hira.
Under Subcommittee Chairman John Dingell’s (D-MI) protection he is still employed by
DOE but has never been placed in a position of significant responsibility or dealt with
security issues again.

> In 1996, Colonel David Ridenour, a former Strategic Air Command missile officer,
became the Director of the Safeguard and Security Division at the Rocky Flats Field
Office. Immediately upon taking the position, Ridenour was being harassed for trying to
do his job of overseeing the security contractor at Rocky Flats. In a letter fo then-Energy
Secretary Federico Pena, he said “I was instructed by my direct supervisor. . .that my
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mission was 10 ‘not negatively impact the contractor’ and that T was to ‘facilitate the
contractor (Kaiser-Hill) winning the award fee’.” He resigned several months later,
claiming “In my professional life as a military officer, as a Registered Professional
Engineer. . I never before experienced a major conflict between loyalty lo my supervision
and duty to my couniry and to the public.” (Appendix N)

Lt Mark Graf was Alarm Station Supervisor for the Wackenhut protective force at Rocky
Flats. Jeff Peters was Direcior of Protective Force Operations, also at Wackenhut. Both
had serious concerns about security at Rocky Flats and wrote to Congressman David
Skaggs (D-CO} about these concerns. Peters was placed on administrative leave, his
badge -and weapon taken from him. He was ordered into coumseling. Federal Office of
Personnel Management investigators concluded Wackenhut had acted inappropriately and
"retaliated” against Peters. In June of 1996, Peters resigned from his position and left
Rocky Flats after reaching a seftlement agreement with Wackenhut. Lt. Graf’s workload
was inexplicably raised to 262 hours, from the staff average of 187 hours. After Graf was
sent by Wackenhut for psychiatric review, a psychiatrist concluded that Lt. Graf was fit
for duty, noting that the reason for Graf’s referral was “based on his preoccupation with
security safeguards at Rocky Flats and discussion with outside individuals and the
media”™ Lt. Graf was nonetheless fired and finally won a Department of Labor
whistleblower case requiring Wackenhut to reinstate him to his original position and pay
compensatory damages.

Edward McCallum was a Colonel in the Special Forces with service in Vietnam. He
worked in DOE security for twenty years, and authored the 1996 DOE Annual Report to
the President on the Status of Safeguards and Security, which was highly critical of
security and caused a serious eruption at DOE. He was immediately put on administrative
leave and investigated. In early 1999, McCallum’s concerns about the lack of security at
Rocky Flats were made public. At about the same time, Secretary Richardson issued a
zero-tolerance order against whistleblower retaliation — “Management must also create
and foster a work environment that allows free and open expression of security concerns,
where workers fear no reprisals or retaliation.” {Appendix JJ) It didn’t work. McCallum
was put on administrative leave based on a security violation accusation that was later
dropped. Representative Curt Weldon (R-PA) wrote to his colleagues,

“Throughout the past decade, this former Green Beret officer
-attempted numerous times to alert the Administration to grievous
lapses in security which left our nation’s nuclear facilities
vulnerable to foreign espionage and terrorist attack. Officials at the
highest levels, including three Secretaries of Energy and White
House personnel, consistently ignored It Col. McCallum’s
wamings, placing our national security in jeopardy. . .Lt. Col.
McCallum deserves accolades for what he did to protect our

20
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national security - not the continued destruction of his reputation
and career.” (Appendix FF)

McCalhunitook a job at the Pentagon, and is no longer working on security issues at
DOE.

Ron Timm, and his corporation RETA Security, were experienced security analysis under
contract to the DOE Headquarters Office of Safeguards and Security. RETA Security
was the principal analyst for review of all SSSPs for DOE Headquarters since 1997. He
told the IG that he had suffered retaliation for raising concems about public health and
safety, Timm’s work assigmments analyzing SSSP’s for all DOE facilities over the
previous five years had plummeted. The IG found no retaliation, as Thmm’s company was
performing other DOE work for Secretary Richardson. As soon as the IG inquiry
concluded, Timm’s confract was terminated. Timm sent a second letter to the new DOE
Secretary, Spencer Abraham, in January 2001 thinking the new administration would
look into the ongoing security failures at nuclear facilities. Timun wrote, ©. . . time has
shown that the existing bureaucracy at DOE have not adequately acted upon the issue of
risk to the public other than in ineffective and reactive ways.” However, Secretary
Abraham delegated the response to the letter to one of the office which Timm accused of
covering up security problems, the Office of Independent Oversight. In the six page
response Director Glenn Podonsky concluded, “The Department’s protection program
may not be perfect, we firmly believe it to be effective.” Timm is no longer working on -
Headgquarters security issues at DOE and has filed a whistleblower complaint. (Appendix
KX; Appendix LL)

According to an IG Report:

“one support services contractor believed that an OSS [Office of
Safeguards and Security] program manager threatened him with a
reduction in contract activity for his role in supporting the SSSP
QA [quality assarance] process and for assisting the [Secretary
Richardson’s] special assistant. The contractor said that he did not
receive any contract work in the area of field assistance after the
alleged threat was made, and that he viewed the elimination of his
field assistance activities as retaliation.” (Appendix MM)

The IG concluded that becanse he did not seek to file a formal whistleblower retaliation
complaint and that he continued to receive contracts from the DOE security czar, he had
not suffered retaliation. As soon as DOE security czar General Habiger left however, he
lost all DOE Headguarters contracts. {Appendix MM)

It 2 desperate attempt to shed light on inadequate physical security at the DOE National
Labs, a DOE employee faxed two unclassified IG reports that exposed security failures at
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DOE to US4 Today and the Washington Post. (These IG Reports are included at the end
of this report as Appendices U and MM) As a resalt, the employee’s security clearance
was “suspended due to his admitted release, without prior authorization, of a draft DOE
Inspector General report on sensitive DOE security matters. His action was in direct
contravention of his signed ‘Security Responsibility Statement’ promulgated by the DOE
Office of Security Affairs specifically to prevent such releases,” — an illegal internal DOE
gag order prohibiting direct contact with the news media. (Appendix XX) According to
the Office of Safeguards and Security Notification Letter, the employee “thought that if
[he/she} brought this [security] inadequacy to light, then senior DOE officials might be
‘sparked’ into improving that program. Accordingly, [he/she] decided to send a copy of
the draft OIG report to the news media to ‘make things better’.” That whistleblower is no
longer working on security issues for DOE. (Appendix NN)

As Admiral Rickover once wamed, “You can sin against God, and God will forgive you —if you
sin against the bureaucracy, they will never forgive you!” This old adage certainly describes the
colture at DOE.

Budget

“[T]he annual report I wrote. . . said that we were about 3150 million dollars
underfunded, we've lost 42% of our proteciive forces and 50% of our SWAT capability. I said
that at a time when we've increased our SNM holdings by 70 metric tons. It doesn't take a brain
surgeon to figure this one out.”

Edward McCallum, Director of Safeguards and Security, DOE (Appendix O)

The security budget competes with the far more politically popular issues in the weapons
programs such as stockpile stewardship and weapons research, that command far more
Congressional interest. As a result, security ends up as a poor stepchild. For example, during the
battle over relocating TA-18 at Los Alamos, the Acting Deputy Administrator for Defense
Programs (the predecessor to NNSA) General Thomas Gioconda stated, “Defense Programs”
limited capital funding is already allocated to higher priority Stockpile Stewardship projects.”

(Appendix V)

The former Director of DOE’s Office of Safeguards and Security stated, “since 1992, the
number of protective forces at DOE sites nationwide has decreased by almost 40% (from 5,640
to the current mumber of approximately 3,500), while the inventory of nuclear material has
increased by more than 30%.” At the same time, the total federal budget devoted to DOE security
was cut by one-third. No one argues that the terrorist threat had been reduced, in fact, the
intelligence community believes the threat is greater today than during the Cold War. (Appendix
o0)
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In the mid 1990's the cuts were so deep that several sites including Livermore had to
digband their SWAT teams. Livermore then had to depend on the Alameda County Sheriffs
Department for a SWAT team. The only problem was it took the Sheriff's SWAT team over an
hour to mobilize and deploy a force to Livermore — long after a possible attack had taken place.
Livermore found a way to overcome this response time problem. According to whistleblowers, in
a 1995 force-on-force, the Army Special Forces adversaries found an Alameda County Sheriff’s
Department helicopter in the air and their SWAT team near the perimeter fence before the attack
had started — was the site cheating? The Sheriff told DOE investigators he had been told by the
site that prepositioning his forces was acceptable. He understood the test to be one of capability
not of timing. Clearly both are important. In 1998, Livermore decided the situation was
untenable, and took an additional two years to reconstitute and train a new SWAT team.

In 1999-2000, Secretary Richardson attempted to split the secuxity budget out of the
weapons program budget, putting it under the security czar. This was finally accomplished.
However, it only lasted for a matter of months before the Congress put the security budget back
under the new semi-autonomous National Nuclear Security Agency.

PROBLEMS/SOLUTIONS

PROBLEM: Nuclear Materials Are Spread Across the Country. Weapons-quantity special
nuclear materials are stored at 10 fixed sites. This dispersion is a leflover from the Cold War,
when there were many more missions for the various sites. Now, a number of sites have virtually
no national security mission, however, they continue to store and &y to protect tons of muclear
materials at great cost. DOE can not currently adequately protect this material, and security at
each site ummecessarily increases redundancies and costs. However, DOE has resisted
consoldation as it would threaten fiefdoms and potentially even lead to the closing down of
facilities.

SOLUTION: Close Unpeeded Facilities. The Base Realignment and Closure
Commission should be empowered to recommend closing the unneeded and redundant
DOE sites, as well as those sites that have no national defense mission. Not only do the
unnecessary sites cost the taxpayers billions annually, but also present a significant health
and safety risk to the nearby communities. There have been a number of studies
considering the restructuring of the weapons complex over the past ten years. The Bush
Administration is currently considering this path. The following are suggestions for
closure and consolidation:

> Shut down Idaho National Engineering Lab and the Argonne National Laboratory
—~ West, as they have little or no national defense mission.

- Shut down Hanford, as it has Hitle or no national defense mission.
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> Combine Lawrence Livermore in California and Los Alamos National Labs at Los
Alamos, NM — we don’t need two redundant bomb design labs. Livermore is now
in the middle of a highly populated community, yet large amounts of plutonium
are stored there.

> Combine Oak Ridge and Savannah River Facilities as both have significantly
reduced missions of producing plutonium and fabricating wranium. Rather than
repairing or replacing the decaying infrastructure at both sites, it would be more
efficient to combine the two.

SOLUTION: Consolidate Nuclear Materials. Another solution to this problem would
be to consolidate nuclear materials to fewer, more easily-protected sites. Not only would
this save money, it would reduce the risk to the public. A plan by the DOE to consolidate
nuclear materials at two sites that should have been operational by now, has been derailed
by the bursaucracy. However, two of the most secure facilities in the world are already
available. These two facilities would provide enough storage for the entire DOE weapons
complex. One is underground in the middle of Kirtland Air Force Base in New Mexico
(Kirtland Underground Munitions Storage Complex), and the other is a brand new (and
totally unused) highly secure facility, the Device Assembly Facility, at the Nevada Test
Site. For the past decade, DOE has been planning a national storage facility for PU at
Savannah River and a storage facility for HEU at Oak Ridge. Both are bogged downin a
bureancratic morass with no end in sight.

SOLUTION: Immobilize Excess Nuclear Materials, There is a facility at Savannah
River which could be used to meld excess nuclear materials with a radioactive barrier in
glass. Once the materials have been immobilized or “vitrified”, they would no longer be
atfractive to terrorists because it would be virtwally impossible to reconstitute the
immobilized SNM into weapons grade material.

PROBLEM: Bureancracy Makes Security Tests Easier Rather than Fixing Problems.
Without leadership and accountability, there are few incentives for the DOE bureaucracy to
address problems. As a result, DOE portrays facilities as being secure and impervious to
terrorists and spies when, in fact, they are not. This is largely achieved by sweeping undesirable
messages and test results under the bureaucratic carpet and “dumbing down” the current system
to hide embarrassing test failures. Ongoing publicized problems at such sites as Los Alamos and
the Transportation Safeguards Division attest to this assertion.

SOLUTION: Improve Effectiveness of Protective Forces, Until disparate sites are
consolidated, DOE should increase the size of its protective force and improve weaponry,
tactics, and command, control, and communication to defend against both theft and
radiological sabotage. One possibility would be to explore the option of moving the
responsibility for protection of nuclear weapons quantities of special nuclear material to
DOD military personnel. The military personnel should not be used for general site
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protection of classified information, personnel, or facilities, but only for the protection of
SNM. Another possibility would be to explore whether TSD convoys of special nuclear
materials should be supported by military persormel. A 1990 GAO report also suggested
exploring the possibility of federatizing the protective forces at the sites similar to the
protective force of the Transportation Security Division. In interviews the guards
[protective force} themselves told GAO investigators, “a federal force would take security
more seriously” and that they would “receive better training.” (Appendix PP)

PROBLEM: Independence in Nuclear Security is Lacking. The recently Congressionally-
created National Nuclear Security Administration (NNSA) exacerbates the problem by elevating
the same people who have managed this debacle over the last three decades. As the Rudman
report states, due to the “deeply rooted culture of low regard for and, at times, hostility to security
issues. . .a reshuffling of offices and lincs of accountability may be a necessary step toward
meaningful reform, buz it will almost certainly not be sufficient.”

SOLUTION: Take Security Management Out of DOE, POGO suggests exploring the
option of setting up an independent agency to provide security from outside DOE
entirely, and leave the many other duties of managing the nuclear weapons complex to the
NNSA.

SOLUTION: Meve the Independent Oversight Office Out of DOE. Make oversight
of nuclear security independent from those charged with implementing security by
making the DOE Office of Indcpendent Oversight an Independent Nuclear Facilities
Security Board that is independent of DOE. A model would be the Defense Nuclear
Facilities Safety Board. This board would report directly to the Congress and be
empowered to assess security in the nuclear complex.

PROBLEM: Computers Containing Nuclear Scerets Remain Vulnerable. It is virtually as
easy today for a trusted “insider” to put weapons design information on a tape or disk and walk
out the door as it was two years ago. All of our known spies have been insiders with the highest
security clearances.

SOLUTION: Convert to Media-Jess Computing. The only way to stop an “insider” is
to stop any media (disks, tapes, laptops, etc.) from coming in or out of priority classified
areas. At each workstation, the scientist or engineer would only have a monitor, keyboard,
and mouse, while the actual computer is locked in a vault. Access to any media would
require a “two-man rule” where two people would have to sign-off on any copies.

PROBLEM: DOE Security Forces Cut by 40%. According to testimony from a high-level
DOE official, “Since 1992, the number of Protective Forces at DOE sites nationwide has
decreased by almost 40% (from 5,640 to the current number of approximately 3,500) while the
inventory of nuclear material has increased by 30%.” (Appendix OO) The increase has resulted

U Wtip://fas.org/sgp/library/pfiab/ ~ Downloaded September 13, 2001.
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from the dismantling of nuclear weapons and the receipt of nuclear materials from the Former
Soviet Union. During the same period the threat of terrorism has increased.

SOLUTION: Consider Security Budgetary Needs Independently. Decouple nuclear
security funding from scientific research and the nuclear weapons program. Security
funding currently competes with scientific research funding from within the National
Nuclear Security Administration nuclear weapons budget. Security is always fighting for
the scraps after the more politically appealing and bureaucratically popular scientific
research and weapons projects are funded.
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Ms. BRIAN. We concluded that the Nation’s 10 nuclear weapons
facilities, which house nearly 1,000 tons of weapons-grade pluto-
nium and highly enriched uranium, regularly fail to protect this
material during mock terrorist attacks. Many of these sites are lo-
cated near metropolitan areas, including the San Francisco Bay
area, Denver, Albuquerque and Knoxville.

There are three major threats to these facilities, and only two
were really discussed in the previous testimony—theft, radiological
sabotage, or a dirty bomb, and as Mr. Shays has made reference
to, the possibility of terrorists creating an improvised nuclear de-
vice, a sizable nuclear detonation within minutes.

In full-scope mock terror attack tests performed by the govern-
ment at DOE facilities, half the time mock terrorists are successful
in breaking in, stealing significant quantities of special nuclear ma-
terial and leaving the site. Theft, however, requires that the terror-
ists get into the facility and back out with the material. A suicidal
terrorist would not have to work that hard. Instead, a successful
suicidal terrorist attack doesn’t require getting out again and could
create a dirty bomb or a sizable nuclear detonation at the facility
itself.

For example, in October 2000, there was a mock attack test of
security at technical area 18, a facility at Los Alamos. The mock
terrorists successfully entered the facility and the guard force could
not get them out. The mock terrorists had enough time to have
been able to create a sizable nuclear detonation. A recent CIA pam-
phlet summarizing devices of interest to al Qaeda and other terror-
ist groups highlighted both dirty bombs and improvised nuclear de-
vices as two of their greatest concerns.

We believe the single most important element to improve secu-
rity at the nuclear weapons facilities is a realistic design basis
threat. Twenty months after September 11, DOE finally substan-
tially increased the design basis threat at level 1 sites. Unfortu-
nately, the upgrades will not be fully implemented until 2009,
which is 8 years after September 11.

The other nuclear weapons sites, however, still have a long way
to go, and the new design basis threat for them is wholly inad-
equate. Special operations personnel expect the terrorist attack on
one of these facilities to be with a squad-sized unit. The Army Spe-
cial Forces sizes a squad at 12 people and the Navy SEALS size
a squad at 14 attackers. The way we understand it, even under the
new design basis threat for these level 2 facilities, which have im-
provised nuclear device vulnerabilities, DOE will only be protecting
against far fewer attackers.

Currently, DOE is determining its security requirements based
on how much money it is willing to spend on security, and this is
backward. Now, I heard Ambassador Brooks saying that wasn’t
true, but I would bring your attention to the testimony of the GAO
on page 14, where they said, “The DOE and NNSA officials from
all levels told us that concern over resources played a large role in
developing the 2003 DBT, with some officials calling the DBT the
‘funding basis threat,” or the maximum threat the Department
could afford. This tension between threat size and resources is not
a new development.” Hopefully, the committee can encourage DOE
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to determine its security needs based on the Intelligence Commu-
nity’s postulated threat in your closed session.

We keep seeing evidence of security failures even without an at-
tack on these facilities. All three of the weapons labs have had seri-
ous management and security problems in just the last few
months. Again, Ambassador Brooks suggested these were not secu-
rity problems. But let me describe some of them.

Top security officials at both Los Alamos and Livermore have
been replaced. Only 6 months ago what began as a management
scandal involved security issues including over 300 stolen or miss-
ing computers that the IG testified before Congress may have con-
tialined classified information. Now we have missing plutonium
there.

At Livermore, a set of keys and a security card to access-sen-
sitive areas were missing for weeks without being reported. And
that is not a security problem?

In addition, members of the Livermore SWAT team claimed they
could not defend the lab in the event of a terrorist attack. At
Sandia, there has also been a series of security lapses, including
guards sleeping and keys missing that are being investigated by
Senator Grassley. These scandals, I'd like to point out, have never
beden discovered by DOE; they’ve only been brought forward by out-
siders.

And with reference to there not being retaliation, when you’re
talking about these particular instances, you can look at the Los
Alamos investigators, who were fired after their findings were re-
vealed internally, not to the press, as an example of retaliation
that does happen.

The scattering of special nuclear materials across the country is
left over from the cold war.

Now, a number of sites have virtually no national security mis-
sion; however, they continue to store and try to protect tons of nu-
clear material at great cost. However, DOE has resisted many con-
solidation opportunities, as it would threaten fiefdoms and poten-
tially even lead to the closing down of facilities.

In addition to requiring the design basis threat that will address
improvised nuclear device vulnerabilities, POGO makes the follow-
ing recommendations.

Consolidation of nuclear materials: The Base Realignment and
Closure Commission should be empowered to recommend closing
the unneeded and redundant DOE sites, as well as those sites that
have no national defense mission. Another solution would be to
consolidate nuclear materials to fewer, more easily protected sites.
These solutions save money and reduce the risk to the public.

Under Secretary Robert Card himself recently advised that the
first question for a site to consider is “Is there a way to reduce the
targets by consolidating material or, even better, exporting mate-
rial to other more permanent or hardened sites?” And I have the
letter if you need that. This is certainly commendable language.
However, these same directions have been issued to the field for
more than 20 years with little or no impact.

A case in point, again, is Los Alamos’ technical area 18. In 2000,
Secretary Richardson directed the site to be deinventoried of its
special nuclear materials by 2003. It was to be moved underground
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to a currently empty and hardened underground facility at the Ne-
vada Test Site. Here we are and not one gram has moved in that
direction.

Ambassador Brooks’s recent predecessor has also pushed to expe-
dite moving the materials out of TA 18, apparently to no avail. I
believe Los Alamos is betting on turnover at DOE headquarters
and the inattention of the Congress.

I would also like to challenge earlier testimony that the security
tests are no longer seriously dumbed down. I have examples from
last month. Last month, during a mock theft scenario, terrorists
were not allowed to go out the same hole in the fence they came
in, requiring them to run all the way around the fence line to leave
the facility. If they had been allowed to use the hole, they would
have been able to leave the facility without even having engaged
any of the protective forces.

In another recent example, the mock terrorists were required to
stay on the road in order to leave the facility.

In addition, as was pointed out, advance warning is given to
sites, often months in advance, that a test is scheduled and the
test, as we’ve mentioned, follows scripts of what the terrorists can
and can’t do.

The three advantages a terrorist has are surprise, speed and vio-
lence of action, elements that are not factors in these dumbed-down
t?sts. Yet the mock terrorists still accomplish their mission all too
often.

Immobilized excess plutonium: Over 50 tons of our plutonium
have already been declared excess and could be immobilized, mak-
ing it less attractive for theft.

One way to counter DOE’s antisecurity culture is to move secu-
rity oversight out of DOE. One suggestion is to move the independ-
ent oversight office to model something like the Defense Nuclear
Safety Facility Board where he’s not having to report directly to
the Secretary. Another option would be to make security oversight
at DOE facilities a DOD responsibility, perhaps under the Nuclear
Command and Control staff.

Increase security funding, but spend resources more efficiently:
The United States spends over $1 billion annually on security at
DOE sites. We are not getting our money’s worth. We are spread-
ing our resources inefficiently by protecting sites we should not
have to protect, either because special nuclear materials are not
needed there or it’s not needed there in massive quantities. Clear-
ly, the new DBT will require more money, but money should not
be thrown at the problem without evidence that a real plan to im-
plement security upgrades efficiently is in place.

I'd like to point out that, in the past, DOE security has hit obsta-
cles obtaining increased budgets from within the Department,
OMB and from Congress, in large part because they’ve simply lied
about the status of security.

For example, in early 2002, then-NNSA Administrator Gordon
wrote a letter to the Washington Post denying POGO’s findings
and assuring the public that security was adequate at the nuclear
sites. One month later DOE was talking out of the other side of
their mouth, begging OMB and the Congress for a half-billion dol-
lar increase in funding because of dire security problems.
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Finally, more congressional oversight: Without sustained and in-
tensive scrutiny and oversight, DOE briefings and testimony will
not reveal the actual status of security. It is ultimately up to Con-
gress to keep at this, and I believe it is some of the most important
work that you’ll do.

Here’s a suggestion for a next step: In mid-2002, the Scowcroft
Commission finally issued their end-to-end review of security at
DOD and DOE nuclear weapons facilities. We encourage the com-
mittee to obtain copies of the draft of that report and interview the
authors.

If T could—because I am not going to be in the closed session, if
I could just make two more

Mr. TURNER. Your time is running out, so if you could conclude
quickly.

Ms. BRIAN. Yes, I just wanted to say we already know what’s
wrong.

Ambassador Brooks had said we need more review, but the last
administration, for example, created the position of security czar
headed by an Air Force general with no obvious improvement. I
would humbly suggest that roles and responsibilities are periodi-
cally rearranged, but we still aren’t protecting our nuclear mate-
rials against the real terrorist threat; and it is going to take serious
congressional oversight to make sure it happens.

Thank you for your inviting me to testify.

Mr. TURNER. Thank you.

[The prepared statement of Ms. Brian follows:]
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Mr. Chairman, T commend you for holding these important hearings. The Project On
Government Oversight (POGO) is an investigative organization that works with inside sources to
improve public policy. Founded in 1981, POGQ is a politically-independent, nonprofit watchdog that
strives to promote a government that is accountable to the citizenry.

In early 2001, POGQ began its investigation into nuclear security at the Department Of
Energy (DOE) after more than a dozen high-level departmental security experts came forward with
concerns regarding inadequate security at the DOE's nuclear weapons facilities. Just prior to
September 11, 2001, POGO completed that investigation, concluding that the nation's ten nuclear
weapons facilities, which house nearly 1,000 tons of weapons-grade plutonium and highly-enriched
uranium, and the transportation system for weapons and nuclear materials regularly fail to protect
this material during mock terrorist attacks. The results ofthat investigation were issued in the POGO
report, "U. S. Nuclear Weapons Complex: Security at Risk." Even though it is now two years old,
1 daresay the problems identified are still relevant today. I ask that it be included in the record,

We briefed the NSC on multiple occasions, Homeland Security, various Pentagon groups
including the Scowcroft End-to-End Review team, the Nuclear Command and Control staff, the
White House OMB, among others, on our findings. We were encouraged when we met with
officials of Homeland Security, who had seemed to understand the problems at DOE. They were
particularly aware of problems with DOE oversight of the facilities, specifically personnel who
continue to defend the status quo. In fact after our briefing to Homeland Security, I expected them
to look at me with disbelief. Instead, however, a detailee from the Pentagon said, * You realize we
are more concerned about the lack of security at DOE facilities than you are.” They advised that they
were establishing red teams to independently test security at DOE facilities in the April 2002 time
frame. However, it never happened.

There are ten major DOE sites that have weapons quantities of plutonium and highly-
enriched uranium, many of which are located near metropolitan areas including the San Francisco
Bay area, Denver, Albuguerque and Knoxville. In order to perform their missions, a number of these
sites do not need any Special Nuclear Material, and others certainly don’t require the quantities that
are currently being stored at the sites, but bureaucratic fiefdoms protect the status quo. There are
three major threats to these facilities:
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. theft of plutonium or highly-enriched uranium to create a crude nuclear weapon;

. terrorists gaining access to plutonium and highly-enriched uranium and using conventional
explosives to create radiological sabotage, or a dirty bomb; and

. terrorists gaining access to plutonium and highly-enriched uranium and creating an

Improvised Nuclear Device (IND) — a sizable nuclear detonation within minutes.

Weapons grade material stolen from a DOE facility could be used by a terrorist group to
either fabricate a crude nuclear weapon or create a "dirty bomb." This is not as far-fetched as some
might believe. In fact, in full-scope mock terrorist attack tests performed by the government at DOE
facilities, half the time mock terrorists are successful in breaking in, stealing significant quantities
of Special Nuclear Material and leaving the site.

Theft, however, requires that the terrorists get into a facility and back out with the material.
What we have found in our investigations is that a suicidal terrorist would not have to work that
hard. Instead, a successful suicidal terrorist attack at several of our DOE weapons facilities could
result in a sizeable nuclear detonation at the facility itself. A terrorist group does not have to steal
nuclear material, create a nuclear device, transport it to the United States, and detonate it in 2 major
city. They could simply gain access to the material at a U.S. nuclear facility - some of which are near
large metropolitan areas - and tests have shown they could accomplish the same outcome. This type
of homemade bomb is called an Improvised Nuclear Device, or IND. Such a detonation can be
created by using conventional explosives brought into the facility in a backpack and combined with
particular kinds of Special Nuclear Materials stored at these sites.

For example, in October 2000, there was a mock attack test of the security at Technical Area-
18, a facility at Los Alamos National Laboratory that contains many tons of Special Nuclear
Material. The mock terrorists successfully entered a facility and the guard force could not get them
out. The mock terrorists had enough time to have been able to create a sizeable nuclear detonation.
The Senate Foreign Relations Committee held important hearings on this threat in March of 2003.
In fact, in arecent CIA pamphlet summarizing typical Chemical Biological Radiological and Nuclear
devices of interest to al-Qaida and other terrorist groups, they highlighted both dirty bombs and
Improvised Nuclear Devices as two of their greatest concerns.

Improvised Nuclear Devices pose a great concern at a number of DOE facilities. In the mid-
90s, the DOE made this vulnerability a highly-classified “Special Access Program”(SAP), and as a
result no one could even talk about it unless you were one of the select few with a “need to know”
— even though the problem is simple physics. Many inside DOE believe it was “SAPPED” because
they didn’t want to spend the money to address the vulnerability. A few months after a discussion
of this vulnerability in the POGO report based on unclassified sources, General John Gordon, then-
National Nuclear Security Administration (NNSA )Administrator, ordered a major change in security
strategy to address the Improvised Nuclear Device vulnerability. Until that time, the strategy at most
sites with Improvised Nuclear Device vulnerabilities was to “contain” the terrorists in the facility,
and not let them out. Guards now are supposed to “deny” terrorist access to the facilities, because
if the terrorists do get access to certain kinds of material, they can create an Improvised Nuclear
Device in minutes. This is a very important step, if DOE can actually implement it.
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We believe the single most important element to improve security at the nuclear weapons
facilities is a realistic Design Basis Threat (DBT). The DBT is the threat that these facilities are
required to defend against — the number of outside attackers with the help of active and passive
insiders. It also includes the kinds of weapons likely to be used by potential adversaries. In May
2003, 20 months after 9/1 1, DOE finally substantially increased the DBT at Level 1 sites— sites with
full-up nuclear weapons, test devices and partially dismantled or assembled weapons. DOE
deserves credit for this important step, unfortunately the upgrades will not be fully implemented until
2009 eight years after 9/11.

The other nuclear weapons sites, however, still have a long way to go and the new DBT for
them is wholly inadequate. POGO has learned from Special Operations personnel and others in the
Pentagon that al-Qaida would be expected to attack one of these facilities with a squad sized unit —
The Army Special Forces size a squad at 12, and the Navy SEALS size a squad at 14 attackers. The
way we understand it, even under the new DBT for Level 2 facilities — which contain large quantities
of weapons grade plutonium and uranium with Improvised Nuclear Device vulnerabilities — DOE
will only be protecting against far fewer attackers. Currently, DOE is determining its security
requirements based on how much money it is willing to spend on security. This is backwards.
Instead, DOE should determine the realistic threat, then require the facilities to size the protective
strategy to meet that threat. Hopefully the Committee can encourage DOE to determine its security
needs based on the intelligence community’s Postulated Threat in your closed session.

We keep seeing evidence of security failures even without an attack on these facilities. All
three of the weapons labs have had serious management and security problems in just the last few
months. Top security officials at both Los Alamos and Livermore have been replaced. Only six
months ago, amanagement scandal broke, involving some security issues including over 300 stolen
or missing computers that the IG testified before Congress may have contained classified
information. Now we have missing plutonium. At Livermore a set of keys and a security card to
access sensitive areas were missing for weeks without being reported. In addition, members of the
Livermore SWAT team claim they could not defend the lab in the event of a terrorist attack. At
Sandia, there has also been a series of security lapses including guards sleeping and keys missing that
are being investigated by Senator Grassley. Clearly security still takes a back seat at these facilities.

The scattering of special nuclear materials across the country is a leftover from the Cold War,
when there were many more missions for the various sites. Now, a number of sites have virtually
no national security mission, however, they continue to store and try to protect tons of nuclear
materials at great cost. Currently, DOE cannot adequately protect this material, and security at each
siteunnecessarily increases redundancies and costs. However, DOE has resisted many consolidation
opportunities as it would threaten fiefdoms and potentially even lead to (gasp) the closing down of
facilities.

In addition to requiring a DBT that will address Improvised Nuclear Device vulnerabilities,
POGO makes the following recommendations:
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CONSOLIDATION OF NUCLEAR MATERIALS

The B ase R ealignment and Closure C ommission should b e empowered t o recommend
closing the unneeded and redundant DOE sites, as well as those sites that have no national defense
mission. Not only do the unnecessary sites cost the taxpayers billions annually, but also present a
significant health and safety risk to the nearby communities.

Another solution to this problem would be to consolidate nuclear materials to fewer, more
easily-protected, sites. Not only would this save money, it would reduce the risk to the public. A
plan by the DOE to consolidate nuclear materials at Savannah River and Oak Ridge at underground
facilities should have been operational by now, but has been derailed by the bureaucracy. On May
28, 2003 Undersecretary Robert Card, in a Memorandum to the Program Offices, advised that,

“The first question for a site to consider is ‘is there a way to reduce the targets by
consolidating material, documents, vaults, and access areas or even better, exporting
material or documents to other more permanent or hardened sites?” Target reduction
is preferred to adding personnel or technology to protect current targets, and it better
responds to the possibility of further DBT increases.”

This is certainly commendable language, however, these same directions have been issued
to the field for twenty years with little or no impact. In recent years, there has been some marginal
consolidation within sites. Some small DOE sites with little or no Special Nuclear Materials have
been shut down. Rocky Flats is the only site with significant quantities of plutonium that is in the
process of being de-inventoried. However, there has been no effort to move this material to
underground sites which can be more economically and effectively protected.

A case in point is TA-18 at Los Alamos. In 2000, then-Energy Secretary Bill Richardson
directed that this site, which is at the bottom of a canyon and cannot be protected, be deinventoried
of its Special Nuclear Materials by 2003. These materials and the mission were to be moved
underground to a currently empty and hardened underground facility at the Nevada Test Site. Here
we are, and not one gram has moved in that direction. Last year, NNSA Deputy Administrator Everet
Beckner ordered then-Lab Director John Browne to expedite the deinventorying. New excuses are
emanating from Los Alamos that they still aren’t ready, but will begin moving the materials in 2006.
I believe they are betting on turnover at DOE Headquarters, and the inattention of the Congress.

MAKE TESTS MORE REALISTIC

According to experts interviewed by POGO, including former and current members of
Special Forces units used to test security at sensitive facilities, and current and former DOE and
DOD officials, the tests of security at the weapons facilities are still seriously dumbed-down — often
to the point of absurdity. For example, just recently during a mock theft scenario, “terrorists” were
not allowed to go out the same hole in the fence they came in, requiring them to run all the way
around the fence line to leave the facility. If they had been allowed to use the hole, they would have
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been able to leave the facility without even having engaged any of the protective forces. In another
recent example, the mock terrorists were required to stay on the road in order to leave the facility.
DOE should use trained adversary forces, for example the Special Forces unit out of Fort Bragg, or
the Navy SEALs to perform these tests. These teams are trained to think and act like terrorists.
Instead, typically protective forces from other sites are used as mock terrorists — yet they [ack this
very specialized training, In addition, advanced warming is given to the sites — often months in
advance ~ that a test is scheduled, and the tests follow scripts of what the “terrorists” can and can’t
do. The three advantages a terrorist has are surprise, speed and violence of action — elements that
arenot factors in these dumbed-down tests — yet the mock terrorists still accomplish their “mission”
all too often.

IMMOBILIZE EXCESS PLUTONIUM

Over 50 tons of our plutonium have already been declared excess and could be immobilized -
glassified and surrounded with a radiation shield so that it would be less attractive for theft. Instead
of moving ahead with this plan, however, the U.S. has decided to bet on an unproven technology of
turning this excess plutonium into reactor fuel called MOX, which will still result in the creation of
more plutonium. We believe this is a mistake. Until the excess plutonium is permanently
immobilized, it will continue to pose an unnecessary homeland security vulnerability.

MOVE SECURITY OVERSIGHT OUT OF DOE

The Congressionally-created National Nuclear Security Administration (NNSA) exacerbated
the problem by elevating the same people who have managed this debacle over the last three
decades, and the culture has not changed. All the way up the chain of command, from the contractor
self-assessments, the Area Offices, Operations Offices have been found by the IG and GAQC to have
been all too willing to sugar-coat, and sometimes even falsify their security reports.

One way to counter this culture is to improve oversight of security, and move the Independent
Oversight Office out of DOE. Oversight of nuclear security should be more independent from those
charged with implementing security by making the DOE OQffice of Independent Oversight an
Independent Nuclear Facilities Security Board that is separate from DOE. A model would be the
Defense Nuclear Facilities Safety Board. This board would report directly to the Congress and be
empowered to assess security in the nuclear complex.

Another option would be to make security oversight of DOE facilities a DOD responsibility,
perhaps under the Nuclear Command and Control Staff. Given that the materials stored at DOE
facilities are often equally attractive to terrorists as those stored at DOD sites, and DOD is the
“customer” for DOE made weapons, it is perfectly appropriate to have our most highly trained
security specialists responsible for this job.
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INCREASE SECURITY FUNDING, BUT SPEND RESOURCES MORE EFFICIENTLY

The United States spends over §1 billion annually on security at DOE sites. We are not
getting our money’s worth. We are spreading our resources inefficiently by protecting sites we
should not have to protect either because Special Nuclear Materials are not needed there, or it is not
needed there in massive quantities. Clearly the new DBT will require more money, but money should
not be thrown at the problem without evidence that a real plan to implement security upgrades
efficiently is in place. The first step is to consolidate and store the materials underground. In the
past, DOE security has hit obstacles obtaining increased budgets from within the department, from
OMB and from the Congress in large part because they have simply lied about the status of security.
For example in early 2002, then-NNSA Administrator Gordon wrote a letter to the Washington Post
denying POGO’s findings, and assuring the public that security was adequate at the nuclear sifes.
One month later, DOE was talking out of the other side ofits mouth begging OMB and the Congress
for a half-billion dollar increase in funding because of dire security problems.

MORE CONGRESSIONAL OVERSIGHT

There are two things that move anybureancracy: one is sustained press attention fo a problem
and second is congressional oversight. Over the last 20-30 years, there has never been sustained press
attention paid to security debacles at DOE because the Department has been able to hide behind
overclassification.

According to the President’s Foreign Intelligence Advisory Board, "The panel has found that
DOE and the weapons laboratories have a deeply rooted culture of low regard for and, at times,
hostility to security issues, which has continually frustrated the efforts of its internal and external
critics, notably the GAQ and House Energy and Commerce Committee.” POGO compiled a list
ofover 50 reports, hearings, testinony, Commissions detailing DOE security failures—not including
the more recent IG and GAQ findings.

The Congressional hearings spurred by the Los Alamos cyber security breaches focused on
two specific incidents of security failures, Wen Ho Lee and the missing hard drives, but did not deal
with the systemic physical and cyber security problems at the nuclear weapons complex. Incidentally,
no significant security improvements have been implemented as a result of these high profile cases.
‘Without sustained and intensive scrutiny and oversight, DOE briefings and testimony will notreveal
the actual status of security. It is ultimately up to Congress to keep at this. I believe it is some of
the most important work you can do.

Here’s a suggestion for a next step: In mid-2002 the Scoweroft Commission finally issued
their “End-to-End” review of security at DOD and DOE nuclear weapons facilities. We were
advised that drafts of that report were very critical of DOE security and oversight. Despite Rep.
Markey’s request to see a declassified version of the report, it was never released. Apparently the
GAO never saw the drafts or the final version of that report either. We encourage the Commitiee
fo obtain a copy of the drafts of the report and interview the authors.

Thank you very much for commissioning this GAO report and inviting me to testify.
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Mr. TURNER. Mr. Timm.

Mr. TiMmM. Thank you. Good morning Mr. Chairman. I would like
to thank you and the subcommittee for inviting me to give my pro-
fessional opinion on the state of security at the nuclear weapons fa-
cilities in the Department of Energy. I look forward to presenting
you to a national security problem that only Congress can solve
and that has potential consequences equivalent to that of Septem-
ber 11.

I prepared some slides since we were in a different room before,
but you can read along with those, which may be of help when I
go through mine, because there are technical things I'll refer to.

According to the committee’s letter of invitation sent to me, you
said the purpose of the hearing was to determine the adequacy of
security in the Department of Energy. In fact, this morning a cou-
ple of times you've asked the question about adequate security.

The expression “adequate” is a layperson’s term. The Department
has very prescriptive definitions of risk, or the consequence of loss
of nuclear materials and risk to the health and safety of the public.
Risk in a vulnerability analysis report is developed as a quan-
titative value that has, in turn, provided adjectival designations of
high, moderate or low. When a site is determined to be at high
risk, compensatory measures must be implemented by orders with-
in 24 hours. A simple red flag we should look for in a description
of risk is “adequate” which is in fact an obfuscation of the risk
state.

Based on past Department of Energy policy and management
and my current activities in the Department, I fear that we remain
at high risk today. I urge to you look into this critical concern. I
further urge you not to accept the canned response of “we fixed it”
without clear verification. In fact, I heard a typical of that this
morning by saying they had 18-month-old data. People who long
tolerated and even abetted the failings in the Department are still
there, with no one else to oversee their action.

You have asked what have the assessments shown. The assess-
ment, particularly the headquarters quality assurance team’s ef-
forts, documented high risk at certain sites. For example, from
1997 to 2000, I was principal author of over 200 classified and un-
classified letters and reports prepared by the quality assurance
team that identified high risk to three major DOE facilities with
tons of highly enriched uranium and plutonium holdings. And if
you'd look at slide 2, you will see that QA group was made up of
headquarters personnel. It was made up of senior personnel from
my company, the Sandia National Laboratory simulation personnel
and the Army Special Forces testing people that do force-on-force
testing. All together there were something like 20 people involved
with that.

The assessments included the theft of special nuclear materials
and sabotage resulting in either an improvised nuclear device or a
radiological dispersal device.

At that time, I personally briefed the findings of high risk to De-
partment of Energy Directors Joe Mahaley and Toby Johnson. Nei-
ther one acted in accordance with Department of Energy orders.
Some of these same issues were briefed to Secretary Richardson,



160

and they were staffed down to the same two persons and nothing
was done to address the vulnerabilities.

Members of the quality assurance team surmised that what hap-
pened in these instances was that OSS, now the Office of Security,
voted the issues to the two responsible program offices, Defense
Programs and Environmental Management, where there was im-
mediate reluctance to address the issue. There was continuous foot-
dragging by each of these programs’ offices in regards to evaluating
the consequences of loss of nuclear materials or the definitions and
characteristics of a design basis threat.

For example, when developing a worse case scenario, the quality
assurance team would often assume to arm the terrorists with 50-
caliber sniper rifles with armor-piercing incendiary rounds. The
program offices argued that this was unfair to the protective forces.
Regularly, the program officer would balk at the high-risk deter-
mination at a site because if they were to acknowledge the state
of risk, they would have to fix it while immediately instituting com-
Fensatory measures that would divert funds from programmatic ef-

orts.

To paraphrase a recent quote from Steve Wallace at the Colum-
bia Accident Investigation Board, what seems to have evolved is
that higher-level decisionmakers came to the conclusion that there
isn’t a security issue, in part based on analysis done by analysts
who sort of wanted low risk.

How is risk assessed? And this where you are not going to want
to follow me a lot because you have seen an equation on that one.
But, basically, risk is assessed by a simple equation called R = C
x T x (1—PE), and the term “consequence” is the value of the con-
sequence of loss of theft or sabotage of nuclear materials and dan-
ger to the health and safety of the public.

The “T” value is, in fact, the design basis threat and describes
what all the attributes and characteristics of the terrorists are.

“PE” is a value that basically is the protection elements that
you're talking about on a site. It’s made up of protection delay and
response.

And if you look at that, there are some funny arrows on it. If you
remember from your days back in algebra, when one side of the
equation goes up, the other side of the equation has to go up in
order to remain balanced—with the exception that “1—PE,)” in
order to get better protection to reduce risk, you have to get better
protection coming up. And that’s what we’re here talking about,
protection adequate to keep the risk low in the Department.

In and of itself, the equation for risk is algebraically perhaps de-
ceptively so. For example, in physics the equations developed by
Newton and Einstein, F = ma and E = mc2 are also simple. How-
ever, one determines space flight and one develops nuclear weap-
ons. The risk equation in the Department of Energy is used in
terms of the protection required for the assets of societal impor-
tance, that is, the theft or sabotage of nuclear materials from na-
tional inventory under the stewardship of the Department of En-
ergy.

Nineteen months after the September 11 attack, a new design
basis threat was finally issued at the end of May. A draft version
had been circulated on December 31 that included an increase in
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the number of terrorists and a lowering of the numerical value for
risk. The draft design basis statements would have approved one
failure in every 20 attacks at the low risk. That means every time
they tried 20 times, they would have succeeded once and that was
the standard they wanted to move to.

Today’s new design basis threat that was approved less than 3
weeks ago has a much higher rate of loss. It is the same rate of
loss used before September 11 attacks. On September 11, the ter-
rorists succeeded in three out of four attempts. Either an addition
to the number of terrorists or a decrease in the approved low risk
would result in a linear increase in the size of protective force for
a given site. By making just one change in the design basis threat,
the security improvements are simplified. Even with the new and
simple changes to the design basis threat, the necessary improve-
ments in security are not required to be completed until 2009, with
the actual improvements to be sometimes later.

Sometimes on physical security you will approve the money and
it will not be turnkeyed until 3 years later. So the question I was
asked before about, are we going to still be talking about this in
2008 and 2010, there’s an extremely high likelihood, based upon
what we’ve had in past track records.

I have talked about the risk of nuclear weapons complex and the
Department and the risk of health and safety to the public, as well
as the corrective actions for approved design basis threat. But how
do we fix it? There is no quick fix in the Department that has been
dysfunctional as long as this department has, but there are correc-
tive systems to improve process, and they are: You must hold sen-
ior managers in the Department accountable for their actions.
Many of the current managers in the Department knew and know
about high risk and nuclear inventory and theft or sabotage, and
they were given thousands of pages of classified reports document-
ing the high risk. To date, reorganization of the Department to in-
clude NNSA has only rearranged the deck chairs. We need to re-
place these people with qualified personnel.

The bureaucrats in place protect one another. You can’t expect
friends to fire one another. In this case, only the Congress can ef-
fect that change.

Top leaders should be held accountable. Their actions should put
their careers on the line. Today, one of the aforementioned Depart-
ment of Energy Directors has been given an award and the other
is at Lawrence Livermore Laboratory looking at a security failure
of the lost keys. What we need are qualified personnel with experi-
ence in loss prevention, not simply retired military personnel
whose experience is in national defense or law enforcement.

In fact, I viewed with some amusement Secretary Brooks saying
that I am bringing in “admiral this” and “admiral that.” We have
had Air Force generals come in. They are national defense experts
or they are law enforcement experts; they are not loss prevention
experts. And so that in itself—they have—in fact, we have seen
them walk out to the site and say they’ve got big guns at this site.
You walk out with a dirt-faced Special Forces guy, and he will
show you what a big gun can do to some of those people that are
walking around out there.
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The second recommendation is to consolidate the nuclear mate-
rials, and that was pretty much what Danielle had, and I agree
with that. We have seen plans put in place by the previous—to
have Decision Directives to move materials. Malicious compliance
is being done by the Department that says we still haven’t moved
it to date.

The other last item that is most important from your perspective
is providing the line item funding for physical security at the level
of a program office to include the operating dollars designated for
increased protective force size and capabilities.

Today, the Department of Homeland Security has a budget
greater than $30 billion. However, Department of Energy manage-
ment resists spending money on security. If they establish a new
24/7 post or patrol for the protective force at any of the 10 Class
A sites, this is equal to about five full-time protective force person-
nel, which is the same cost as two or three scientists. Therefore,
the scientists must be laid off to hire the security personnel, not
a popular option. The program offices have an inherent conflict of
interest when deciding to improve security and lower risk or lay off
scientists.

In conclusion, let me summarize my testimony. Many of the nu-
clear weapon facilities in the Department of Energy are at risk,
which endangers the health and safety of the public. This has been
documented continuously since March 1997. The security of the
Nation’s nuclear stockpile has been mischaracterized as adequate
by senior career personnel within the Department. The corrections
and remedies for the existing problems fall to Congress for action.

Thank you very much.

[The prepared statement of Mr. Timm follows:]
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President, RETA Security, Inc.
to the 108™ Congress, House of Representatives
Committee of Government Reform
Subcommittee on National Security, Emerging Threats and International Relations
June 24, 2003

Good morning, Mr. Chairman. 1would like to thank you and the subcommittee for inviting me to
give my professional opinion on the state of security at the nuclear weapon facilities in the
Department of Energy. Ilook forward to presenting to you a serious national security problem that

only Congress can solve that has the potential consequerice equivalent to 9/11.

For the past 20 years I have been continuously participating in security programs for all of the Class
A facilities and transportation of Category I quantities of special nuclear materials in the Department
of Energy. 1 am currently d oing more limited w ork in security at the D epartment of Energy
operations office level that keeps me current in Department of Energy activities. My contracted
work consisted of security engineering of detection systems (typically alarms and closed circuit
television) and delay systems (typically barriers) and vulnerability analysis of the risk to the nuclear
materials from theft or sabotage. After making my concerns about inadequate security to
Department of Energy headquarters, and the current administration, my headquarters work was
terminated. Today, I am actively involved in homeland security concerns to include such diverse
work as the vulnerability analysis for Mount Rushmore and the National Park Service, and

engineering for security of dams for the Corps of Engineers.

In 1997 I began an assignment at headquarters to provide quality assurance of the vulnerability
analysis for the Safeguards and Security Plans for the 10 Class A Category I special nuclear materials
sites and the Transportation Division. The quality assurance effort was initiated by Col. Edward
McCallum the Director of the Office of Safegnards and Security Division for Department of Energy.
He is now the Director of the Department of Defense’s Technical Security Working Group. The
quality assurance program was a team effort of 15 to 20 multi-disciplinary professionals. The team

consisted of: Department of Energy headquarters staff; RETA Security, Inc. senior personnel; Sandia

Slide presentation attached 1
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Laboratory personnel from the computer tactical simulation lab; and U.S. Amty Special Forces
personnel on assignment for force on force exercises. All four groups integrated their efforts through
all phases of the quality assurance process to include the publication of the final reports. One of the
first sites reviewed was Rocky Flats. On March 21, 1997 Col McCallum issued a classified letter
to the Rocky Flats Operations Office declaring them to be at high risk. Within months, Los Alamos
and the Transportation Division were also determined to be at highrisk. The quality assurance team
continued to review Site Safeguards and Security Plans and Vulperability Analysis Reports through
the fall of 1999 when we were disbanded by Joe Mahaley director of Office of Security for
Department of Energy and Toby Johnson now acting director of nuclear safeguards and security for
NNSA.

In the spring of 1998, three Department of Energy employees from the headquarters Office of
Safeguards and Security and myself were assigned by Marshall Combs of headquarters Department
of Energy to provide technical assistance to Peter Stockton, a special assistant for security to
Secretary of Energy Bill Richardson. Over the next 18 months, until the fall of 1999, the speciat
assistant and I prepared 13 classified white papers for the Secretary outlining a variety of security
risks at the various Department of Energy sites. These papers not only disclosed vulnerabilities, but
also disclosed cheating and altering of risk ratings for various sites and the transportation division

by Department of Energy managerent.

The information, documentation, and data disclosing the high risk were passed up the chain of
command from the quality assurance team and down the chain of command from Secretary
Richardson. Virtually nothing was done to address the high risk even though Departmental Orders
require compensatory remedial actions within 24 hours of the disclosure. Since that time we have
raised these concerns with Secretary Abraham, and once again, other than denial, nothing was done

to address the concerns.
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In the committee’s letter of invitation sent to me you said the purpose of the hearing was to
determine the “adequacy” of security in Department of Energy. The expression “adequate” is a
layperson’s term. The department has very prescriptive definitions of risk for the consequence of
loss of nuclear materials and risk to the health and safety of the public. Risk in a Vulnerability
Analysis report is developed as a quantitative value, that is in turn provided adjectival designations
of high, moderate, or low risk. When a site is determined to be at high risk, compensatory measures
must be implemented within 24 hours as I mentioned earlier. A simple red flag you should look for
in a description of risk is “adequate” which in fact is an obfuscation of a risk state. Based on past
Department of Energy policy and management, and my current activities in the department, I fear
that we remain at high risk today. ITurge you to look into this critical concern. I further urge you not
to accept the canned response, “we fixed it” without clear verification. The people who long
tolerated and even abetted the failings in the department are still there, with no one else to oversee

their actions.

The risk of loss of nuclear materials or the risk to health and safety of the public is from adversary
tactics of theft or sabotage. Theft is an action to steal enough nuclear materials to make a nuclear
bomb from uranium or plutonium. Sabotage to uranium or plutonium inventories can create either
an improvised nuclear device or a radiological dispersal device. The department first recognized
the problem of improvised nuclear devices in 1990. I was a technical consultant on the tiger team
that determined where on the various sites in Department of Energy the concern of an improvised
nuclear device existed. We also recommended corrective actions to address vulnerabilities at the
respective sites. Compensatory corrections where made within 24 hours at all of the affected sites.
The problems of improvised nuclear device is an ongoing concern with open issues still plaguing the
department today. The issue of radiological dispersal devices was not surfaced in the department
until 1995 with the issuing of the Presidential Decision Directive 39. PDD-39 was later augmented
with PDD 62 and 63 further addressing weapons of mass destruction. The problem of radiological
dispersal devices, like improvised nuclear devices is an ongoing concern with open issues still

plaguing the department today
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You have asked “what has the assessment shown?” The assessments, particularly the quality
assurance teams efforts, documented high risk at certain sites. When for example from 1997 to
2000, over 200 classified and unclassified letters and reports were prepared by the quality assurance
team, of which I was a principal author, that identified high risk to three major facilities with tons
of highly enriched uranium and plutonium holdings. The assessments included theft of special
nuclear materials and sabotage resulting in either an improvised nuclear device or radiological
dispersal device. I personally briefed the high risk findings to Joe Mahaley and Toby Johnson.
Neither one acted in accordance with Department of Energy Orders. Some ofthese same issues were
briefed to Secretary Richardson and he staffed them to the same two persons and nothing was done
to address the vulnerabilities. Members ofthe quality assurance team surmised that what happened
in these instances was that OSS (now the Office of Security) would float the issue to the two
responsible program offices, Defense Programs and Environmental Management, where there would
be immediate reluctance to address the issue. There was continuous “foot dragging” by each of these
program offices in regard to evaluating the consequences of loss of nuclear materials or the
definitions and characteristics of the design basis threat. For example, when developing a worst case
scenario, the quality assurance team would often assume to arm the terrorists with a 50 caliber sniper
rifle with armor piercing incendiary rounds - the program offices would argue that this was unfair
to the protective forces! Regularly, the program offices would balk at the high risk determination
at a site because if they were to acknowledge the state of risk they would have to fix it and institute
immediate compensatory measures and that would divert funds from programmatic efforts. Why
was there no action? There are a variety of explanations to include:

. culpability - management would have to acknowledge past problems

. cost potential - large expenditures to fund operating dollars for increased security

forces and facility dollars for hardware
. politically incorrect - those who subscribe to the problem have disappeared through

reassignments.
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How is risk assessed? The department uses a standard risk equation developed in the early 70s. The
equation for risk (R) is:
R=C x T x (1 -PE).
. The term “C” is the value of consequence of loss used for theft or sabotage
of nuclear materials and danger to the health and safety of the public.
. “T” is a value assigned to the design basis threat, such as terrorists
. PE is a value for the basic elements of a physical security systems used at the
sites in Department of Energy to protect the nuclear assets and consists of
detection, delay and response.
In and of itself the equation for risk is algebraically simple, perhaps deceptively so. For example,
in physics the equations developed by Newton and Einstein, F = ma and E = mc?, are also simple.
However, one determines space flight and one develops nuclear weapons. The risk equation in
Department of Energy is used to determine the protection required for assets of societal importance,
i.e., theft or sabotage of nuclear materials from the national inventory under the stewardship of the

Department of Energy.

It is important to note that when determining risk the protection effectiveness “PE” term is TIME
sensitive. Terrorists, whose goal may be theft or sabotage, want to minimize their time to
accomplish their objective. For example, a time line tested at a Department of Energy site was 34
seconds to steal 20 Kgs (44 1bs) of high grade uranium! The determinant factor in thwarting a
terrorist act is the ability of the site’s protective force to interrupt and neutralize the terrorist. Simply
put, can the protective force kill the terrorist before the terrorist is successful? We failed the TIME
trial on the USS Cole and at the Dahran barracks just to name a few recent examples of national

failures in security when we were on high alert to terrorist acts.

Today, the department has no “KILL” standard. Historically, we have seen guard forces sized and
equipped with the “last man standing” criteria. This criteria means we have a guard force with just

enough capabilities so that in a engagement between the terrorists and the protective forces the
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protective force will have one man left after the battle! During the quality assurance effort, we
proposed a definition for a robust guard force protecting against theft or sabotage that included such
basic elements as: guard force size per shift; tactics of denial, containment, recapture, recovery, and
armament. No standard policy exists today for what a margin of prudence is necessary for a
protective force to ensure the protebtion of nuclear materials. If you need more guards to ensure a
win with a margin of error, their cost is an overhead operating budget item which will reduce
programmatic efforts. If we don’t subscribe fo the reality of a terrorist act, minimal dollars will
continueto be set aside for protection in the nuclear weapons complex. The existing protective force

management in the department does not allow any margin of error.

The continued concern for protection of nuclear matetials and the safety of the public resulted in my
writing a confidential letter to the “czar” of security for the Department of Energy in January 2000
expressing my concerns and accusing Joe Mahaley and Toby Johnson of lving about the state of
security in Department of Energy and the high risk to theft and sabotage of nuclear materials. The
“czar” never contacted me about my allegations, but simply turned my letter over to the Inspector
General’s Office. After 10 months the IG said it could find nothing to refute the “high risk”
determination contained in the 200 unclassified and classified documents given to them. Because
the accusation of “lying” could not be prover, the crucial charges were dropped with the contention.
that management was aware of the high risk. To paraphrase a recent quote from Steve Wallace of
the Columbia Accident Investigation Board “what seems to have evolved is that higher-level
decision makers came fo the conclusion that there isn ' @ security issue in part based on an analysis
done by analysts who sort of wanted low risk."* In January 2001 I approached the Project On
Government Oversight (POGO) and together with Peter Stockton, the special assistant to Secretary
Richardson, we co-authored a report “US Nuclear Weapons Complex: Security at Risk.” This report
detailed the high risk in the department’s nuclear weapons complex. The report was 99% complete

on 9/11/01 when the greatest terrorist act against this nation occurred. The Department of Energy

! Tribune Newspapers, Michael Cabbage, 6/6/03.
6
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complex was at high risk then against a much simpler terrorist design basis threat than used in the

actual attack on 9/11, or that used most recently in the Riyadh compound attack.

Nineteen months after the September 11" attack, anew design basis threat was finally issued on May
28,2003. A draft version had been circulated on 12/31/02 that included an increase in the number
of terrorists and a lowering in the numerical value for low risk. The draft design basis threat would
have approved one failure in every 20 attacks to be at low risk. Today’s new design basis threat
approves a considerably higher rate of loss. It is the same rate used before the 9/11 attack. On 9/11
the terrorists succeeded in three out of four attempts. Either an addition to the number of terrorists
or a decrease in the approved low risk would result in a linear increase in the size of the protective
force for a given site. By making just one change to the design basis threat, the security
improvements are simplified. Even with the new and simple changes to the design basis threat, the
necessary implementation schedule for funding of security improvements are not required to be

completed until 2009 with the actual implementation to follow some time later!

The department has been at risk to theft and sabotage since 1997 to a simpler threat that was often
“dumbed down” by program offices. For example, please recall the hew and cry about 50 caliber
sniper rifles referred to earlier in this testimony. Today, we are at an even greater risk with any
increase in the design basis threat whether it is increased numbers of terrorists or the reduction in the
value of low risk. The increase in the number of adversaries results in the need for timely response
of the protective force with two to three times more personnel for each “new” adversary. If the
approved risk is lowered, the same type of increases to the protective force size is also needed.
Funding, hiring and training of a larger protective force takes at least 18 months. Livermore Labs
disbanded their special response teams in 1995, when it was pointed out to them that they were at

high risk in 1997, it took them 18 months to reconstitute the force.

Thave talked about the risk to the nuclear weapons complex in the department and the risk to the

health and safety of the public as well as the lack of corrective action for a just approved design basis
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threat, but how do we fix it? There is no quick fix in a department that has been dysfunctional’ as

long as the Department of Energy has, but there are corrective steps to start the improvement

process. The are:

Hold senior managers in the department accountable for their actions. Many of the current
managers in the department knew and know about high risk to the nuclear inventory from
theft or sabotage and they were given thousands of pages of classified reports documenting
the high risk. To date reorganization of the department, to include NNSA, has only
rearranged the deck chairs. We need to replace these persons with qualified personnel. The
bureaucrats in place protect one another. You can’t expect friends to fire one another. Inthis
case only the congress can affect change. Top leaders should be held accountable. Their
action should put their careers on the line. Today, one of the aforementioned Department of
Energy directors has been given an award and the other is at Lawrence Livermore Laboratory
looking into the security failure of the lost security keys! What we need are qualified persons
with experience in loss-prevention, not simply retired military persons whose experience is
in national defense or law enforcement.

Consolidate the nuclear materials to central repositories in a timely manner. Secretary
Richardson, before he left, signed a Decision Directive to move nuclear materials from Los
Alamos. Itis still being planned three years later with the movement of nuclear materials on
a distant horizon. This is an example of malicious compliance by current departmental
managers and program offices.

Provide line item funding for physical security at the level of a program offices to include
operating dollars designated for increased protective forces size and capabilities. Today the
Department of Homeland Security has a budget greater than $30B. However, Department
of Energy management resists spending money on security. If they establish a new 24/7 post
or patrol for the protective force at any of the Class A sites, this is equal to about five full

time protective force personnel which is the same cost as two or three scientists. Therefore

1999.

“Special Investigative Panel of the President’s Foreign Intelligence Advisory Board. June
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the scientist must be laid off to hire the security personnel - not a popular option. The
program offices have an inherent conflict of interest when deciding to improve security and

lower risk or lay off scientists.

This panel has diverse backgrounds, professional training, and expertise, but we have arrived at the

inescapable conclusion that the Department of Energy weapons complex is at risk.

POGO has gathered and assimilated a lot of information from informants and whistle blowers that
has been thoroughly examined and summarized to determine the status of security in the Department
of Energy complex to include not only concerns about theft and sabotage to nuclear materials, but

also espionage and fraud.

My corporation, along with other professionals from Department of Energy, Sandia and the Army’s
special forces have exhaustively documented departmental vulnerabilities during the quality
assurance effort. They have provided practical input to worst case scenario development and they
have tested and stressed protective forces in the complex with force on force testing. They have
helped address weaknesses in: tactics, armament, and size of the protective forces. Through the use
of surprise, violence of action, and fast time-lines they can fully exploit vulnerabilities and then

prescribe actions to correct the weaknesses and vulnerabilities.

The information presented by this panel to you was developed from diverse sources which agree that

Department of Energy is doing too little too late to address the risk in the complex.

In conclusion, let me summarize my testimony. Many of the nuclear weapons facilities in the
Department of Energy are at risk which endangers the health and safety of the public. This has been
documented continuously since March 1997. The security for the nation’s nuclear stockpile has been
mis-characterized as “adequate” by career senior personnel within the department. The corrections

and remedies for the existing problems falls to Congress for action.
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Purpose of Hearing:

Examine the “adequacy” of security in DOE
the term adequate is a “red flag”

* DOE Orders expressly determine quantitative risk to assets
of societal value (loss of nuclear material, health and safety

of the public). The risk has adjectival ratings of high,
moderate, low.

» Significant Assets:

— Theft of bomb grade quantities Uranium and Plutonium

— Sabotage of: Improvised Nuclear Device (IND),
Radiological Dispersal Device (RDD)

» Risk to the health and safety of the public

What have assessments shown?

* Extensively documented High Risk of theft and sabotage
to DOE’s nuclear inventory since March 21, 1997.

* Extensive QA/QC program in past included:
— DOE headquarters personnel

— RETA Security, Inc. Analysis

— Sandia National Laboratory Simulations
— Army Special Forces Testing

¢ Interference by Program Offices
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How is risk “R” assessed?

IR=CxTx(1-PED
C is the consequence of loss or importance of the asset
T is the design basis threat
PE is physical security: detection, delay, response

* PE is TIME sensitive with final determinant based on the
response force — interrupt and kill

* No “kill” standard to validate risk “R”
— last man standing for protection of societal assets!

Design Basis Threat (DBT)

R=CxTzx({ - PE)
‘Where the threat (T) is the Design Basis Threat (DBT)
* No change in DBT from 9/11/01 for 19+ months!
* New DBT of 5/28/03 will:

— Increase number of adversaries
— No change in value of low risk
¢ Implementation to begin in FY-05, funding not
completed until FY-09!
* Major impact on response force!!
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Remedies

* Accountability — none today, no oversight
» Fast track consolidation of nuclear inventory
* Line item funding for physical security

— Today there is dilution of funds by programmatic
offices with security treated as an overhead item

— DP, EM dilemma: hire security - fire scientists
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Mr. TURNER. We thank both of you.

We will have a 5-minute round of questions beginning with
Chairman Shays.

Mr. SHAYS. Thank you very much.

Ms. Brian, I appreciated both your testimonies. I appreciated
your testimony in terms of helping us raise some questions behind
the closed door. Some of them, frankly, could have been raised not
behind closed doors, and we should have asked about the issue of
intimidation and so on. So it will be on the record behind the closed
doors, but it is not really confidential information.

I wrote down that what I was trying to wrestle with, a breach
in terms of the force-on-force exercise, a breach success, a facility
is vulnerable. We can know that if you are going to tell them that
you're going to attack and you allow both sides to plan for the of-
fense and defense and you still succeed in getting through, you've
got a big problem.

Ms. BriaN. That’s how we see it.

Mr. SHAYS. A nonbreach does not suggest the facility is not vul-
nerable because they have been warned. That was kind of what I
was wrestling with and suggesting.

Ms. BRrIAN. I thought that was a great point you were making,
and I thought you——

Mr. SHAYS. I didn’t make it well though.

Ms. BrIiAN. Well, make it again in the closed session. But I think
that actually what you were encountering is important. You saw
the defense of the status quo on the part of Mr. Mahaley in not
wanting to—when you said, “Why are you disagreeing with me?”
I mean, I thought that was a very important dialog that you had
with him, that at DOE they don’t want to acknowledge weaknesses
in the way the system works.

Mr. SHAYS. In terms of your information, how many times in the
last few years have we been able to breach a facility?

Ms. BRIAN. Our understanding is that over 50 percent of the time
the mock terrorists in “full up”—this means the independent, full
DOE assessments, not the self-assessments that are done by the
labs for themselves, the facilities for themselves, but in the big,
“full up” ones—more than 50 percent of the time the mock terror-
ists are successful at achieving their mission, whether it be theft
or creating, as we discussed before, you know, the improvised nu-
clear device, whatever their mission is.

Mr. SHAYS. Both of you can respond to this. Based on your work
and research and knowledge, what facilities do you think are the
most vulnerable?

Ms. BRIAN. I can’t know that because I don’t have a clearance.
And the only examples that I know of are those that have been—
the security failures that have been fixed, and that’s the way I'm
able to know those.

But I can specifically speak to one facility, TA 18, which has
been identified by the last two administrations as being the most
vulnerable. It’s at Los Alamos; and as I mentioned, Secretary Rich-
ardson ordered that it be deinventoried of all of its special nuclear
materials by now, and none of it has moved out yet.

And there’s all kinds of excuses coming from Los Alamos—we’re
not ready yet. And this administration actually issued a stern
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warning that they needed to get the stuff out. It’s in a canyon. So
the high ground—the bad guys can have the high ground and we
all know from, you know, cowboys and Indians, that’s not the way
you want to be storing special nuclear materials.

Mr. TiMM. In fact, one of the characteristic stories of that site
was the fact that they dumbed down the tests and told the Special
Forces people when they were stealing material—I think it was in
1997—that they couldn’t use a vehicle, and they went and brought
in a garden cart, because that wasn’t prohibited; and then they
were able to steal the material. And they yelled, “Foul,” that it was
not a reasonable test because they used a garden cart to drag away
the SNM. So that’s some of the artificiality that you see going into
those force-on-force tests.

Force-on-force tests are not cheap, sir. They run anywhere be-
tween $100,000 and a quarter of a million dollars to pull one up
and run it; and labs are very reluctant to go ahead and put that
kind of money into it.

Mr. SHAYS. I happen to think they are tremendously important—
but not to enable the Department to say that “We’ve done this, so
we know this facility is safe.” It’s a wonderful tool for everyone to
know the vulnerabilities and how they can then try to prevent
them in the future.

If you were to ask any of the participants in the closed-door ses-
sion a question, give me your top few, both of you.

Ms. BrIAN. Well, one that I wrote down, that I wish I could, is
when you were asking—I think it was maybe you, Mr. Tierney,
who asked Ambassador Brooks, “Do you believe that you have been
able to reach denial—in other words, the ability to stop the terror-
ists from coming in the site”—and he said, “Absolutely, yes, we've
reached that capacity.” And you asked, “Well, how do you know
that?” And he said, “Well, because of this force-on-force test.”

I would encourage you to ask Mr. Podonsky or the GAO whether
force-on-force tests of denial have been run at all of these facilities
and whether it has been successful in preventing the terrorists
from getting in.

I don’t believe the answer would support Mr. Brooks’s, Ambas-
sador Brooks’s testimony.

Mr. SHAYS. Thank you.

Mr. Timm.

Mr. TimM. I think I would ask the question about how much
have they actually done, performance testing, against the RDD. In
that when you take a weapon of mass destruction, a truck—and,
in fact, there are trucks—bomb size is classified, but if you talk to
the Technical Security Working Group for the Department of De-
fense, they classify it as a 60,000-pound vehicle. If you parked it
next to a building, which we postulated, outside of Denver and
blew that up, you would basically have taken that plutonium and
wafted it over the city of Denver.

And so the question is, do they really test weapons of mass de-
struction to, in fact, implement an RDD at those specific sites.

We didn’t find vehicle barriers along fences, so in fact the bad
guy could cut them without anyone even watching them and then
drive that 18-wheeler right up alongside of a building. That’s all
you’d have to——
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Mr. SHAYS. I missed what you said. Please say that more slowly.
You did what?

Mr. TiMM. We postulated driving an 18-wheeler right up next to
a building and exploding it with whatever poundage of high explo-
sives in it, which would then waft the plutonium in this particular
site up into the air and it would have blown over the city of Den-
ver, and did not test against the RDD, as to my best knowledge,
and I work with the Department actively.

Mr. SHAYS. We'll check that out as well.

Any other questions that you think would be wise to ask, if you'd
submit them to our staff before 2 today, I think we’ll do that.

Mr. Timm. OK.

Mr. SHAYS. Thank you both very much. Appreciate your work
and appreciate your testimony, and my only disappointment was
that you pointed out a question, too, that we could have asked in
public that I wish we had.

Thank you, Mr. Chairman.

Mr. TURNER. Thank you, Mr. Chairman.

Mr. Tierney.

Mr. TIERNEY. Thank you, Mr. Chairman.

And I thank both of you for your testimony. My only regret is
that we didn’t arrange this testimony differently and have you
folks testify first so that we would have been able to see the reac-
tion and the commentary from the others in a public session, at
least as much as we could. And I might recommend to my col-
leagues on the other side that we all go back and think about the
way we structure these witnesses from time to time, because that
might be helpful; and hopefully that’s something we’ll consider.

I get concerned because when we had the hearings on the Nu-
clear Regulatory Commission and the protection of nuclear power
plants, we heard the same stuff—you know, the inadequate force-
to-force test, the inadequate threat design, and it goes on and on.
And I know I get criticized in my area from the people in the nu-
clear industry, who keep thinking that we’re being overly aggres-
sive in our research of them, and that they think they're all safe.
But when you visit those plants, you see all the things that the
tests show.

We hear port security commentary. We still haven’t even set the
idea of what we need to do to prioritize what can be done, although
we all know from other independents that have done that, that we
could do things. We know, still, that like 42 percent of the cargo
in passenger planes is not screened, and—it’s incredible. And we
still know that we don’t have a proper communications coordina-
tion system going around here with all those things that are avail-
able.

And I know that others, and I, are putting together a system of
where we should be on all of those points at a certain time; and
hopefully, we can hold this administration to that point, because it
really gets to the point of ridiculousness when we see what’s going
on.
Ms. Brian, you mentioned that we ought to think possibly about
putting the Department of Defense in charge of security at these
facilities. The current security obviously is private individuals, and
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they’re either inept or there’s some other explanation for why
they’re not doing the job.

But is the Department of Defense going to have the kind of ex-
pertise, as Mr. Timm mentioned, that sometimes just bringing in
the brass doesn’t resolve it? Or should we go to a wholly separate
group of real specialists and establish them to do it?

Ms. BriaN. Well, actually what I was suggesting—and perhaps
I wasn’t clear—was not to have the security itself run by DOD. I
think actually NM posse comitatus may prevent us from doing
that. But I meant the oversight of the security.

And one way of doing that is—well, there are parts of DOD, not
just people who have things on their shoulders, but who are actu-
ally trained. And one of the many places that we actually briefed
with our findings was the Nuclear Control and Command staff, and
it struck me that their job is the security and oversight of the secu-
rity of the DOD nuclear weapons themselves, and so they already
have that level of training and expertise.

And they are tremendously critical of DOE, and frankly, I
thought that perhaps by taking advantage to some extent of the
interagency rivalries, if you had someone who really was trying to
find where the problems are, we would actually improve security.

Mr. TIERNEY. Is this a question of the Department of Energy
knowing what they should have to do and not being willing to
spend the money or appropriate the resources to it, or is this just
a question of flat-out incompetence?

Ms. BrIAN. I think maybe it’s both of those, plus a level of bu-
reaucratic inertia that people don’t want to change the way they
have done things, and they certainly don’t want to admit that they
have been wrong.

You have a lot of the same people in place, as Mr. Timm men-
tioned. When the NNSA was created, we actually had as an attach-
ment to our report the press release announcing the new NNSA
and the people who were going to be in this new job. Well, they
were all the same people who had been at the DOE defense pro-
grams, and they just changed their title. So I think a lot of it is,
frankly, people who are still there and don’t want to—you know,
who sort of dig in their heels and say, no, the outside critics are
wrong; we know what we are doing. So I think that’s a lot of it.

Mr. TIERNEY. Thank you.

Mr. Chairman, can we have that POGO report made a part of
the record, unanimous consent?

Mr. TURNER. Sure, without objection.

Mr. TIERNEY. Thank you.

And last, just the design basis threat, Mr. Timm, you started to
talk about that a little bit. Can you give me your evaluation of that
most recent document?

Mr. TimM. I think there was a characterization that it was what
money could buy. The one they had on December 31, the draft one,
in fact, I thought was aggressive. I thought it was responsive and
I thought it did meet the mark on that. And I was surprised at the
robustness of it, because they increased not only the number of ter-
rorists coming, but also said, we’re going to accept less risk at the
site. And that was an important element that they added to that.
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It was going to have—people have to change a lot of ways they
think as with regards to, you can’t just throw people at the problem
anymore. You've got to get a lot smarter than what they do. And
so they basically—again, we have beaten to death the words
“dumbed down,” but they basically dialed it down to where it was
an acceptable function.

Mr. TIERNEY. And you think they did that for financial reasons?

Mr. TimMm. Absolutely. Absolutely. It’s no question that they had
to because of the amount of manpower you would have to bring to
bear, or even changes in tactics that you would have had to accom-
plish within that function.

Mr. TIERNEY. Thank you both for your testimony. It’s valuable to
us.
Ms. BRIAN. Thank you, sir.

Mr. TURNER. Looking at your testimony, Ms. Brian, when you in-
dicated the options that could be pursued, the one obviously with
the Department of Defense having responsibility is the one I think
tﬁat intuitively most people would arrive at, and maybe even begin
there.

If you ask people, who is guarding these facilities, I think most
people’s perception would be that the military is not, and not that
we have Department of Energy or even contractors that are partici-
pating in that.

Mr. Timm, in looking at your testimony, you state that one of the
concerns that you have is that what we need are qualified persons
with experience within loss prevention, not simply retired military
personnel whose experience is in national defense or law enforce-
ment. I mean, that obviously seems like a conflict, and I would just
like you guys to discuss that for a moment, because it would seem
to me, Ms. Brian, that your statement is one that is—as you went
through what the Department of Defense does in security and
other facilities, it seems like this would be a natural fit—and if you
both would discuss that issue.

Mr. TiMM. I don’t think we are in disagreement at all. It may
have been the wording that we chose on this.

The Department of Defense, as far as command structure, ability
to train and have people available to do that, is obviously a ready
source of manpower. At Livermore Laboratory it took them a year
and a half to reconstitute their SRT after they had disbanded it in
1995. And so I don’t see a problem with that.

The problem you have, when I talked about bringing command
structure people in here is, they bring in the military aspect of how
they look at it, and it is a national defense perspective rather than
loss prevention.

I have worked with many competent people out of the Defense
Department that are perfectly capable of doing this within the con-
struct of what you’re trying to put together.

And so I don’t believe we are there. It’s just a matter of the dev-
il’s in the details as far as pulling these two together.

Ms. BRrIAN. And I think also the distinction is rather than having
someone at the top who has not had experience actually protecting
assets but has another entirely different—as was suggested there,
admirals who I think have strategic command experience; it’s not
the same kind of military experience that many of the Special
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Forces—for example, there’s a unit out of Fort Bragg that is
trained of special operations—that is trained specifically as adver-
saries. And that’s what they do. And they go to different sites and
train and try to breach security.

And those are the kinds of people that we’re talking about being
involved rather than people who have a military career but have
nothing to do with actual, you know, entering—being pretend ter-
rorists, mock terrorists or, you know, protecting assets.

Mr. TiMM. In fact, the experience I had personally was with a
one-star general who was head of MPs, that retired and went to
the Department of Energy at Oak Ridge, and I spent quite some
time explaining our equation to him so that he understood. We
would walk out there and test up. He would say, well, show me
what you mean, Ron, by doing X, Y and Z. We would cross fence
lines and find out that the fence line didn’t work the way it was
supposed to, and he would immediately stop and go into compen-
satory modes. We one time stole some materiel out. It was gone
over the fence in 34 seconds, but that command general was capa-
ble of dropping back and saying, this is what I don’t know, and this
is what I need to know about loss prevention.

So it’s not to say they're dumb at all. It’s to say their experience
is not in the area of loss prevention. It’s in national defense.

Mr. TURNER. Very good. As you know, we're going to be adjourn-
ing to a closed session at 2 p.m. Do you have anything else that
you would like to add at——

Mr. TiMmMm. No. As far as I understand it, I'm invited to the 2
o’clock session because I have a clearance.

Mr. TURNER. Yes. My statement was do you have anything else
that you want to add in this public portion of the hearing.

Mr. TiMM. No.

Mr. TURNER. I ask for unanimous consent that the subcommittee
meet in closed session at 2 p.m. today to hear testimony on classi-
fied aspects of issues under discussion today. And, without objec-
tion, it is so ordered. Thank you.

[Whereupon, at 12:10 p.m., the subcommittee proceeded in
Closed Session.]

[Additional information submitted for the hearing record follows:]
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Department of Energy
Washington, DC 20585

July 16, 2003

The Honorable Christopher Shays

Chairman, Subcommittee on National Security,
Emerging Threats, and Intemnational Relations

Committee on Government Reform

United States House of Representatives

Washington, DC 20515-6143

Dear Chairman Shays:

Thank you again for giving us the opportunity to testify before the Subcommittee
on National Security, Emerging Threats, and International Relations on
June 24, 2003,

During the closed session, you offered me and my colleagues the opportunity to
provide written public statements in response to Mr. Ronald Timm’s testimony to
be appended to the open hearing record.

Please find enclosed statements from me; Larry Wilcher, Director, Security Policy
Staff, Office of Security; and Samue] Callahan, Program Manager, Strategic
Threat Assessment and Vulnerability Analysis, Security Policy Staff, Office of
Security.

Sincerely,

- joseph S. Mahaley
Director
Office of Security

Enclosures

@ Printed vath soy ink on recycled paper
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Public Statement of Joseph S. Mahaley,
Director, Office of Security,
U.8. Department of Energy, in
Response to Testimony of
Ronald E. Timm, Certified Protection Professional
President, RETA. Security, Inc.
to the 108™ Congress, House of Representatives
Commifttee on Government Reform
Subcommittee on National Security, Emerging Threats and Iuternational Relatioas
June 24, 2003

Regarding Mr. Tinum’s assertion on page 1 of his testimony that “[a}fter making [his]
concerns about inadequate security [sic] to Department of Energy headquarters, and the
current administration, [his] headquarters work was terminated.”

Mr. Timm’s contract relationship with the Department was not terminated. Options for
additional work were not exercised. I had no role whatsoever in any decision regarding those
options. To the best of my knowledge, none of the DOE political appointess in the current
Administration that I report to had any role in any decision regarding those options.

I did however, receive a report regarding Mr. Timum’s work after Edward McCallum, the Director
of the Office of Safeguards and Security (OSS) and my subordinate, was detailed to the
Department of Defense in 2000. Mr. McCallum was also a lieutenant colonel in the Army
Reserve, where I believe at some time he had become acquainted with Mr. Tirmm, who 1 believe
had been or was a sergeant in the Army Reserve.

The new director of the Field Operations Division of OSS, Mr. Jim Ford, reported to me and Mr.
Toby Johrson, acting OSS Director, that he was concemed about the large amounts of funds
being committed to Mr. Timm and his son-in-law, doing business as RETA Security, Inc.
Specifically, I was informed that almost $900,000 had been paid to Mr. Timm and his son-in-law
over 27 monihs. When Mr. Ford asked his subordinates why RETA Security, Inc., had been paid
so much, he was told simply “F.O.E.” When T asked Mr. Ford what F.Q.E. stood for, he said
“Friend of E4” meaning Mr. McCallum. Idirected that any support service contract decisions
should be based on legitimate government requirements and priorities and not based on personal
preferences for old fiiends. We reported this to the Office of Inspector General, and they
informed us they had received prior coraplaints on the preference issue regarding Mr. Timm’s
work in OSS. They informed us they had determined to take no action and that we were free to
handle the situation administratively. Besides directing the end of the preferential treatment that
had been reportad to me, I took no other action regarding Mr. Timm’s support service contract at
any time.
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Regarding his assertion on page 2 that “[tjhe quality assurance team continued to review
Site Safeguards and Security Plans and Vulnerability Analysis Reports through the fall of
1999 when we were disbanded by Joe Mahaley director of Office of Security for
Department of Energy and Toby Johnson now acting director of nuclear safeguards and
security for NNSA.”

The decision to terminate guality assurance team activity was made by then Under Secretary of
Energy, Ernest Muniz, and my predecessor, General Eugene Habiger, because of the 1999
enactment of the National Nuclear Security Administration (NNSA) Act and the Department’s
decision to implement a new Site Safeguards and Security Plan development process. [had no
direct role in “disbanding™ the quality assurance team’s work. However, I believe there was no
legal alternative after Congress, in the NNSA. Act, stripped Department of Energy employees of
any authority over NNSA employess. ’

Regarding his statement on page 4 that he “...personally briefed the high risk findings to
Joe Mahaley and Toby Johnson. Neither one acted in accordance with Department of
Energy Orders. Some of these same issues were briefed to Secretary Richardson and he
staffed them to the same two persons and nothing was done to address the vulnerabilities.”

M. Timm’s assertion that I have not acted in accordance with DOE Orders is false. have
always acted in accordance with DOE Orders and lawful direction from the Secretary of Energy.
I'recall only one briefing I personally received from Mr. Timm while he was providing support
services to OSS. He briefed me on vulnerabilities regarding DOE’s Transportation Safeguards
Division, now redesignated the Office of Secure Transportation. Contrary to his assertion, the
DOE acted on his and other information concerning TSD problemns, focused management
attention, and committed over $60 million dollars to correct them. The DOE’s Transportation
operations have been significantly improved as a result of that and subsequent initiatives, I
personally reported the problems regarding TSD to the senior leadership at DOE and they were
subsequently reported to the President. Ipersonally briefed the President’s Counterterrorism
Coordinator on the reported problems and corrective actions.

Regarding his assertion on page 6 that I had lied “..about the state of security in
Department of Energy and the high risk to theft and sabotage of nuclear materials.”

Mr. Timm’s assertion is false. Istrongly object to Mr. Timm’s characterization that I lied about
the state of security in the Department of Energy or mischaracterized the level of risk to our
nueclear materials.

I am particularly and personaily offended by this false assertion by Mr. Timm because I have
always done precisely the opposite of what Mr. Timm asserts — [ have always reported the truth
to my political superiors without regard to their possible displeasure or other consequences. Asa

[0
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matter of fact, I still have personal litigation pending against the DOE because of unlawful
retaliation taken against me by a Secretary of Energy during the Clinton Administration for my
telling the Secretary his directions regarding a hiring action violated the law. I did this without
any support from DOE’s Office of General Counsel, Office of Human Resources, and Office of
Civil Rights, whose leaders, although present, remained silent when I so informed the Secretary.
[ have maintained my integrity at heavy cost to myself and my family, and I will not suffer

Mr. Timm’s defamation in silence.

(9%
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Public statement of Larry D. Wilcher
Director, Security Policy Staff
Office of Security
U.S. Department of Energy
Response to Testimony of
Ronald E. Timm, President RETA Security, Inc.
to the 108th Congress House of Representatives
Subcommittee on National Security, Emerging Threats and International
Relations
June 24, 2003

Regarding Mr. Timm's assertion on page 1 of his testimony that "After
making my concerns ahout inadequate security to Department of Energy
headquarters, and the current administration, my headquarters work was
terminated.”

Mr. Timm's contract relationship with the Department of Energy was not
terminated. As the former Director, Field Operations Division, Office of
Safegaurds and Security, | chose not to exercise an option to continue work
under that portion of the contract which was being performed by RETA, inc. |
was never directed to terminate Mr. Timm, nor RETA, Inc. | made the decision
based on the fact that the Site Safeguards and Security Plan (8SSP) validation
work performed by RETA, Inc. was no longer required. Prior to my assumption
of the position as Director, Field Operations Division, the Undersecretary of
Energy, Emest Muniz made a decision to implement a new SSSP process. This
new process eliminated the role of the Office of Safeguards and Security as a
quality assurance review team for developing SSSPs and hence the SSSP
validation process. | therefore made the decision not to exercise this subtask on
the existing support setvice contract.
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} Public Statement of Samuel N. Callahan,
Program Manager, Strategic Threat Assessment and Vulnerability Analysis,
Safeguards and Security Policy, Security Policy Staff,
Office of Security, U.S. Department of Energy, in
Response to Testimony of
Ronald E. Timm, Certified Protection Professional
- President, RETA Security, Inc.
to the 108™ Congress, House of Representatives
Committee on Government Reform
Subcommittee on National Security, Emerging Threats and International Relations
June 24, 2003

Regarding Mr. Timm’s assertion on page 3 that “[t]he issue of radiclogical dispersal
devices was not surfaced within the department until 1995 with the issuing of the
Presidential Decision Directive 39.”

The assertion that the Department did not consider and protect against radiological
dispersion is inaccurate. The Department of Energy has had an established, formalized
safeguards and security vulnerability assessment process since 1987. A key factor in the
conduct of the vulnerability assessment process has been and continues to be
consideration of radiological sabotage events.

Regarding Mr, Timm’s assertion on page 7 that “Nineteen months after the
September 11% attack, new design basis threat was finally issued on May 28, 2003.”

The “Department of Energy Design Basis Threat Policy” was formally approved on May
20, 2003. The Department took positive measures to enhance the protection afforded
national security assets at its facilities immediately following the events of September
1172003, The Secretary of Energy issued a memorandum October 3, 2001,
increasing/augmenting the protection strategy to be employed at Departmental facilities
that process, store, transport or handle significant quantities of Special Nuclear Materials.
The Director, Office of Security, issued a memorandum January 11, 2002, that initially
advanced the concept of a graded threat and the realization that the then current design
basis threat (FY 1999) would need to be revised to incorporate emerging world threats.
The 2003 design basis threat incorporates the concepts and requirements initially
published in the October 3, 2001, and the January 11, 2002, memorandurms.

Regarding Mr. Timm’s assertion on page 7 that “[a] draft versioen had been
circulated on 12/31/02 that included an increase in the number of terrorists and a
lowering in the numerical value for low risk. The draft design basis threat would
have approved one failure in every 20 attacks to be at low risk. Today’s new design
basis threat approves a considerably higher rate of loss.”

Mr. Timm’s assertion is misleading., The Departmental design basis threat policy is
constructed to provide sufficient information to programs and programmatic officials to
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identify the credible threats to Departmental assets so appropriate safeguards and security
measures can be employed. As such, the design basis threat document is not the correct
mechanism to promulgate changes in the base Departmental risk assessment
methodology. Correspondingly, the revised safeguards and security system effectiveness
equations and evaluation criteria are being incorporated into Departmental safeguards and
security policy (Department of Energy Order 470.1).

The 2003 design basis threat does not approve a considerably higher rate of loss as the
design basis threat does not address the safeguards and security system effectiveness
issue at all. Rather, the Department of Energy Order 470.1 is being revised and will
address the issue. However, the basic tenets of the draft design basis threat dated
12/31/02 are being included in the draft safeguards and security policy.



