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SETTING POST-SEPTEMBER 11TH INVESTIGA-
TIVE PRIORITIES AT THE BUREAU OF IMMI-
GRATION AND CUSTOMS ENFORCEMENT

TUESDAY, MARCH 28, 2006

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON NATIONAL SECURITY, EMERGING
THREATS, AND INTERNATIONAL RELATIONS,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 2:05 p.m., in room
2247, Rayburn House Office Building, Hon. Chris Shays (chairman
of the subcommittee) presiding.

Present: Representatives Shays, Platts, Kucinich, and Van
Hollen.

Staff present: Lawrence Halloran, staff director and counsel,;
Robert A. Briggs, analyst; Marc LaRoche, intern; Elizabeth Daniel,
professional staff member; Andrew Su, minority professional staff
member; Earley Green, minority chief clerk; and Jean Gosa, minor-
ity assistant clerk.

Mr. SHAYS. A quorum being present, the Subcommittee on Na-
tional Security, Emerging Threats, and International Relations
hearing entitled, “Setting Post-September 11th Investigative Prior-
ities at the Bureau of Immigration and Customs Enforcement” is
called to order.

Homeland security will never be about certainties. It will always
be about probabilities, about risks and about choices. Which cargo
containers to inspect? Which air baggage to screen? Or, as we ask
today, who among the estimated 12 million non-citizens illegally re-
siding within our borders should the Department of Homeland Se-
curity [DHS], choose to pursue?

In creating the Department of Homeland Security, the goal was
to consolidate previously dispersed security functions to gain the
seamlessness and synergies needed to confront post-September
11th threats. The DHS Bureau of Immigration and Customs En-
forcement [ICE], brought under one bureaucratic roof for the first
time the interior enforcement functions of Immigration and Natu-
ralization Service, formerly part of the Department of Justice, and
the investigative arm of the Treasury Department’s U.S. Customs
Service. The merger doubled the number of agents available to se-
cure the homeland against those who would exploit our openness
and hospitality.

But in 2004, we learned that suspected terrorists, who entered
the country on revoked visas, were not being consistently tracked
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or removed. Cumbersome, reactive processes at ICE raised ques-
tions about how the bureau sets investigative priorities to meet
new threats to national security. At our request, the Government
Accountability Office [GAO], examined how the ICE Office of Inves-
tigations is organized, how risks are evaluated and how the De-
partment’s largest investigative force allocates resources against a
diverse, changing mission portfolio.

GAO found inherited structures and missions still tend to domi-
nate ICE enforcement activities. Only a small percentage of inves-
tigative resources are focused on national security cases. Even that
nexus to national security is often passively imputed to legacy lines
of businesses, like munitions violations and illegal exports, rather
than being driven by a proactive effort to target vulnerabilities.
Drugs, financial crimes, general immigration violations, smuggling,
human trafficking, document fraud and worksite enforcement draw
the bulk of ICE attention.

These are important missions, but the challenge remains to in-
corporate a variety of inherited mandates into a coherent strategy
based on clear-eyed risk assessment. Under that strategy, ICE
should actively probe for systemic weaknesses that could be ex-
ploited to our detriment. We have to assume the terrorists are
doing the same.

GAO did find some evidence national security risks are beginning
to drive investigative priorities. While the bureau has authority to
look into any employer suspected of hiring illegal aliens, ICE inves-
tigators have been instructed to focus their attention on critical in-
frastructure sites. Recent actions against non-citizens found work-
ing at nuclear facilities and defense plants demonstrate the effec-
tive fusion of the immigration and security missions.

Still, the effort to achieve the symbiosis more broadly and con-
sistently presents profound challenges. Old field structures may not
serve new missions. Traditional law enforcement methods do not
always measure tangible outcomes against changing threats. Like
sand in the gears, some cases still trigger bureaucratic turf battles
and clog interagency communication and cooperation channels be-
tween ICE and other investigative forces inside and outside DHS.
Miscast investigative priorities can appear to target enforcement
activity arbitrarily or inappropriately on persons who pose little
real threat to our security.

These issues will be addressed by two panels of witnesses who
bring expertise, experience and insight to our discussion. We are
grateful for their time and we look forward to their testimony.

[The prepared statement of Hon. Christopher Shays follows:]
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Statement of Rep. Christopher Shays
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Homeland security will never be about certainties. It will always be about
probabilities, about risks and about choices. Which cargo containers to inspect?
Which airline baggage to screen? Or, as we ask today, who among the estimated
twelve million non-citizens illegally residing within our borders should the
Department of Homeland Security (DHS) choose to pursue?

In creating the Department of Homeland Security (DHS), the goal was to
consolidate previously dispersed security functions to gain the seamlessness and
synergies needed to confront post-9/11 threats. The DHS Bureau of Immigration
and Customs Enforcement (ICE) brought under one bureaucratic roof for the first
time the interior enforcement functions of Immigration and Naturalization Service,
formerly part of the Department of Justice, and the investigative arm of the
Treasury Department’s U.S, Customs Service. The merger doubled the number of
agents available to secure the homeland against those who would exploit our
openness and hospitality.

But in 2004 we learned that suspected terrorists who entered the country on
revoked visas were not being consistently tracked or removed. Cumbersome,
reactive processes at ICE raised questions about how the bureau sets investigative
priorities to meet new threats to national security. At our request, the Government
Accountability Office (GAO) examined how the ICE Office of Investigations is
organized, how risks are evaluated and how the Department’s largest investigative
force allocates resources against a diverse, changing mission portfolio.
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GAOQ found inherited structures and missions still tend to dominate ICE
enforcement activities. Only a small percentage of investigative resources are
focused on national security cases. Even that nexus to national security is often
passively imputed to legacy lines of business, like munitions violations and illegal
exports, rather than being driven by a proactive effort to target vulnerabilities.
Drugs, financial crimes, general immigration violations, smuggling, human
trafficking, document fraud and worksite enforcement draw the bulk of ICE
attention.

These are important missions, but the challenge remains to incorporate a
variety of inherited mandates into a coherent strategy based on a clear-eyed risk
assessment. Under that strategy, ICE should actively probe for systemic
weaknesses that could be exploited to our detriment. We have to assume the
terrorists are doing the same.

GAO did find some evidence national security risks are beginning to drive
investigative priorities. While the bureau has authority to look into any employer
suspected of hiring aliens illegally, ICE investigators have been instructed to focus
their attention on critical infrastructure sites. Recent actions against non-citizens
found working at nuclear facilities and defense plants demonstrate the effective
fusion of the immigration and security missions.

Still, the effort to achieve that symbiosis more broadly and consistently
presents profound challenges. Old field structures may not serve new missions.
Traditional law enforcement methods do not always measure tangible outcomes
against changing threats. Like sand in the gears, some cases still trigger
bureaucratic turf battles and clog interagency communication and cooperation
channels between ICE and other investigative forces inside and outside DHS. And
miscast investigative priorities can appear to target enforcement activity arbitrarily
or inappropriately on persons who pose little real threat to our security.

These issues will be addressed by two panels of witnesses who bring
expertise, experience and insight to our discussion. We are grateful for their time
and we look forward to their testimony.
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Mr. SHAYS. At this time, the Chair would recognize our distin-
guished ranking member, Mr. Kucinich.

Mr. KuciNicH. First of all, I want to thank the Chair for holding
this hearing. I want to thank each and every one of you who has
made a career of serving our government, who is dedicated to the
service of the people. And I say that because I don’t want you to
take anything I am about to say personally.

When the Department of Homeland Security was formed, I didn’t
even like the name of it, because I thought the name of it had a
whiff of something that wasn’t particularly democratic. When the
Department of Homeland Security was formed I predicted that it
would take 10 years at least before anyone would know how to in-
tegrate all the parts. In their various constituent members, before
the Department of Homeland Security, a lot of these various de-
partments were doing a pretty good job. And the creation of the De-
partment itself—this really—I mean we could take this discussion
to a whole different level, which was that trip necessary? Can you
really create a functional working Department of Homeland Secu-
rity within the mandate of the legislation a few years ago. But in-
asmuch as this is where we are, even though the Department’s 3
years-old, its structure, missions, character, still in progress. At the
macro and micro levels of DHS, there’s still much confusion; much
excess needs to be cut; overlap and duplication needs to be elimi-
nated. Management reform urgently needed.

The consequences of this poor organization are great, even
though it was predictable. In 3 short years on the job, we've seen
all kinds of problems from the ambiguous color-coded terrorist
threat warnings, for the media consumption scare the hell out of
the American people. It reflects on the Department. People get mad
at the DHS, when really it was some PR guy working for the White
House, who tried to force this through implementation at the De-
partment level.

You see the people loosing confidence in the system already with
the Homeland Security getting blamed for evacuation, rescue, re-
covery efforts during Hurricanes Katrina and Rita.

I mean think about it. What we’ve done is create a system that
is guaranteed to not work. And we’re blaming the people who run
it, when the system wasn’t going to work in the first place.

We hear now interagency communication needs to be improved;
right. An article in today’s New York Times illustrates how under-
cover GAO testers slipped radioactive materials over two points to
the U.S. border. The Border Patrol agents stopped the testers;
asked for their licenses, issued by the NRC. It couldn’t verify with
the NRC whether or not their licenses were valid or fraudulent. In
fact, the testers had forged licenses. They were allowed to pass
through anyway. If there had been effective communication, this
wouldn’t have happened.

[The information referred to follows:]
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Testers Slip Radioactive Materials Over Borders
By ERIC LIPTON

WASHINGTON, March 27 — Undercover Congressional investigators successfully smuggled into the
United States enough radioactive material to make two dirty bombs, even after it set off alarms on
radiation detectors installed at border checkpoints, a new report says.

The test, conducted in December by the Government Accountability Office, demonstrated the mixed
progress by the Department of Homeland Security, among other federal agencies, in trying to prevent
terrorists from smuggling radioactive material into the United States.

Nationally, at a cost so far of about $286 million, about 60 percent of all containerized commercial
goods entering the United States by truck or ship and 77 percent of all private cars are now screened for
radicactive material.

But flaws in the inspection procedures and limitations with the equipment mean that nuclear materials
may still be able to be sent illegally into the country through seaports or land borders, the study found.
And because the program for installing radiation detectors is far behind schedule, many border crossing
points, including many seaports, still have no detection equipment, the report says.

"We suffer from a massive blind spot in our cargo security measures,” Senator Norm Coleman,
Republican of Minnesota, said in a statement that accompanied the report, which will be released
Tuesday morning at a Senate hearing.

In the test case, undercover investigators bought a small amount of radioactive material, most likely
cesium. Then on Dec. 15, they drove across the border at undisclosed locations from Canada and
Mexico, intentionally picking spots where the detection equipment had been installed.

The alarms went off in both locations, and the investigators were pulled aside for questioning. In both
cases, they showed the agents from the Customs and Border Protection agency forged import licenses
from the Nuclear Regulatory Commission, based on an image of the real document they found on the
Internet.

The problem, the report says, is that the border agents have no routine way to confirm the validity of
import licenses. The Nuclear Regulatory Commission, it says, also improperly allows the sale of small
amounts of radioactive materials without a permit, substances that can be used in industrial equipment,
like a medical device, but that can also be used to create terrorist weapons.

David Mclntyre, a Nuclear Regulatory Commission spokesman, disputed the claim by the
Congressional investigators that the amount of material bought and taken across the border would have
been enough to build a dirty bomb. (Dirty bombs can force long-term evacuation by spreading low
levels of radioactivity across an area after being detonated with a conventional explosive.)

httn://www nvtimes.com/2006/03/28/politics/28radiation. html?pagewanted=print 3/28/2006
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Testers Slip Radioactive Materials Over Borders - New York Times Page 2 of 2

But Mr. Mclntyre said he agreed that Customs officials at the borders must be able to confirm quickly
the validity of import licenses.

"We are working with Customs and the Department of Homeland Security to make sure this information
is available to them 24/7," he said.

The investigation, part of a three-year inquiry by the Senate Homeland Security and Governmental
Affairs Committee into the nation's vulnerability to nuclear smuggling, particularly at ports, found many
other weaknesses in the radiation detection campaign.

The primary radiation monitors, which look like a standard tollbooth, cannot distinguish between
naturally occurring radiation, sometimes found in ceramic tile or cat litter, and radioactivity in bomb-
making substances.

Yet when Customs agents use hand-held radiation devices, which are supposed to clear false alarms by
isolating the specific type of radiation, the standard procedure is to walk along the exterior of the
container, rather than opening it. Used that way, the hand-held devices can produce unreliable results.

Installation of the radiation screening equipment is running behind schedule, largely because of delays
in appropriating federal money, problems figuring out how to use the devices to screen rail cars and
disputes with ports that are worried about slowing the movement of goods, the report says.

So far, about 670 of the planned 3,034 primary radiation detection monitors are in place, and at the rate
they are being installed — 22 a month on average last year — the Homeland Security Department will
not meet its September 2009 goal, the report said.

The investigators predict that the project, which the department estimates will cost $1.3 billion, is going
to cost much more.

Copyright 2006The New York Times Company | Home | Privacy Policy | Search | Corrections | XML} [ Help | Cont

http://www.nytimes.com/2006/03/28/politics/28radiation. html?pagewanted=print 3/28/2006
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Mr. KuciNicH. Now, I wonder in the old—before the Department
of Homeland Security was formed, if in the formation of this De-
partment, we have actually impeded the communication between
the various constituent elements.

Now, the next national disaster, whether it is man made or natu-
ral when we created a department of Washington bureaucrats who
are forced to bicker with each other. It’s inevitably the American
people pay the price.

Now, under DHS, the new immigration and customs enforcement
missions prevent acts of terrorists by targeting the people, money,
and materials that support terrorist and criminal activities.

And this organization, which is the largest investigative arm of
the Department, is responsible for identifying and shutting down
vulnerabilities in the Nation’s border, and the economic transpor-
tation and infrastructure security. That’s according to the Web site.

A GAO study found that 13 percent of ICE’s investigations con-
cerned with national security—the remaining investigations were
related to narcotics, financial crimes, general alien investigations.
Now are these numbers surprising? Are the numbers proportionate
to the threats ICE should be investigating? How much more does
ICE investigate threats of terrorism than previous customs service
and INS? Are there border-related crimes, like drug smuggling, for
example, being crowded out by this new organization? If they are
crowded out by ICE’s new priorities, then whose handling them?
Are they being handled adequately?

I mean ICE has an enormous job, and our country has many
vulnerabilities. I would like to highlight one such vulnerability as
a case in point. There’s an illegal tunnel that starts in Brazil and
ends in the United States, an illegal product: Brazilian pig iron
made with slave labor is channeled through this tunnel on a regu-
lar basis. It has been happening for years, and ICE knows about
it. Oh, well, ICE tells the Congressman, it has supposedly been in-
vestigating the case in Brazil since 2004. No progress has been
made since then. From July 2004 to May 2005 not a single ICE in-
vestigator has visited the Piaui region of Brazil where the slave
made pig iron is produced. I have written ICE and the Customs
Border Protection numerous times, to inquire about this investiga-
tion; never got a response. I can understand. I mean they are just
so busy trying to figure out how to work. The job isn’t getting done.
When American minors are put out of work because they are forced
to grossly and unfairly compete with slave labor, I would say this
is an economic vulnerability, not to mention when ICE isn’t doing
its job investigating slave labor allegations. We aren’t able to en-
force their law, which prohibits the importation of products made
with slave labor. The President calls for a 6-percent increase in the
DHS budget, including a 21 percent increase in funding for ICE.
I want to know exactly how this money is going to be used. How
is it going to improve DHS and ICE’s ability to address our coun-
try’s many significant vulnerabilities and get the job done. The tax-
payers deserve to know if they are getting their money’s worth.

So I hope, Mr. Chairman, the hearing, which I appreciate that
you have called, will be able to address some of these issues.
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I want to thank the GAO and Inspector Skinner for their work.
I look forward to the results of this hearing, and again, I wasn’t
for it at the beginning. Thanks.

Mr. SHAYS. Thank you very much. Just while the gentleman is
here, I would just want to put on the record, because I will be say-
ing it when he is not here, I think the Department makes a tre-
mendous amount of sense. We just want it to work right. We want
to be able to maximize the people who can work in this area, and
I think it made sense to see that combination. We just want to
make sure it is going to work the way we intended it.

So at this time, before the gentleman leaves, I ask unanimous
consent that all members of the subcommittee be permitted to
place an opening statement in the record, and the record will re-
main open for 3 days for that purpose. And without objection, so
ordered.

I ask further unanimous consent that all Members be permitted
to include their written statement in the record. Without objection,
so ordered.

At this time, the Chair would recognize Mr. Richard M. Stana,
Director, Homeland Security and Justice Issues, U.S. Government
Accountability Office; Mr. Richard L. Skinner, Inspector General,
U.S. Department of Homeland Security, and Mr. Robert Schoch,
am I pronouncing the name correctly?

Mr. SCHOCH. You are, sir.

Mr. SHAYS. Thank you. Deputy Assistant Director, National Se-
curity Division, ICE Office of Investigations, U.S. Department of
Homeland Security.

So we have a great panel here. I'd ask you for all three of you
to stand. If there is anyone who might respond with you, you know,
you might call on them, rather than my swearing them in later, if
they would raise their hand and stand as well. Is there anyone that
you would like possibly have join you?

OK. You guys are on your own.

[Witnesses sworn.]

Mr. SHAYS. Note for the record our witnesses have responded in
the affirmative. I'm talking a little softly. I think it is having a
hearing after lunch, but I want you guys to really make sure I stay
awake, so speak loudly and forcefully and with passion and convic-
tion and all of that.

Mr. Stana, am I pronouncing your name correct?

Mr. STANA. Yes.

Mr. SHAYS. Great.

Mr. STANA. Stana.

Mr. SHAYS. Nice to have you here.

Mr. STANA. Thank you.

Mr. SHAYS. Now, I am going to do one thing: I am going to adjust
my chair. I am either going to shoot down low, and I don’t want
anyone to laugh, but my chair is leaning backward. So excuse me
a second. OK. Still stinks, but here we go. Mr. Stana, you have the
floor.
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STATEMENTS OF RICHARD M. STANA, DIRECTOR, HOMELAND
SECURITY AND JUSTICE ISSUES, U.S. GOVERNMENT AC-
COUNTABILITY OFFICE; RICHARD L. SKINNER, INSPECTOR
GENERAL, U.S. DEPARTMENT OF HOMELAND SECURITY; AND
ROBERT A. SCHOCH, DEPUTY ASSISTANT DIRECTOR, NA-
TIONAL SECURITY DIVISION, OFFICE OF INVESTIGATIONS,
U.S. IMMIGRATION AND CUSTOMS ENFORCEMENT, DEPART-
MENT OF HOMELAND SECURITY

STATEMENT OF RICHARD M. STANA

Mr. STANA. Thank you. Chairman Shays and members of the
subcommittee. I am pleased to be here today to discuss how ICE
allocates its investigative resources. The events of September 11th
demonstrated that terrorists can exploit vulnerabilities in our bor-
der control and internal enforcement systems to enable their crimi-
nal deeds.

ICE’s mission is to prevent terrorist attacks within the United
States, and reduce our vulnerability to terrorism while ensuring its
mandated customs, immigration, and Federal protective enforce-
ment functions are not diminished.

My prepared statement today is based on a report we did for this
subcommittee on how ICE’s Office of Investigations has structured
itself and used its 5,600 investigators to perform its missions and
address vulnerabilities.

In my oral statement, I would like to focus on three main points:
First, OI's investigative activities and organizational structures
largely reflect those of legacy Customs and INS. For the most part,
OI has the same authority and is doing the kinds of investigations
that Customs and INS did, although it seeks to focus on investiga-
tions that might have an impact on national security.

For example, in investigating employers that might have violated
laws that regulate alien employment in the workplace, it is focus-
ing on employers at critical infrastructure sites rather than on em-
ployers that historically employed large numbers of unauthorized
workers.

As for OT’s field structure, it was created by merging the existing
customs and INS field offices located in cities near major ports of
entry, high volume smuggling corridors, proximity to State and
Federal prisons, and significant money laundering infrastructure.

OI recognizes that its field structure is geared more toward leg-
acy missions and not ideally matched to the new DHS mission, but
budget constraints have limited large-scale relocations of offices
and investigators.

My second point is that although there is no firm standard for
how OI should distribute its investigative resources, a large major-
ity of its caseload did not have a direct nexus to national security.

About 10 to 15 percent of OI’s investigative resources was de-
voted to investigations that it has identified as national security re-
lated. There is some question as to how many of these were actu-
ally national security related.

On the other hand, over half was devoted to legacy mission in-
vestigations involving drugs, financial crime, or general alien
issues. Reasons for this distribution include the sources and types
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of leads that OI receives, its budgetary commitment to drug inves-
tigations, and legacy mission functions and expertise.

For example, OI receives funding to support the President’s Na-
tional Drug Control Strategy, and has continued the legacy Cus-
toms practice of responding to violations relating to drug seizures
at ports of entry.

As a second example, OI continues to perform the legacy INS
practice of identifying aliens incarcerated in prisons and jails who
are eligible for removal from the United States.

My final point is that OI lacks several key elements that could
help it better insure that it focuses its limited resources on the
greatest potential vulnerabilities. OI has taken some initial steps
to introduce risk management into its operations, in part, by giving
priority to leads with a potential impact on national security.

However, OI has not conducted a comprehensive risk assessment
to determine what types of violations present the greatest risks for
exploitation by terrorists and other criminals. Such an assessment
could help OI prioritize its efforts and direct its resources toward
those investigations that address the most significant
vulnerabilities.

We also found that OI had not yet developed outcome-based per-
formance measures. Such measures would provide a basis for gaug-
ing effectiveness and identifying areas for improvement.

We also found that OI did not have sufficient monitoring and
communications systems to help ensure that the potential
vulnerabilities it uncovers are fixed by the agencies and private
partners that manage affected programs.

For example, we recently found that at the end of Immigration
Benefit Fraud investigations, Ol was not always notifying U.S. citi-
zenship and immigration services personnel about potential sys-
temic vulnerabilities in their adjudication process.

Such information could help U.S. CIS decide what policy and pro-
cedural changes may be needed to address the vulnerabilities.

We made recommendations to the Assistant Secretary for ICE to
take specific actions related to risk management and performance
measurement, as well as monitoring and communicating significant
vulnerabilities to other agencies.

In closing, as DHS’ primary investigative agency, OI can play a
critical role in our Nation’s effort to reduce our vulnerability to a
terrorist attack or criminal operation.

While OI states that it places priority on national security, cases
considered to be directly related to national security have con-
sumed a relatively small portion of OI resources. Applying addi-
tional risk management principles, such as conducing a more com-
prehensive risk assessment to identify the most significant
vulnerabilities, developing better performance measures, and en-
hancing its monitoring and communication activities could better
ensure that OI directs its finite resources to areas of highest prior-
ity.

Mr. Chairman, this concludes my statement, and I would be
happy to answer any questions that you or other members of the
subcommittee may have.

[The prepared statement of Mr. Stana follows:]
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What GAO Found

Ol's organizational structure and investigative activities reflect those of its
legacy agencies—the U.S. Customs Service and the Immigration and
Naturalization Service-—and include activities to prevent terrorism. OI
retained responsibility for enforcing customs and immigration laws, and its
field structure was created by relying on the strategic priorities of its legacy
agencies to determine the composition and locations of field offices. Senior
Ol officials said that OI seeks to accomplish its horeeland security mission
by focusing on cases that seem to have a connection to national security.

Data from ICE’s case management system indicate that its investigative
activities generally relate o legacy missions, with about half of Ol resources
during fiscal year 2004 and the first half of 2005 used for cases related to
drugs, financial crimes, and general alien investigations—investigations
unlikely to contain a nexus to national security. Overall, between 10 and 15
percent of investigative resources were used for investigations considered to
have a link to national security. OI's current method of tracking these cases
captures data about the cases where a nexus to national security is assumed
due to the nature of the violation, primarily investigations of munitions
control, illegal exports, visa violations, and terrorism. Additionally, the
equivalent of about 400 of its 5,600 special agents worked full time to
identify incarcerated aliens who were eligible for removal from the United
States, a function that does not requive the skiils and training of criminal
investigators. ICE plans to free investigators for more appropriate duties by
shifting these functions to other ICE units and to study whether other
functions could be shifted to employees in a noninvestigatory job series.

To make resource use decisions in pursuit of OI's goal to prevent the
exploitation of systemic vulnerabilities in customs and immigration systems,
OI primarily relies on the judgment of staff in its major field offices, in
addition to national programs developed in headquarters that are
implemented in multiple field offices. Although GAO found no evidence that
Ol has failed to investigate any national security-related lead that came to its
attention, applying a risk management approach to determine what types of
customs and immigration violations represent the greatest risks for
exploitation by terrorists and other criminals could provide OI with greater
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e that it is focusing on preventing violations with the greatest
potential for harm, while striking a balance among its various objectives. OI
has taken some initial steps to introduce principles of risk management into
its operations, but has not conducted a compretl risk of
the customs and immigration systems to determine the greatest risks for
exploitation, nor has OI analyzed all relevant data to inform the evaluation of
alternatives and allow risk-based resource allocation decisions. OI also lacks
outcome-based performance goals that relate to its objective of preventing
the exploitation of these systemic vulnerabilities. Finally, OI does not have
sufficient systems to help ensure ongoing monitoring and commumcauon of
vulnerabilities discovered during its investigations.

United States A Office
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Mr. Chairman and Members of the Subcommittee:

1 am pleased to be here today to share our views on the progress the
Department of Homeland Security’s (DHS), U.S. Immigration and Customs
Enforcement (ICE) Office of Investigations (OI) has made in pursuing its
homeland security mission. Ol was formed in March 2003, mainly from
legacy INS and Customs investigative cornponents. Ol is responsible for
conducting investigations covering a broad array of national security,
financial, and smuggling violations, including illegal arms exports,
financial crimes, trade violations, human trafficking, narcotics smuggling,
child pornography/exploitation, and immigration fraud. Ol is also
responsible for conducting investigations aimed at protecting critical
infrastructure industries. This testimony is an unrestricted version of our
recent Law Enforcement Sensitive report we did for this subcommittee
entitled HOMELAND SECURITY: Better Management Practices Could
Enhance DHS’s Ability to Allocate Investigative Resources.' In my
testimony today, I will discuss the following topics:

« What structure and activities has Ol adopted to address its mission?

« How did Ol use its investigative resources in fiscal year 2004 and the
first half of fiscal year 2005?

» How does OI ensure that ifs resource use contributes to its ability to
prevent the exploitation of systemic vulnerabilities in customs and
immigration systems?

To identify OP's structure and the activities it uses {o address its mission
we met with O] officials and reviewed documents used to support
organizational decisions. To determine how OI used its investigative
resources to address its goals, we analyzed case management data that
showed the types of investigations performed nationally between October
2003 and March 2005—the most recent period for which comparable data
were available. In addition, we interviewed the management staff of O1
and the special agents-in-charge (SAC) at 7 of the 26 ICE Ol field offices to
learn how they set investigative priorities and allocate human resources to
investigations. We selected the special agent-in-charge offices based on
their size (the number of agents) and location, seeking to include a variety

'GAO, HOMELAND SECURITY: Better M Practices C Enh DHS's
Ability to Allocate Investigative Resources, GAO-06-485U (Washington, D.C.: December 9,
2005).

Page } GAO-06-462T Investigative Priorities
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of offices representing differing investigative focuses. Because our sample
was a nonprobability sample, the opinions of these special agents-in-
charge cannot be projected beyond those interviewed.* We also collected
and analyzed data specific to the 7 offices we visited. We assessed the
reliability of the investigative resource data—-the hours spent on different
types of investigations—by reviewing the internal controls of the case
management system and through interviews with knowledgeable OI staff
about these controls and the quality assurance procedures in place to
ensure data reliability. We determined the investigative resource data were
sufficiently reliable for our purposes. We determined how Ol ensures that
its resource use contributes to its ability to prevent the exploitation of
systemic vulnerabilities in customs and immigration systems using
information collected during interviews with O! officials, including the
special-agents-in-charge and by examining documents used to support
organizational decisions. We evaluated OI's current approach to resource
allocation decision making by comparing this information with the
standards for internal control in the federal government and to the risk
managernent approach that we have advocated in our prior work.’

Summary

OF's organizational structure and investigative activities reflect those of its
legacy agencies—the U.S. Customs Service and the Immigration and
Naturalization Service. Ol retained responsibility for enforcing customs
and immigration laws and its field structure was created by relying on the
strategic priorities of its legacy agencies—for example, proximity to high-
volume sruggling corridors, to state and federal prisons, and significant
money laundering infrastructure—to determine the composition and
locations of field offices. Senior Ol officials told us that rather than
concentrating on any particular category of investigation, Ol seeks to
accomplish its homeland security mission by focusing on cases that seem

*Nonprobability sampling is a method of sampling where observations are selected ina
manner that is not completely random, usually using specific characteristics of the

ion as criteria. By each unitina p ion does not have an equal chance to
be sel itis ible for a nonp ility sample to contain a systematic bias that
limits its ability to describe the entire population.

*GAO, Homeland Security: S y of Chall Faced in Targeting Oceangoing
Cargo Containers for Inspection, GAO-04-557T (Washington, D.C.: Mar. 31, 2004);
Transportation Security: 8; ic Pl ing Needed to Optimize Re X
GAO-05-357TF (Washington, D.C.: Feb, 15, 2005); Strategic Budgeting: Risk M
Principles Can Help DHS Allocate Resources to Highest Priorities, GAO-05-824T
{Washington, D.C.: June 20, 2008, Standards for Internal Control in the Federal
Government, GAO/AIMD-00-21.3.1 (Washington, D.C.: Novernber 1899).
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to have a connection to national security. This would include placing a
priority on activities to prevent terrorism.

Data from ICE’s case management system indicate between 10 and

15 percent of investigative resources were used for investigations
considered by ICE to have a link to national security, These investigations
are primarily related to munitions control, illegal exports, compliance
enforcement of visa violations, and terrorism. Most of OF's investigative
activities generally relate o legacy missions, with roughly half of OI
resources during fiscal year 2004 and the first half of 2005 used for cases
related to drugs, financial crimes, and general alien investigations. Most of
these investigations did not contain a nexus to national security.
Moreover, with regard to the resources used for general alien
investigations, the equivalent of about 400 of OI's 5,600 special agents
were working full time to identify incarcerated aliens who were eligible for
removal from the United States, an ICE responsibility. This activity does
not require the skills and training of criminal investigators. ICE plans to
free investigators for more appropriate duties by shifting these functions
to other ICE units, and to submit a plan for the expanded use of a
noninvestigatory job series for civil and administrative violations.

Ol tries to ensure that its resources contribute to the prevention of
exploitation of systemic vulnerabilities in custorns and immigration
systems by making most investigative resource use decisions in OI's major
field offices, based on the judgment of the agents in charge, with priority
on investigating national security-related cases that arise. Divisions and
units within OI headquarters also develop and manage special programs
that are implemented in multiple field offices. For example, Project Shield
America is a National Security Division program where Ol conduets
outreach to private sector companies to prevent the illegal export of
sensitive U.S. munitions and strategic technology. The Cormerstone
program in the Financial and Trade Division is a similar outreach program
to the financial industry. Operation Community Shield is a national law
enforcement initiative that is designed to bring all of ICE’s immigration
and customs-related law enforcement powers to bear in the fight against
violent street gangs. Although we found no evidence that Ol has failed to
investigate any national security-related lead that came to its attention,
applying a risk management approach to determine what types of customs
and immigration violations represent the greatest risks for exploitation by
terrorists and other criminals could provide OI with greater assurance that
it is focusing on preventing violations with the greatest potential for harm,
while striking a balance among its various objectives. Ol has taken some
initial steps to introduce principles of risk management into its operations,

Page 3 GAO-06-462T Investigative Priorities
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but has not conducted a comprehensive risk assessment of the customs
and immigration systems to determine the greatest risks for exploitation,
nor analyzed all relevant data to inform the evaluation of alternatives and
allow OI to make risk-based resource allocation decisions. Ol also lacks
outcome-based performance goals that relate to its objective of preventing
the exploitation of these systemic vulnerabilities. Finally, OI does not have
sufficient systems to help ensure ongoing monitoring and communication
of vilnerabilities discovered during its investigations. We made
recommendations to address these deficiencies.

Background

ICE is the largest investigative arm of DHS. ICE is composed of four
offices: (1) Investigations, (2) Intelligence, (3) Detention and Removal
Operations (DRO), and (4) the Federal Protective Service. As of
Septeraber 2005, O had more than 5,600 special agents; about 94 percent
of these are assigned to 26 major field offices, headed by Special Agents-
in-Charge (SAC), and OI's foreign attaché offices. These offices and their
subordinate units were created using the immigration and customs staff
and locations in existence at the time ICE was formed.

At headquarters ICE, Ol is divided into five divisions as shown in figure 1.
Three of the five divisions—National Security, Finance and Trade, and
Smuggling and Public Safety—were created to incorporate the core
missions and functions of legacy immigration and customs investigations.
These divisions and the units within them are to provide a functional line
of communication from the Director of Ol to the groups in the SAC offices
that conduct investigations. Divisions and units within Ol headquarters
also develop and manage special programs that are imaplemented in
multiple field offices. For example, Project Shield America is a National
Security Division program where Ol conducts outreach to private sector
companies to prevent the illegal export of sensitive U.S. munitions and
strategic technology. The Cornerstone program in the Financial and Trade
Division is a similar outreach program to the financial industry. Operation
Community Shield is a national law enforcement initiative that is designed
{0 bring all of ICE’s imumigration and customs-related law enforcement
powers to bear in the fight against violent street gangs.

The Investigative Services Division provides direct forensic, undercover,
and other operational support to Ol investigations carried out by the three
core divisions, and the Mission Support Division provides policy guidance
and services to facilitate executive oversight.

Page 4 GAO-06-462T Invvestigative Priorities
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Figure 1. ICE Office of
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Structure and Investigative thelegacy functions of the customs and immigration services—e.g. drug
investigations, human smuggling, and commercial fraud—and include

Activities from Legac;
Agencies Affect O%S y activities to prevent terrorism within this structure. In April 2005, ICE
8 completed an interim strategic plan that established as its mission to

[nveStigaﬁve Focus prevent terrorist attacks within the United States and reduce the
vulnerability of the United States to terrorism while ensuring all of its

mandated trade, immigration, and federal protective functions are not
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diminished. According to ICE officials, the national security objectives are
not accomplished through any particular type or category of investigation.
Instead, these objectives are addressed by examining investigations on a
case-by-case basis and determining the relationship of any single case to
national security. For example, although OI has the authority to investigate
any employer that might have violated laws that regulate alien
employment eligibility, Ol instructs investigators to focus on employers at
critical infrastructure sites.

When ICE was created, it retained responsibility for enforcing the customs
and immigration laws that were the purview of its legacy agencies. These
include criminal statutes addressing the illegal import and export of drugs,
weapons, child pornography, stolen antiquities, and other contraband, as
well as alien smuggling, human trafficking, and the international
laundering and smuggling of criminal proceeds. OI also is responsible for
legacy custorns enforcement of certain intellectual property and trade-
related commercial frand statutes and legacy immigration enforcement of
laws prohibiting document fraud, benefit fraud, illegal entry into the
Uniited States or violations of the terms and conditions of entry, and
employment without authorization.* Ol's field structure was created by
merging the existing Customs and INS field offices located primarily in
cities near major ports of entry. In addition, ICE relied on the strategic
priorities of the legacy agencies to determine the composition and
locations of SAC offices—for example, high-volume smuggling corridors,
proximity to state and federal prisons, and significant money laundering
infrastructure.

There are some long-standing functions of the legacy agencies that OI
continues to perform, which also drive some of the types of investigative
activities that are conducted. For example, OI has continued the legacy
Customs practice of responding to violations concerning seized drugs or
merchandise or detained persons uncovered at ports of entry by Customs
and Border Protection (CBP) inspectors. U.S. Customs had historically
been involved with helping to implement the President’s National Drug

*01 also has investigatory responsibilities for certain international terrorism offenses, such
as providing material support to foreign terrorist organizations. Although anti-terrorism
laws passed before and after the creation of DHS, such as the USA PATRIOT Act of 2001,
Pub. L. No. 107-56, 115 Stat. 273, and the Intelligence Reform and Terrorism Prevention Act
of 2004, Pub. L. No. 108-458, 118 Stat. 3638, did not give ICE additional authority, they did
expand many of the criminal statutes ICE ially those ing certain

ism and money ing
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Control Strategy. Consistent with this involvement, DHS now receives
funding specifically to support activities related to the strategy. A senior
Ol official said O will continue to be responsible for performing a
significant level of drug investigations because there simply is no other
agency available to conduct the large number of border-related drug
investigations U.S. Customs has historically performed and that are now
carried out by Ol. Another carryover function that OI now performs is the
legacy INS practice of identifying aliens incarcerated in prisons and jails
that are eligible for removal from the United States.

Ol Investigative
Resources Were Used
for Investigations
Related to Its Legacy
Missions, but Most
Were Not Considered
to Have a National
Security Nexus

Between 10 and 15 percent of investigative hours were classified by Ol as
having a direct nexus to national security. Although there is no firm
standard for how OI should distribute its investigative resources, ICE’s
interim strategic goals and objectives place a strong emphasis on national
security-related activities. According to Ol, the majority of the national
security-related investigative hours were charged in a few case categories
related to munitions control, illegal exports, compliance enforcement of
visa violations, and terrorism. Most of the investigative hours within those
case types that consumed roughly half of Ol resources—drugs, financial,
and general alien—were rarely classified as having a direct nexus to
national security.’ In its fiscal year 2007 budget justification, DHS
requested funds to increase the level of resources dedicated to visa
compliance enforcement by more than 40 percent through the addition of
over 50 special agent and support staff dedicated to these types of
investigations.

Roughly half of O investigative resources during fiscal year 2004 and the
first half of fiscal year 2005 were used for cases related to drugs, financial
crimes, and general alien violations. The resource use in the other case
categories pertains to investigations of a variety of customs and
irmigration violations including commercial fraud, general smuggling,
human smuggling and trafficking, identity fraud, document fraud, and

“Although they do not fall into the categories that O identified as having a national security
link, Of officials told us that there may be other investigative categones that could be
considered national security related. National Security Presi Directive 25 desi
intermational drug trafficking izations and their Ii to ional terrorist
organizations as a threat to national security. If the O resources dedicated to the
mvesnganon of dmg trafficking that involves major cnmmal orgamzanons are included in
the national security-related then the
devoted to national security might be as high as 18 percent in fiscal year 2004 and
19 percent in fiscal year 2005.
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worksite enforcement. None of the investigative categories that apply to
these violations individually accounted for more than 8 percent of
investigative resource use during the period under study. In most
instances these other case categories accounted for 5 percent or less of
resource use.

Moreover, with regard to general alien investigations, the equivalent of
about 400 O1 investigators performed, as a central part of their daily
duties, functions that are noninvestigative in nature (i.e., not consistent
with the position description of a criminal investigator as defined by the
Office of Personnel Management.) According to Ol officials, some of these
noninvestigative activities were formerly performed by legacy INS
investigators and include identifying incarcerated criminal aliens who are
eligible for removal, an ICE responsibility, and responding to state and
local police agencies that have apprehended illegal aliens. According to
ICE's interim strategic plan, ICE plans to shift this duty to ICE’s Office of
Detention and Removal Operations (DRO). A DRO official told us DRO
planned to take over this role from OI incri ally by first ing
responsibility for this activity in several major metropolitan areas in

2005 and 2006.

Ol investigators also perform worksite enforcement, which according to
the OI Deputy Assistant Director responsible for this function, includes
activities that might be more economically performed by noninvestigatory
staff. This function—verifying that employees at critical and noncritical
worksites are eligible to work in the United States—was described by OI
officials as a compliance function that is not clearly aligned with the
criminal investigator job description. Since the late 1990s, the level of
investigative resources legacy INS and then ICE dedicated to this function
has decreased. Since the terrorist attacks of Septeraber 11, 2001, INS and
ICE have concentrated worksite investigative resources at critical
infrastructure facilities. In its fiscal year 2007 budget justification, DHS
requested funds to support the addition of 206 positions—171 of which are
special agents—to conduct worksite enforcement. If these resources are
approved and used for worksite enforcement, this would increase Ol's
worksite enforcement effort significantly compared to what was done in
fiscal year 2005.

The fiscal year 2006 Department of Homeland Security Appropriations
Conference Report® directs ICE to submit a plan for the expanded use of

SHLR. Conf. Rep. No. 109-241, at 47 (2005).
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immigration enforcement agents to focus on civil and administrative
violations, raising the possibility that additional noninvestigative duties
may be shifted from Ol investigators, making them available for criminal
investigations.

OI Places Priority on
National Security
Investigations, but Key
Management Practices
Could Enhance OI's
Resource Allocation
Decision-Making

01 tries to ensure that its resources contribute to the prevention of the
exploitation of systemic vulnerabilities in customs and immigration
systems by making most investigative resource use decisions in Ol's major
field offices, based on the judgrent of the agents in charge, with priority
on investigating national security-related cases that arise. Although we
found no evidence that O] has failed to investigate any national security-
related lead that came to its attention, applying a risk management
approach to proactively determine what types of customs and immigration
violations represent the greatest risks for exploitation by terrorists and
other criminals could provide O with greater assurance that it is focusing
most intensely on preventing those violations with the greatest potential
for harm while striking an appropriate balance among its various
objectives. According to the Standards for Internal Control in the Federal
Government, one of the foundational components of a good control

envirc t is risk t—including the assessment of risks,
estimation of their significance, the likelihoods of their occurrence, and
decisions about how to respond to them.

OI has taken some initial steps to introduce principles of risk management
into its operations—for example, encouraging its field managers to think
about viclations in terms of vulnerabilities to the customs and iramigration
systems. In addition, Ol classifies each investigation using the numeric
designations 1, 2, and 3, with class 1 indicating the highest relative
importance within that category of investigation. However, it has not
conducted a comprehensive risk assessment of the customs and
immigration systems to determine the greatest risks for exploitation or
analyzed these data to provide information to evaluate alternative
investigative strategies and allow OI to make risk-based resource
allocation decisions. Such a system could provide Ol with greater
assurance that it is striking an appropriate balance among its various
objectives while focusing most intensely on preventing those violations
with the greatest potential for harm.

Application of a risk management approach by Of involves a risk
assessment that would provide information in three areas: (1) threat—
what strategic intelligence and experience suggest about how customs and
immigration systems might be exploited by terrorists and other criminals;

Page 9 GAO-06-462T Investigative Priorities
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(2) vulnerabilities—the ways that custoras and immigration systems are
open to exploitations and the kinds of protections that are built into these

Y ; and (3) consequence—the potential results of exploitation of
these systems, including the most dire prospects. For example, ICE's
strategic goal to prevent the unlawful moverment across U.S. borders of
people, money, and materials, includes as one of its strategies giving
highest priority to closing those vulnerabilities that pose the greatest
threat to our national security. However, Ol has not performed a risk
assessment to determine which vulnerabilities pose the greatest threat so
that it can direct resources to those investigations that best address these
vulnerabilities, Figure 2 demonstrates how the risk assessment and
investigator's judgment would combine to inform case selection and
resource allocation.

Page 18 GAQ-06-462T Investigative Priorities
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Figure 2. F ial Decision-Making App! for and Sek of g
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Investigator Judgment
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local knowledge
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ICE has begun to incorporate el of risk tinto its
resource allocation decision making. Ol has several ongoing programs
within its National Security Division designed to identify and mitigate
national security threats. One is Project Shield America, where special
agents conduct outreach to the export industry to educate these
businesses about U.S. export laws and to solicit their assistance in
preventing the illegal foreign acquisition of their products. O1 also uses the
Threat Analysis Unit and Compliance Enforcement Unit within the
National Security Division to screen nonimmigrant students, exchange
students, and other visitors for the purpose of identifying potential
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national security threats. The value of risk management goes beyond these
types of resource allocation, however. Specifically, a more comprehensive
risk management approach would enable OI to better ensure that its
resources are effectively and efficiently applied to its national security and
other missions by giving it a foundation for determining how resources
might be best distributed within and across investigation types, for
example, (1) how to best allocate its resources among case categories
(e.g., visa violations, drug smuggling, and financial crimes); (2) the
appropriate level of investinent in national-security related investigations;
and (3) the appropriate mix of case classifications within each category
(i.e., the three-level classification of cases based on relative importance).

Effective risk management also requires outcome-based performance
measures and goals, We found OI lacks outcome-based performance goals
to monitor the full range of its efforts to prevent the systemic
vulnerabilities that allow terrorists and other criminals to endanger the
United States. Performance goals—consisting of a target (acceptable level
of performance) and a measure (a means o assess the performance
level)—are an essential mar t tool in ing programs for
results. In addition, our Standards for Internal Control in the Federal
Government and the Office of Management and Budget call for agencies to
have performance measures and indicators that are linked to mission,
goals, and objectives to allow for comparisons to be made among different
sets of data (for example, desired performance against actual
performance) so that corrective actions can be taken if necessary.

Currently, OI relies primarily upon statistics related to investigative
resource use—such as arrests, seizures, and convictions—to monitor
performance. In fact, ICE reports only one output performance measure
for Ol on the DHS Performance and Accountability Report—the
percentage of investigations that result in an enforcement action (e.g., an
arrest, conviction, or fine). Measuring the percentage of investigations that
result in enforcement action provides only an indirect indicator of success
in preventing systemic vulnerabilities that allow terrorists and other
criminals to endanger the United States. Among other things, it lacks the
ability to reflect successes of Ol's programmatic activities that are
designed to deter the exploitation of systemic vulnerabilities before a
crime is committed—for example, a measure of the outcomes of actions
taken to close or control identified vulnerabilities. Without outcome-based
performance goals, it is difficult for OI to gauge the effectiveness of its
operational activities and to use this information to assess what types of
corrective actions might be required—such as changes to programs or
work processes in order to better align activities with strategic objectives.
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Finally, OI does not have sufficient systems to help ensure ongoing
monitoring and communication of vulnerabilities discovered during its
investigations. These controls could enhance OI's ability to take action to
eliminate those vulnerabilities or to recommend mitigation practices to
entities that control the applicable customs or imigration system.
Standards for Internal Control in the Federal Government calls for
agencies to establish monitoring and communication systems that assess
the quality of performance over time and ensure that findings of
deficiencies are corrected and result in improvements to the process. OI
officials said they are trying to use Cornerstone—a program to identify
and reduce systemic vulnerabilities in financial systems-—as a model for
creating such a feedback loop (see fig. 3). Cornerstone was created by ICE
to encourage coordination with the financial industry. Ol officials in
headquarters and field offices conduct outreach to the private sector and
partner with private industry as well as with state and other federal law
enforcement and regulatory agencies. The private sector provides ICE
with information regarding the vulnerabilities it has observed, and ICE
uses this information to develop criminal investigations. ICE also
disseminates information on vulnerabilities to financial sector
stakeholders through the Cornerstone Report. When vulnerabilities are
identified that cannot be addressed by the private sector alone, ICE
officials told us that a joint law enforcement and regulatory approach is
utilized to eliminate or minimize vulnerabilities.

Page 13 GAO-06-462T Investigative Priorities
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Figure 3. The Cornerstone Process
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With the exception of the Cornerstone program for financial
investigations, Ol does not have a complete system in place to help ensure
that information gaired during the course of investigations feeds back into
the operations of other DHS components, other federal agencies, state and
local partners, and relevant private sector entities to proactively reduce
the vulnerabilities that facilitate violations. OI has taken initial steps to
apply parts of the Cornerstone approach to all its investigative areas. For
example, Project Shield America uses the same outreach techniques to the
export sector as Cornerstone does to the financial sector, without the
emphasis on changing policies and practices to reduce identified
vulnerabilities. However, Ol officials told us that Ol does not have a.
process to help ensure that action is taken to mitigate the risks from the
vulnerability identified during the course of its investigations across all
SACs. A systemwide process for capturing the information and ensuring
that Ol takes appropriate actions in response to information, extending
beyond financial crimes, would better support its ability to reduce
vulnerabilities in immigration and customs systerms by allowing O to
monitor the progress of efforts to reduce vulnerabilities and the
identification of those involved in these efforts. Such a process is
especially important for Ol since so many of its operations are
collaborative, and the vulnerabilities identified through its investigations
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may require legal or policy changes that are controlled by external
stakeholders.

Conclusions

Although O], as the primary investigative agency of the Department of
Homeland Security states that it places priority on national security, from
a practical standpoint, it is focused on enforcing all laws and regulations
governing the customs and iramigration systems. Before the creation of
the DHS, these efforts, carried out by legacy INS and U.S. Customs service
had a limited relation to national security—and indeed even since
becoming a part of DHS, cases considered to be directly related to national
security have demanded a relatively small portion of OY's resources.
Particularly considering its wide-ranging mission, a more comprehensive
risk management approach could provide OI with better information to
evaluate its alternatives and balance its resource allocations most
effectively across the broad array of violations it is responsible for
investigating. Although OI has applied some of the principles of risk
management to its operations, applying a comprehensive risk management
approach would provide a stronger evidence-based foundation to help it
ensure that its resource allocation best supports its ability to prevent those
systematic vulnerabilities with the most potential to endanger the United
States. Specifically, a more comprehensive risk management approach
would enable Ol to better ensure that its resources are effectively and
efficiently applied to its national security and other missions by giving it a
foundation for determining how resources might be best distributed within
and across investigation types, for example, (1) how to best allocate its
resources among case categories {e.g,, visa violations, drug smuggling, and
financial crimes), (2) the appropriate level of investment in national-
security related investigations, and (3) the appropriate mix of case
classifications within each category (i.e., the three-leve!l classification of
cases based on relative importance).

Lacking Ol-wide outcome-based performance goals to assess its ability to
prevent the exploitation of systematic vulnerabilities in customs and
immigration systems that allow terrorists and other criminals to endanger
the United States makes it difficult for OI to evaluate the results of its
efforts in light of that objective. In addition, this lack may promote a
tendency for Ol to stay in the functional mindset of its legacy agencies. In
particular, using data like the number of arrests, fines, drug and other
sejzures, prosecutions, and convictions gives Ol some ability to assess the
outputs of its activities. However, relying primarily on this type of
performance data may make it more difficult for Ol to determine if it
should alter its investigative focus because favorable outputs (e.g., high
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numbers of arrests) tend to reinforce the current focus whether or not it is
helping accomplish the ICE mission. Without outcome-based performance
goals that are tied to ICE's mission and objectives, the agency will lack a
sufficient basis for assessing the alignment of resources that might offer
the greatest contribution to this broad mission. Developing measures that
can meaningfully gauge performance related to an expansive deterrence
mission like ICE’s is not an easy task. However, armed with information
about the relative risk to the customs and immigration systems, OI could
be in a better position to measure its performance and make resource use
decisions based on the potential to mitigate the most crucial identified
risks.

Finally, a critical part of the ICE mission is to reduce the vulnerability of
the United States to terrorism. OI's Cornerstone program and efforts to
extend this approach to other investigative areas are intended to reduce
vulnerabilities by feeding lessons learned from criminal investigations
back into the organization’s systems and practices. However, these efforts
do not include sufficient monitoring and communication systems to
ensure that information is systematically fed back and that it consistently
results in corrective actions. A feedback process that includes processes
and procedures (for example, clearly established lines of reporting and
authority and documented protocols) to help ensure that vulnerabilities Ol
uncovers during its investigations will result in mitigation measures or in
recommendations for such measures to entities responsible for the
applicable system would enhance OI's ability to reduce vulnerabilities in
customs and immigration systems.

Recommendations

To put Ol in a better position to allocate its investigative resourcesin a
manner that maximizes their contribution to the achievement of ICE’s
mission, we recommended that the Secretary of Homeland Security direct
the Assistant Secretary of ICE to take the following three actions:

« Conduct comprehensive threat, vulnerability, and consequence risk
assessments of the customs and immigration systems to identify the
types of violations with the highest probability of occurrence and most
significant consequences in order to guide resource allocation for Ol
national programmatic activity and to expand the available information
upon which SACs base their decisions to open new cases.

+ On the basis of the results of the risk assessment, develop outcome-
based performance goals (ineasures and targets) that reflect the
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contribution of various investigative activities to ICE's mission and
objectives and develop a reliable method for tracking national security-
related activity and classification criteria for the case management
system that express the contributions of each investigation.

= Develop an Ol-wide system to monitor and communicate the more
significant vulnerabilities in customs and immigration systems that are
identified during the course of Ol investigations. This process should
include a method to mitigate the vulnerability internally or to ensure
that the vulnerability and associated mitigation recommendations are
communicated to external stakeholders with responsibility for the
applicable system.

In response to our first recommendation, DHS agreed risk management is
a valuable tool to establish priorities in a multiple threat environment and
said ICE intends to take a broader, component-wide approach to assessing
risk. DHS agreed that the ICE Office of Investigations resource decisions
should be based on priorities derived from a strategic-planning process in
which directors and unit managers from all ICE OI program areas
participate, including mission support. DHS said priorities set forth in the
strategic plan should be reviewed annually, revised as necessary, and
communicated to each SAC.

While DHS agreed with our second recommendation, it said that ICE
needs to maintain the flexibility to develop performance goals that reflect
its mission and may not necessarily be measurable in an outcome-based
manner. DHS said the Office of Management and Budget has
acknowledged that for certain activities (e.g., law enforcement) “outcome-
oriented” performance measures may be difficult to identify and
performance may be tracked by using a variety of output as well as
qualitative measures. DHS said each division within OI uses standard law
enforcement statistics covering all of its program units that can be shared,
understood, and compared over the years, including arrests, indictments
and convictions, broken out by category. We agree that developing
outcome-based performance measures for law enforcement activities can
be difficult and that some output measures can be beneficial. However, we
continue to believe that where possible OI should seek to develop
outeome-based performance measures that would better demonstrate the
value of its efforts. Ol needs to allocate resources to the types of
investigations that have the best chance of mitigating potential
vulnerabilities in customs and immigration systems to terrorism.
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‘With regard to our third recommendation, DHS said that O headquarters’
program s regularly cc icate with the SAC offices to obtain
feedback on significant cases and identified vulnerabilities. This
information is documented in reports that are transmitted two times a day
to both the OI and DHS leadership. A weekly report also is prepared that
summarizes the significant cases of the week. DHS said that Ol has
established designated liaisons to both U.S. Citizenship and Immigration
Services and CBP and they communicate specific valnerabilities and
threats. While these efforts are useful, our recommendation envisions a
more comprehensive strategy to identify and mitigate vulnerabilities in
customs and immigration systems and processes. We are encouraged that
Ol intends to continue to expand such outreach and partnership efforts. In
1 ting our rece dation, we believe that OI should obtain and
use feedback from all relevant governmental and nongovernmental
organizations in its efforts to mitigate potential vulnerabilities.

Mr. Chairman, this concludes my statement. I would be pleased to
respond to any questions that you or other members of the Subcommittee
may have at this time.
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Mr. SHAYS. Thank you, Mr. Stana. Mr. Skinner.

STATEMENT OF RICHARD L. SKINNER

Mr. SKINNER. Mr. Chairman, members of the subcommittee,
thank you for having me here today.

I will focus my remarks on the results of our assessment of the
proposal to merge Customs and Border Protection [CBP], and Im-
migration and Customs Enforcement [ICE].

We issued a report on this subject in November 2005. The objec-
tive of our review was to determine the extent of CBP and ICE co-
ordination problems, and whether a merger of the two organiza-
tions would solve those problems.

We interviewed more than 600 individuals from public, private,
and non-profit sectors in 10 cities across the country and at 63 CPB
and ICE facilities.

Since neither CPB nor ICE was given responsibility for the full
scope of enforcement activities and because they both rely heavily
on each other for assistance, it is imperative that they coordinate
very closely.

However, as illustrated in our report, CBP and ICE were not co-
ordinating their efforts in an effective manner.

We made 14 recommendations aimed at improving coordination
and integrating operations. We identified coordination challenges
that affected apprehension, detection, and removal operations; in-
vestigation and investigative operations; and intelligence activities.

With respect to apprehension, detention, and removal operations,
organizational priorities have undercut coordination between CPB’s
alien apprehension efforts and ICE’s detention and removal efforts.

The failure to coordinate interagency planning and budgetary
processes has contributed to a resource imbalance.

CBP’s front-end apprehension capabilities grew, and ICE’s down-
stream detention and removal capabilities did not. This imbalance
placed a strain on ICE’s detention and removal resources and re-
duced the impact of CBP’s alien apprehension.

With regards to investigations, the separation of enforcement
functions between CPB and ICE hampered the coordination of
interdiction and investigative efforts.

Now that inspections and investigations are in separate organi-
zations, ICE does not accept as many cases or case referrals from
CPB. Likewise, CBP relies less on ICE to investigate the violations
it uncovers.

Due to the decline of ICE’s acceptance rate, CPB has reportedly
referring more cases to other law enforcement authorities, such as
the Drug Enforcement Administration, without first notifying ICE.

Also, in the past, investigators and inspectors often develop refer-
rals jointly. Now many of these referrals reportedly never get to an
ICE investigator. Instead, CBP is now using its own investigative
resources to investigate many cases.

Unless there is very close cooperation and coordination, the use
of internal CBP investigative resources could adversely impact
ICE’s investigative activities even further.

Finally, with regard to intelligence activities, although CBP and
ICE intelligence requirements overlap, coordination between the
two is limited.
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Both CBP and ICE require intelligence gathering regarding ille-
gal aliens, criminal aliens, alien smuggling, drug trafficking, fraud-
ulent travel documents, and import and export violations.

Despite their shared intelligence needs, however, the two organi-
zations have separate intelligence structures and products. Because
the intelligence collection and analysis activities of CBP and ICE
are uncoordinated, it is difficult for intelligence analysts to connect
the dots to create a comprehensive threat assessment for border se-
curity.

In conclusion, to resolve the coordination problems, we were pre-
pared to recommend that ICE and CPB be merged. While we were
conducting our review, however, the Secretary, after conducting his
own review of the Department’s operational and organizational
structure, announced six new imperatives. One of the imperatives
was to strengthen border security and in interior enforcement
through an integrated mix of additional staff, new technology, and
enhanced infrastructure investment.

Since the issuance of our report in November 2005, DHS disman-
tled the Border and Transportation Security Directorate. CBP and
ICE now report directly to the Office of the Secretary. That created
among other things the Secure Border Initiative, the ICE-CBP Co-
ordination Council, and the Office of Intelligence and Analysis.

These efforts are intended to address some of the coordination
issues that we identified in our report and to help better integrate
CBP and ICE operations.

From what we know, of these emerging efforts, we believe that
the Department is taking the necessary steps to addressing the co-
ordination problems. However, these steps are still works in
progress. We have not yet had the opportunity to assess whether
the actions taken or proposed actually have been or will be effective
in improving coordination between CPB and ICE.

Because the issues are so important, however, we have pledged
to Congress that we would followup to determine how well the De-
partment has progressed since our November 2005 report.

We expect to start early this summer.

Mr. Chairman, members of the subcommittee, that concludes my
remarks. I will be happy to answer any questions you may have.

[The prepared statement of Mr. Skinner follows:]
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Good afternoon Mr. Chairman and Members of the Subcommittee. I appreciate the
opportunity to join you today to discuss the coordination between two Department of
Homeland Security (DHS) components critical to the security of our nation’s borders -
Immigration and Customs Enforcement (ICE) and Customs and Border Protection (CBP)
- and the recommendations that we made to the Department to enhance their
effectiveness. The information that I will discuss today is the result of our report, An
Assessment of the Proposal to Merge Customs and Border Protection with Immigration
and Customs Enforcement (O1G-06-04).

Our Report

This report resulted from a hearing in January 2005, before the Senate Committee on
Homeland Security and Governmental Affairs, to discuss improving the Department of
Homeland Security’s (DHS) effectiveness. During that hearing, the Chairman asked our
office to assess the merits of merging CBP and ICE.

In response, we undertook a review to examine the history of the two organizations, the
roles and responsibilities assigned to them, and the degree to which they have met their
inter-related goals. We interviewed more than 600 individuals from public, private, and
non-profit sectors. To obtain a balanced viewpoint, we traveled to 10 cities across the
country to talk to employees at 63 CBP and ICE facilities. We met with senior Border
and Transportation Security directorate (BTS), ICE, and CBP leaders in Washington, DC,
and program managers, field staff, and representatives from agencies that dealt with
them, such as United States Attorneys offices. We reviewed budget plans, performance
statistics, operating procedures, and other information pertaining to BTS, CBP, and ICE.

Rather than focusing only on the question of whether the two organizations should be
merged, we sought to learn as much as possible about the operational interrelationships of
ICE and CBP. There is much in our report relevant to this Subcommittee’s concerns and
today’s hearing. It included 14 recommendations directed at better integrating the
operations of the respective organizations. We delivered our report to the Department in
November 2005. And while much of the focus has been on the Department’s decision
not to consolidate the two organizations following the Secretary’s Second State Review
(2SR), in our opinion the real focus of management and those overseeing these programs
should be on resolving the underlying issues hampering the effectiveness of both CBP
and ICE.

Coordination

ICE is the primary investigative organization within DHS. It has responsibility for
investigating violations of immigration and customs laws and regulations. In addition, it
has the responsibility for detaining and removing aliens that have violated immigration or
criminal laws. CBP is responsible for maintaining security at the nation’s borders. CBP
inspectors screen arriving aliens and cargoes at the ports of entry (POE). Within CBP,
the Border Patrol has responsibility for interdicting aliens and contraband illegally
attempting to enter the Unites States between the ports of entry.
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Our report identified that significant coordination issues existed between the two
organizations regarding: (1) apprehension and detention and removal operations; (2)
investigative operations; and (3) intelligence activities. Many interviewed felt that
shortfalls in operational coordination and information sharing fostered an environment of
uncertainty and mistrust between CBP and ICE personnel. Once collegial relationships
between the different enforcement functions within the Immigration and Naturalization
Service (INS) and the United States Customs Service (USCS) had subsequently
deteriorated. To address the specific interests of the Subcommittee, however, I will limit
my discussion today to issues we identified in coordinating investigations and
intelligence activities.

Coordination of Investigative Operations

The division of enforcement functions between CBP and ICE hampered the coordination
of interdiction and investigation efforts. Now that they are in separate organizations, ICE
investigators do not accept as many case referrals from CBP inspectors and Border Patrol
agents, according to many CBP employees. Many of those interviewed attributed ICE’s
declining acceptance rate of CBP referrals to the separate chains of command. In the
past, when investigators did not respond to a referral, inspectors and Border Patrol agents
could appeal up their common chain of command to direct an investigative response.
Now, appealing up the separate chains of command is not as effective.

Likewise, according to many staff, CBP relies less on ICE to investigate the violations it
uncovers. Many ICE investigators reported that CBP increasingly refers cases to other
investigative agencies. In INS and the USCS, investigators had the right of first refusal
for cases detected by inspectors. Due to the decline in ICE’s acceptance rate, interagency
competition, growing mistrust, and a decline in feedback on case progress, CBP referred
more cases to the Federal Bureau of Investigation, Drug Enforcement Administration,
and local law enforcement authorities for investigation without first notifying ICE.

Often in the past, investigators and inspectors developed referrals jointly. A subject
would enter a POE and offer information to an inspector. The inspector would
immediately contact an investigator often stationed at the POE, to follow-up. Now many
of these referrals reportedly never get to an ICE investigator. Referrals often are sent to
other law enforcement agencies including the Border Patrol.

A decline in the number of CBP referrals and the acceptance of them by ICE may have
contributed to a decline in overall ICE investigative outputs in certain case categories. In
FY 2003, more than six in ten drug smuggling investigations opened by ICE were opened
in response to a CBP referral. When the number of investigations opened in response to
a CBP referral fell in subsequent years, so did ICE’s narcotics arrests, indictments,
convictions, and seizures. Between FY 2003 and FY 2005, as the number of CBP
referrals of this type declined, the number of arrests decreased by 24 percent, convictions
by 51 percent, and seizures by 23 percent. While there may be many factors influencing
this decline, this data combined with the volume of testimonial evidence suggests that
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degradation of border enforcement operations occurred, in part, due to the ineffective
coordination between CBP and ICE.

In addition, CBP developed its own investigative capabilities to use in lieu of ICE
investigators. In October 2004, CBP announced a pilot program to increase the number
of CBP enforcement officers — a former INS group that investigated some irnmigration
cases, but was restricted to the POEs. CBP’s pilot program broadened the scope of these
CBP enforcement officers’” authority to include criminal violations of the federal customs
and drug statutes and expand their jurisdiction outside the POEs.

CBP reconstituted the Border Patrol’s smuggling investigative capability, allowing
Border Patrol agents to investigate some alien smuggling cases. A memorandum of
understanding (MOU} that established procedures for coordinating investigations
between Border Patrol agents and ICE investigators, gives ICE investigators primary
responsibility for most smuggling investigations but allows Border Patrol agents to
investigate some alien smuggling cases.

Despite the implementation of the MOU, significant problems have occurred in
coordinating Border Patrol and ICE investigations. We identified several cases in which
poor coordination between the Border Patrol and ICE resulted in compromised
investigations. For example, during a joint ICE-Border Patrol investigation of a
suspected alien smuggling ring, Border Patrol agents disregarded the ICE special agents’
instructions regarding the requirement to obtain a search warrant. The Border Patrol
agents collected the evidence without a search warrant and, as a result, criminal charges
were dismissed. In another case, the surveillance of a residence believed to be
associated with an alien smuggling ring was compromised when, without first
coordinating with the ICE investigators, Border Patrol agents went to the residence and
examined the trash on the street in front of the residence. Subsequently, the smugglers
vacated the residence and the investigation had to be terminated. Finally, even though
an MOU exists between the two organizations, Border Patrol and ICE have opened
duplicate investigations on the same case, sometimes resulting in compromises. In one
such case, ICE was investigating a nation-wide narcotics smuggling ring and had a
residence under surveillance hoping to eventually dismantle the entire criminal enterprise
associated with the smuggling ring. Unknown to the ICE investigators, Border Patrol
agents initiated their own investigation of the same residence. Border Patrol agents
raided the residence and seized the narcotics they found at the location. As a resul, the
smugglers discontinued using the residence, and ICE was unable to dismantle the entire
criminal operation.

Diminished investigative coordination alsc may have reduced the number of controlled
deliveries executed by the two organizations. A controlled delivery is a law enforcement
operation in which a known contraband shipment is allowed to continue across the border
to its final destination while under law enforcement surveillance and control. Controlled
deliveries are pre-planned events that require approval by ICE investigations, CBP
inspectors, and the Border Patrol. CBP allows the load of illegal contraband to cross the
border into the United States; ICFE investigators follow the load with the intent of t
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identifying additional members of the criminal enterprise. The success of these
operations depends on close coordination between ICE and CBP. Failure to coordinate
and cooperate during these types of operations can result in unnecessary danger to the
ICE investigators, CBP inspectors, Border Patrol agents, and the general public. It can
also mean lost opportunities to identify and arrest additional members of the targeted
smuggling enterprise.

According to ICE statistics, the number of controlled deliveries involving narcotics
declined significantly in recent years. The number of controlled deliveries we projected
ICE would execute in FY 2005, based on controlled delivery figures through March 31,
2005, was 51 percent lower than the number of controlled deliveries conducted in

FY 2002. While a number of elements may have contributed to this decline, field staff
told us that part of the answer may lie in the lack of effective coordination between ICE
and CBP.

A large number of CBP employees and ICE investigators expressed concern about the
growing antagonism between the two organizations. They told us that they feared that
coordination would deteriorate even further as legacy employees retired or resigned, and
the remnants of good working relationships held over from the former INS and USCS
will lapse.

Coordination of Intellizence Activities

CBP and ICE intelligence requirements overlap to a large extent, yet coordination of
intelligence activities between them was limited. Both CBP and ICE require intelligence
regarding illegal aliens, criminal aliens, alien smuggling, drug trafficking, fraudulent
travel documents, and import and export violations. Despite their shared intelligence
needs, the two organizations have separate intelligence structures and products. At the
headquarters level, the only significant intelligence coordination effort we could identify
between the two organizations related to intelligence received from outside agencies.
Meanwhile, CBP and ICE field intelligence elements severed their intelligence
coordination efforts altogether.

Two and one-half years after DHS’ formation, CBP and ICE intelligence analysts told us
that the two organizations had never co-authored any major intelligence products. Asa
result, the intelligence products each generates serve their respective needs and may not
present a comprehensive picture of border security. Because the intelligence collection
and analysis activities of CBP and ICE are uncoordinated, we were told that it was
difficult for the intelligence analysts to “connect the dots” to create a comprehensive
threat assessment for border security. '

Recommendations

To address the issues that we identified in our report, we made 14 recommendations to
improve coordination and integration of CBP and ICE operations.
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Effective coordination and integration of CBP and ICE operations must begin at the
strategic level. To that end, we recommended that DHS develop a vision of how ICE and
CBP are to work together and contribute to the overall DHS mission. DHS leadership
must work with both organizations to define and set their respective roles and
responsibilities. Also, DHS should undertake an interagency procedural review process
to ensure that ICE and CBP procedures support agreed-upon roles and responsibilities
and are compatible with one another at touch points. Where necessary procedures do not
exist, DHS should direct development of needed notification and information exchange
protocols.

Further, we recommended that an entity at the DHS Headquarters level have authority
over CBP and ICE with respect to policy and operational coordination. This would begin
with the development of a formal mechanism to ensure that the Under Secretary for
Management and the CFO collaborate with ICE and CBP management to develop a
process for CBP and ICE to increase participation in one another’s budget formulation -
and strategic planning processes. This should include avenues for CBP and ICE to
comment on and influence one another’s budgets and strategic plans. These efforts
should be pursued with the aim of achieving an effective balance of resources and
ensuring adequate support for major operational initiatives across institutional
boundaries.

CBP and ICE cannot establish and execute their priorities in a vacuum. We
recommended that DHS require CBP and ICE to align their priorities with an interagency
bearing, e.g., detention bed space, investigative case selection, through a consultative
process.

To resolve the frustration and anxiety expressed by CBP and ICE field staffs, we
recommended that DHS leadership communicate roles and responsibilities to all levels of
CBP and ICE so that they are understood throughout the organizations. It is paramount
that CBP and ICE employees understand their individual and institutional roles and
responsibilities and the relationship of these to the roles and responsibilities to those of
the other organization. DHS must address the contentiousness between CBP and ICE.
Field level activities must be monitored more closely at the highest levels within DHS to
ensure that border security is not compromised by organizational antagonisms. Likewise,
DHS leadership needs to develop a corporate culture in which all CBP and ICE
employees feel vested and recognize the interconnectedness of their mission.

After DHS has taken the steps to coordinate and integrate CBP and ICE operations at the
Headquarters level and communicated its vision and polices to the field, it must ensure
compliance. Therefore, we recommended that DHS develop measures to monitor CBP
and ICE field performance to ensure adherence to the department’s vision and guidance,
and accountability to related goals. To support this accountability, DHS leadership
should develop performance measures and a reporting mechanism that convey an
accurate picture of current operations to senior managers. In addition to performance
metrics to measure internal CBP and ICE operations, a set of joint performance metrics
should be developed to gauge the extent of interaction and coordination between CBP
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and ICE, as well as the level of support each organization extends the other. The
resulting metrics should assist the organizations in arriving at shared expectations about
their respective obligations and level of support.

We were concerned that ICE and CBP operations will require intensive monitoring,
including unanticipated integration and coordination issues as they arise. To that end, we
recommended that DHS establish a forum at the senior management level for
coordinating among staff from the Secretary and Deputy Secretary’s Office, Under
Secretary for Management, CFO, Under Secretary for Policy, Director of Operations
Coordination, CBP Commissioner, and ICE Assistant Secretary to discuss issues related
to the ICE-CBP relationship.

In addition, we recommended that DHS develop a headquarters-level joint CBP-ICE
standing committee to manage the relationship between the two. This committee could
address a revolving agenda on CBP-ICE touch points and develop interagency policies
and procedures to guide CBP and ICE operations. The committee would oversee the
implementation of interagency coordination efforts and MOUs. These bodies could
respond to requests to deviate from plans, make adjustments, provide clarification, and
resolve different interpretations of related guidance. In addition, the committee would
closely monitor the development of redundant capabilities within CBP and ICE. While
we do not suggest that all duplicative activity is necessarily bad, we believe that it must
be controlled. The committee should document and distribute information on dispute
scenarios and resolutions to help foster greater uniformity in interpreting policies and
procedures and resolving related disputes.

Even under the best of circumstances, legitimate disputes will arise between CBP and
ICE. To ensure swift resolution of disputes that have an immediate impact on field
operations, we recommended that DHS develop dispute resolution mechanisms at the
field-level. These mechanisms should be available for airing both routine and
extraordinary interagency operational concerns and recommending remedial actions.
When the resulting field-level mechanisms resolve a dispute, headquarters should be
notified.

Finally, to improve the coordination of CBP and ICE intelligence activities, we
recommended that DHS develop an operating environment that facilitates collaborative
intelligence activities. Such an environment should promote ICE-CBP staff co-location
when possible and where appropriate. In addition, CBP and ICE should pursue the
development of joint intelligence products to reflect a more comprehensive picture of
border security. Finally, CBP and ICE should jointly employ new technology systems
for the exchange and analysis of intelligence information.

Conclusions

Ultimately, to resolve the coordination problems, we were prepared to recommend to the
Department and the Senate Homeland Security and Governmental Affairs Committee that
ICE and CBP be merged. While we were conducting our review, however, the Secretary
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initiated his 2SR to examine DHS operations and structure. On July 13, 2005, after
conducting his review of the operational and organizational aspects of the Department,
the Secretary announced six 2SR imperatives. One of the imperatives was to strengthen
border security and interior enforcement. The Secretary stated that the Department was
developing a new approach to controlling the border, one that included an integrated mix
of additional staff, new technology, and enhanced infrastructure investment. While the
2SR initiative did not result in a proposal to merge ICE and CBP, this decision did not
diminish the usefulness of our report. The 14 recommendations in our report must still be
addressed regardless of whether there was a merger or not.

Since our report, DHS has created the Secure Border Initiative (SBI), the ICE-CBP
Coordination Council, and the Office of Intelligence and Analysis. These efforts are
intended to address coordination issues and help integrate CBP and ICE operations.
From what we know of these emerging efforts, we believe that the Department is taking
the necessary steps toward addressing the coordination problems and, thus, our
recommendations. However, these are still works in progress. We have not had the
opportunity to assess whether the actions taken or proposed by DHS leadership actually
have been or will be effective in improving coordination between CBP and ICE.

Because the issues are so important, we have pledged to Congress that we will go back
and conduct a follow-up review to determine whether the issues we noted before continue
to exist. We also will assess the progress of any corrective actions the department has
taken. We expect to begin this effort early this summer.

In the meantime, however, we have several reviews underway that will assess operational
coordination between CBP and ICE in a number of specific areas. Our review of CBP
actions taken to intercept suspected terrorists at U.S. ports of entry is examining, in part,
the interactions between CBP and ICE when a suspected terrorist is apprehended at a port
of entry. Our survey of DHS intelligence collection and dissemination will examine the
various field intelligence activities of DHS, including those of ICE and CBP, and how
they interact with one another. Our review of terrorist financing activities is examining
the investigative coordination between ICE and FBIL. Our review of security activities on
the Michigan-Canadian border is examining the cooperation and interactions between
organizations, including CBP and ICE, with jurisdiction authority. Finally, our review of
detention and removal of illegal aliens is examining the acquisition and management of
detention bedspace provided by state, local, and contract providers. We plan to issue
reports on each of these reviews over the next several months.

Thank you Mr. Chairman. That concludes my prepared remarks. I would be happy to
take any questions the Subcommittee may have.
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Mr. SHAYS. Thank you, Mr. Skinner. Mr. Schoch.

STATEMENT OF ROBERT A. SCHOCH

Mr. ScHOCH. Chairman Shays and distinguished members of the
subcommittee, it is an honor for me appear before you today to dis-
cuss how the men and women of the U.S. Immigration and Cus-
toms Enforcement [ICE], protect the American people by identify-
ing and closing critical border, homeland, and other national secu-
rity vulnerabilities.

Among the Department of Homeland Security law enforcement
agencies, ICE has the most expansive investigative authorities and
the largest force of investigators.

Our mission is to protect the American people by combating ter-
rorists and other criminals who seek to exploit our Nation’s borders
and threaten us here at home.

By leveraging the full enforcement potential provided by our
unique unified blend of customs and immigration authorities, ICE
agents and officers are making it more difficult for potential terror-
ists and transnational criminal groups to move themselves, their
supporters, or their weapons across the Nation’s borders through
traditional human, drug, contraband, or financial smuggling net-
works, routes and methods. As a result, ICE contributes to our na-
tional security.

Protecting national security is at the heart of ICE’s work, oper-
ations, and mission. ICE seeks to identify and close vulnerabilities
in our immigration and customs system before they can be ex-
ploited by potential terrorists.

To illustrate ICE’s national security work, I'd like to quickly
share two representative cases with you.

First, in January 2006, based on information developed by the
ICE special agent in charge in San Diego, along with the oper-
ational alliance tunnel task force, we discovered a highly sophisti-
cated cross border tunnel that extended nearly a half mile, from a
warehouse in Tijuana, Mexico, into a warehouse in Otai Mesa, CA.
Equipped with lighting, ventilation, cement floor, this tunnel was
designed to support drug smuggling.

Substantial criminal proceeds were invested in this tunnel,
which reached a depth in some areas of 81 feet to avoid detection.
This tunnel carried significant national security implications due to
its potential use to support illegal and covert entry of persons or
weapons into the United States.

Another example: In June 2004, ICE special agents in New Orle-
ans initiated an investigation into smuggling activities by pas-
sengers and crew members of cruise ships arriving at the Port of
New Orleans. During the course of the investigation, we identified
two individuals, Cedric Carpenter and Lamont Ranson, U.S. citi-
zens, one a former member of the military, as being involved in
drug smuggling, distribution activities, as well as the manufacture
and sale of false documents. Through consensually monitored tele-
phone calls, and meetings with ICE confidential informants, Car-
penter and Ranson actually agreed to provide false birth certifi-
cates, Social Security cards, driver’s licenses for individuals they
believed to be members of Abu Sayyaf, a State Department des-
ignated foreign terrorist organization with ties to Al Qaeda.
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In addition, Carpenter and Ranson believed that these individ-
uals that they were to provide the fraudulent documents to were
on U.S. watch lists. These traditional criminal investigations are a
few examples that demonstrate how ICE contributes to our na-
tional security by identifying and closing vulnerabilities that could
potentially be exploited by terrorists.

In June 2003, the Office of Investigation launched an intensive
effort to strengthen existing and, where necessary, develop new
programs aimed directly at closing the vulnerabilities exploited by
the September 11th conspirators. The 9/11 Commission found in its
final report that had the immigration system set a higher bar for
determining whether individuals are who or what they claim to be
and ensuring routine consequences for violations, it could have ex-
cluded, removed, or come into further contact with several of the
hijackers who did not meet the terms of their admitting short-term
visitors.

Some examples are ICE national security division’s compliance
enforcement unit, which has now processed over 350,000 leads for
review for potential investigations in the field for violations in the
student violators. The Office of Investigations’ Benefit Fraud Units
work closely in coordination with the U.S. Citizenship and Immi-
gration Services to protect the integrity of the legal immigration
system by identifying fraudulent applications, systemic
vulnerabilities, and fraud trends.

When applications, fraudulent applications and trends are identi-
fied, this information is passed to the SAC offices for further inves-
tigation and prosecution.

The Office of Investigation created a visa security program,
which provides critical law enforcement and investigative expertise
to our consular officers in several overseas posts.

ICE routinely conducts comprehensive threat, vulnerability, and
consequence risk assessments of the customs and immigration sys-
tems to determine optimal application of resources.

In addition to all of our 26 special agent in charge offices having
conducted their own internal risk assessment, threat assessment,
headquarters Office of Investigation staff has coordinated assess-
ments in a variety of areas to enhance our national security.

Threat assessments relate to financial crimes, identity benefit
fraud, and the illegal export of arms and strategic technology. The
results of these assessments are driving and shifting investigative
resources within the SAC offices, and expanding existing certified
undercover operations, as well as assisting the field offices in iden-
tifying new and emerging threats and vulnerabilities within their
respective areas of responsibility.

These risk assessments serve as a foundation in the creation of
outcome-based performance goals and measurement tools to assess
the degree in which ICE is able to fill its mission relative to identi-
fied threats.

My colleagues at ICE are grateful for the chance, and I am grate-
ful for the chance to serve the American people, and on their behalf
I thank you for your continued support of our ongoing operations.

I would be pleased to answer any of your questions.

[The prepared statement of Mr. Schoch follows:]
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INTRODUCTION

Chairman Shays, Ranking Member Kucinich, and distinguished Members of the
Subcommittee: It is an honor for me to appear before you today to discuss how the men
and women of U.S. Immigration and Customs Enforcement (ICE) protect the American
people by identifying and closing critical border, homeland and other national secm"ity

vulnerabilities.

THE ICE MISSION

Among the Department of Homeland Security (DHS) law enforcement agencies, ICE has
the most expansive investigative authorities and the largest force of investigators. Our
mission is to protect the American people by combating terrorists and other criminals
who seek to exploit our Nation’s borders to threaten us here at home. The men and
women of ICE accomplish this by investigating and enforcing the Nation’s immigration
and customns laws. Working overseas, along the Nation’s borders, and throughout the
Nation’s interior, ICE agents and officers are demonstrating that our unified customs and
immigration authorities constitute an effective mechanism to identify, disrupt, and

dismantle criminal and other threats that arise from our Nation's borders.

By leveraging the full enforcement potential provided by our unique, unified blend of
customs and immigration authorities, ICE agents and officers are making it more difficult
for potential terrorists and transnational criminal groups to move themselves, their
supporters, or their weapons across the Nation’s borders through traditional human, drug,
contraband, or financial smuggling networks, routes, and methods. As a result, ICE's

border and homeland security work contributes directly to national security

ICE STRUCTURE

ICE is presently comprised of four operating divisions, including the Office of

Investigations (OI), Office of Detention and Removal (DRO), Federal Protective Service
(FPS) and the Office of Intelligence. ICE/OI has approximately 5,600 1811-series
special agents posted in 26 domestic Special Agent-in-Charge field offices and 56

international Attaché offices. ICE special agents investigate violations of our Nation's
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money laundering, bulk cash smuggling, and illegal money remittance), export violations
related to defense munitions items and strategic dual-use technology, drug and
contraband smuggling, human smuggling and trafficking, identity document and
immigration benefit fraud, visa violations, worksite enforcement, and intellectual .

property and trade-related commercial fraud.

ICE'S NATIONAL SECURITY WORK

Protecting national security is at the heart of ICE's work and the principal focus of our

operations and mission. While the bulk of the work conducted by our agents and officers
involves traditional immigration and customs enforcement cases, global terrorist attacks
on and since September 11, 2001 -- New York, Washington, Madrid, London, Bali and
others -- underscore the highly dangerous intersection between terrorism and travel. The
speed and ease with which legitimate travelers now move worldwide affords potential
terrorists with global access. Additionally, the massive international flow of tourists and
immigrants also affords potential terrorists with unparalleled opportunities for
concealment. This emergent reality was recognized by the 9/11 Commission which
found "(i)n their travels, terrorists use evasive methods, such as altered and counterfeit
passports and visas, specific travel methods and routes, liaisons with corrupt government
officials, human smuggling networks, supportive travel agencies, and immigration and
identity fraud." In direct response, ICE seeks to identify and close vulnerabilities in our
immigration and customs systems before the vulnerabilities manifest into or support
lethal national security threats, as well as investigating violations of immigration and

customs laws.

To illustrate how ICE investigations contribute directly to the national security, I have

included the following extracts from our case files:

. In January 2006, based upon information developed by the ICE Special Agent-in-
Charge (SAC) in San Diego along with the Operational Alliance Tunnel Task

Force, we discovered a highly sophisticated cross border tunnel that extended
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nearly a half-mile from a warehouse in Tijuana, Mexico into a warehouse in Otay
Mesa, California. Equipped with lighting, ventilation and a cement floor, this
tunnel was designed to support drug smuggling. Substantial criminal proceeds
were invested in this tunnel, which reached a depth of 81 feet in some areas to
avoid detection. This tunnel carried significant national security implicatioﬁs due
to its potential use to support illegal and covert entry of persons or weapons into

the United States.

On September 8, 2004, pursuant to arrest warrants obtained in the U.S. District
Court for the District of Columbia, ICE SAC Washington D.C. agents arrested
Neeran ZAIA and Basima SESI. The ZATA human smuggling organization
specialized in the smuggling of Iraqi, Jordanian, and Syrian nationals and was
responsible for the movement of over 200 aliens throughout the investigation.
Smuggling organizations like this one pose threats to our national security. This
ICE-led investigation was initiated when a confidential informant familiar with
the organization reported ongoing smuggling activities by ZAIA, who had been
previously convicted for alien smuggling. Investigative efforts revealed that the
aliens were smuggled from the Middle East to staging areas in Central and South
America. Once in these staging areas, the conspirators would arrange to smuggle
the aliens from these sites into the U.S. or its territories. The use of undercover
investigative techniques resulted in the indictment of five conspirators and the
significant disruption of the organization’s ability to move and smuggle aliens.
The defendants were charged with several violations to include 8 USC
1324(a)(2)(B)(ii)-Bringing Unauthorized Aliens to the U.S. for Commercial
Advantage or Private Financial Gain and 18 USC 371-Conspiracy. This case in
particular vividly demonstrates how ICE identified and closed a border
vulnerability caused by a traditional criminal conspiracy that could be exploited

by extremists and present a potential national security threat

In October 2004, after an extensive ICE-led multi-national investigation Babar
AHMAD and AZZAM PUBLICATIONS were indicted in the Federal District of
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Connecticut on charges of conspiracy, money laundering and providing material
support to terrorists among other charges. This investigation was initiated as part
of Operation Green Quest when the ICE Resident Agent-in-Charge (RAC) in
New Haven in conjunction with the FBI learned that a web site, AZZAM.COM
(and its mirror sites QUOQAZ.NET, and AZZAM.CO.UK), had encouraged
"jihad" against the United States and provided information on how to provide
financial assistance to the Taliban and others. Specifically, the AZZAM web site
detailed how one might bypass U.S. currency reporting requirements and deliver
funds to the Taliban via Pakistan. Babar AHMAD was arrested in England based
on an U.S. Provisional Arrest Warrant issued from the District of Connecticut.
Search warrants executed at the residences of AHMAD, his parents, and sister, as
well as AHMAD?’s university office in England resulted in discovery of terrorism
related materials including: computers with numerous terrorism related files,
documents, a balaclava, two manuals on guerilla warfare techniques, and a
manual on constructing silencers for weapons. AHMAD has remained in custody
pending the resolution of U.X. extradition proceedings. OF’s vast experience and
expertise in cyber crime and financial investigations played a central role in this

very significant national security investigation.

In June 2004, the ICE SAC New Orleans Port Security Group initiated an
investigation into narcotics smuggling activities by passengers and crewmembers
of cruise ships arriving at the Port of New Orleans. During the course of this
investigation, ICE SAC New Orleans identified Cedric CARPENTER, a United
States citizen, and Lamont RANSON, a United States citizen and former member
of the United States military, as being involved in drug smuggling/distribution
activities as well as the manufacture and sale of false documents. Through
consensually monitored telephone calls and meetings with ICE confidential
informants (CIs), CARPENTER and RANSON agreed to produce false birth
certificates, social securi