VULNERABILITY CATEGORY:

Physical Security

Structural Integrity

Transportation Infrastructure

Utilities

Radio & Telecommunications

Personnel Protection Systems

Procedural Policies

Coordination and Information Sharing

Preparedness

SECURITY MEASURES

Access Control
Barriers

Cargo Control
Communications
Coordination
Credentialing
Detection
Guard Force
IT Security
Inspections
Intelligence
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That part of security concerned with physical measures
designed to safeguard personnel; to prevent unauthorized
access to equipment, installations, material, and documents;
and to safeguard them against terrorism, espionage, sabotage,
damage, and theft.

The design and material construction characteristics of piers,
facilities, and associated structures.

Infrastructure that may be exploited during an attack, other
than utilities.

The essential equipment and services that are vital to the
operation of the facility.

That part of security concerned with measures to protect radio
and telecommunication equipment, including computer
systems and networks.

Equipment, Gear, or Systems designed to protect facility
personnel (i.e. weapons, body armor).

Plans, Policies, and Procedures for specific operations.

The ability to coordinate and receive/share information with
local/state/federal agencies and other commercial entities.

Implementation of Plans, Policies, and Procedures through
Training, Drills, and Exercises conducted to improve security
awareness, prevention, and response.

Lighting LIT

Patrols PAT
Planning, Policies, & Procedures PPP

Redundancy RED
Response RES
Stand-off Distance SOD
Structural Hardening STH
Surveillance SUR
Training TRA
Vessels/Vehicles VEV



